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Ready. Resourceful. Responsive!

NAVSUP Publication 727 Navy Cash® Financial System =
Standard Operating Procedure NAVISUP.

NAVAL SUPPLY SYSTEMS COMMAND

SECTION 5A - Assistance and Support

This section contains points of contact information to support
maintenance of the Navy Cash system, and provides a brief
overview of how to obtain distant and on-site support.
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Contacts

Navy Cash Fleet Support Groups. The Fleet Support Groups (FSGs) at the NAVSUP Fleet
Logistics Centers (FLCs) in Norfolk, San Diego, and Yokosuka are available on request to
provide support, advice, training, and assistance for Disbursing operations and fiscal procedures
in general and for Navy Cash operations and procedures in particular.

NAVSUP FLC Norfolk (Providing support to ships in Norfolk, Little Creek, Mayport, Rota, Gaeta,
Bahrain)

Hugh Chin Tel: (757) 443-1189
DSN: 646-1189
email: hugh.chin@navy.mil
Delma

NAVSUP FLC San Diego (Providing support to ships in San Diego, Pearl Harbor, Bremerton, Everett)

Andy Yager Tel: (619) 556-6493
DSN: 526-6493
email: andrew.yager@navy.mil

Hector Leyco Tel: (619) 767-6830
DSN: 577-6830
email: hector.b.leycol @navy.mil
NAVSUP FLC Yokosuka (Providing support to ships in Yokosuka, Sasebo, Guam)

Vicente Cruz Tel: +81 (46) 816-7324
DSN: (315) 243-7324
email: vicente.cruz@fe.navy.mil

S5A-4



NAVSUP Pub 727 Part 2 Section 5A — Assistance and Support

Assistance and Support

1. ASSISTANCE. When Navy Cash experiences a hardware, software, or communications
issue, the ship itself is responsible for the initial efforts to troubleshoot, isolate, and correct the
problem. This may require a coordinated effort from the Disbursing Officer, PSs, RSs, ITs, ETs,
etc. SPAWAR Systems Center Atlantic sent a NAVCYBERFOR, NAVSUP, PEO C4l, and SSC
ATLANTIC coordinated message reiterating the responsibility of the ship’s ITs for supporting
Navy Cash (SPAWARSYSCEN ATLANTIC CHARLESTON SC 231102Z Feb 16). Selected
spares are available on board the ship to replace failed equipment. In general, if a device fails,
the ship is responsible for installing a spare in its place. If unable to isolate the problem or effect
the necessary repair, the ship is responsible for initiating a trouble call to the Navy Cash Central
Support Unit (CSU) for technical assistance:

To contact the CSU:

1 (866) 6NAVYCASH
1 (866) 662-8922
Website: www.navycash.com

Email: navycashcenter@frb.org

Ships are responsible for initiating a trouble call to the CSU if additional support is required.
The CSU will assign a case number and forward the call to technical support. All trouble calls,
whether by phone or email, must be directed to the CSU. Email trouble calls can include the
appropriate Navy Cash technical support personnel as additional addresses; however, support
personnel cannot take action until a case number has been assigned.

The Navy Cash depot maintains replacement spares. The normal requirement for shipment of
spare parts is the business day following receipt of the requirement; however, the depot is also
required to provide a capability for emergency shipment of items in an expedited manner the
same business day.

2. TECHNICAL SUPPORT. The Navy Cash maintenance concept specifies Distance
Support for initial technical support efforts. Technical personnel ashore will provide
troubleshooting guidance by phone or email.
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2.1. TIER 1 SUPPORT. CSU provides Tier 1 support 24/7, answering calls and taking
basic information about any technical problems. CSU assigns case numbers and provides
problem tracking. Trouble calls are handed off to the Treasury Agent Navy Cash
Technical Support team (NCTS).

2.2. TIER 2 SUPPORT. NCTS provides Tier 2 support with skill sets that cover every
aspect of the Navy Cash system. Tier 2 support provides troubleshooting guidance to the
Fleet via phone or email as soon as contact with the ship can be made. CSU forwards
trouble calls to NCTS during normal working hours. During evening and weekend hours,
critical issues are forwarded immediately to an NCTS representative. Critical issues
include, but are not limited to:

= One server node is down and cannot transfer control to second node
= Cluster administrator -NCP and NCService resources are offline

= All Navy Cash Kiosks are offline

= All devices, i.e., POSs, Kiosks, and CADs, are offline

= Communications/round-trip if a ship has not had a roundtrip in five or more days
and a case has not already been opened

* End of Month (EOM) if a ship has not had a roundtrip in five or more days and
case has not already been opened

= Split Pay affecting multiple members if a case has not already been opened

» Any issue involving a Commanding Officer (CO), Executive Officer (XO), or
Staff Commander

NCTS is assisted by technicians from the Navy Cash depot. The Navy Cash depot is
available Monday through Friday from 8:00 a.m. Eastern to 4:00 p.m. Pacific Time
except holidays. Calls received after hours are sent to voice mail, which is checked each
business morning. In addition, 24/7 pager support for emergencies is available.

2.3. TIER 3 SUPPORT. Tier 3 support is provided by NCTS and Navy Cash depot
technical personnel for hardware, software, or communications issues beyond the repair
or troubleshooting capability of the ship. Tier 3 support is available from the Navy Cash
depot Monday through Friday from 8:00 a.m. Eastern to 4:00 p.m. Pacific Time , except
holidays. After hours, weekends, and holidays, support is available to support emergency
requirements 24/7 via emergency pager.

2.3.1. NORFOLK AND SAN DIEGO. In Norfolk and San Diego, the Navy
Cash depot provides on-site technical assistance to the Fleet the next business day
or as soon as possible given the extent of the impact of any failure on Navy Cash
operations.
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2.3.2. OTHER HOMEPORTS. In other homeports and for ships deployed
overseas, because of the diverse skill sets required to support the hardware,
software, network, and communications aspects of the Navy Cash system, the
particular technician that will be sent to a ship is generally not determined until
the nature and extent of the problem is understood.

Upon direction from the NAVSUP program office, Treasury Agent will
coordinate Tier 3 on-site technical assistance with the ship, the program office,
and technical support personnel to determine the best support solution in the
shortest time possible, with input from the appropriate Type Commander as
necessary.

2.3.3 SHIPS DEPLOYED OVERSEAS. For ships deployed overseas, on-site
technical assistance is available only after all other Distance Support
troubleshooting efforts have been exhausted and only for systems that are at or
near complete mission failure.

3. DISTANCE SUPPORT. Navy Cash technical support personnel ashore will provide
troubleshooting guidance by phone or email.

3.1. REMOTE ACCESS VIA GOTOASSIST. GoToAssist is a browser-based service
that enables the Treasury Agent’s NCTS members to access and control the Navy Cash
system remotely to troubleshoot and resolve issues that previously required an on-site
technical assistance visit and to provide other technical support.

3.1.1. SET UP A GOTOASSIST REMOTE SESSION. An NCTS representative
must first log in to a GoToAssist website and create a support session.

3.1.1.1. The NCTS representative then sends a secure email to the Disbursing
Navy Cash Accountable Officer’s (NCAO) email account on the ship with a
unique remote support session key code and instructions for entering and
authorizing the remote session.

3.1.1.2. The email will be digitally signed by a Common Access Card (CAC).
In addition, the email will only be sent to the verified email address stored in the
ships’ contact list maintained by the Treasury Agent in the Navy Cash backend
ashore. If necessary, the NCAO can update her / his email address by using the
“Contacts” tab on the “Ship Profiles” screen on Navy Cash Disbursing Website
(see Section 5F, Navy Cash Web Application User Guide, Ship Profiles Screen).

NOTE: Remember, you must never click on links, download files, or open
attachments in emails from unknown senders. It is best to open attachments
only when you are expecting them and know what they contain, even if you
know the sender. Be cautious if you receive a remote session request via email
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and are not engaged with an NCTS representative working to resolve an open
case.

3.1.1.3. The NCAO must first log in to Node 1 or 2 of the Navy Cash server as
nc-admin using the appropriate password.

3.1.1.4. The NCAO then uses Internet Explorer on the Navy Cash server to
access the GoToAssist website included in the instructions in the email received
from the NCTS representative, typing in the address, and logging in using the
unique support session key code provided by NCTS.

3.1.1.5. Once logged in to the GoToAssist website, the NCAO is prompted to
allow the remote session to proceed and enable the NCTS representative to
control the desktop of the ship’s Navy Cash server. The remote support session
cannot be initiated unless the NCAO authorizes the session to proceed.

3.1.1.6.  Once granted control of the ship's Navy Cash server desktop, the
NCTS representative must then log in to the ship's database. Without a valid ID
and password, the database will not be accessible.

3.1.1.7. All remote support sessions are recorded, and the videos can be
replayed and reviewed by properly authorized personnel ashore at a later time.

3.1.2. TERMINATE A REMOTE SESSION. Once a remote support session is
completed and the session is terminated, NCTS can no longer access the ship's Navy
Cash server, unless a new GoToAssist remote session is initiated by both the NCTS
representative and the NCAO on the ship. The NCTS representative and NCAO on
the ship can terminate a GoToAssist remote session at any time.

4. ON-SITE TECHNICAL ASSISTANCE. On-site technical assistance is available to
resolve Navy Cash-specific problems that cannot be resolved over the phone or email, but only
after all other distance support troubleshooting efforts have been exhausted.

5. FUNDING RESPONSIBILITY. As with other afloat systems, any costs associated with
on-site technical assistance, including travel, will be borne by the ship or the Type Commander.
For ships in homeports other than Norfolk and San Diego, the NAVSUP program office will bear
the cost of an on-site tech assist when it can be combined with other Navy Cash visit
requirements, such as pre- and post-deployment service calls.

6. CASUALTY REPORTING. The ship should provide a Casualty Report (CASREP
message for urgent maintenance problems beyond shipboard capabilities and include
NAVSUPSYSCOM MECHANICSBURG PA//N3/N4// for action or information, as appropriate,
on the CASREP message. Any replacement parts necessary to enable correction of the CASREP
will be shipped within 24 hours after acknowledgement of receipt of the CASREP. All failed
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system units, LRU (lowest replaceable unit), will be turned in as directed by the CSU or the
Navy Cash depot.

7. CONTINGENCY OPERATIONS. The POS must be online to the Navy Cash server
through the ship’s LAN for an operator to log on. If the ship’s network or Navy Cash server is
down at the beginning of the day, the operator will not be able to log on to the system to conduct
business. However, if the outage only affects a single POS, the merchant can go to the
disbursing office and sign out a spare POS to use in the offline portable mode.

7.1. SHORT-TERM OUTAGE. The POS in post office normally operates in the
normal mode and is connected online to the Navy Cash server through the ship’s LAN.
If connectivity to the server is expected to be a problem, an operator should remain
logged on to the POS at the end of the day so that Navy Cash payments can be processed
offline the next day even if connectivity is not available. A POS in normal mode
operating offline can store up to 10,000 messages in the internal and SD card message
queues before it is full and can no longer process transactions.

When connectivity to the Navy Cash server is restored, sales receipts transaction
messages stored on the POS are forwarded automatically to the Navy Cash server. This
download starts when the LAN connection to the server is made and the “Offline
Indicator” on the Status Bar of the POS screen disappears, usually within a minute. The
“Internal Queue Message Indicator” and the “SD Card Queue Message Indicator on the
Status Bar of the POS screen remain displayed until all transactions have been
downloaded to the server from the internal and SD card message queues.

7.2. OPERATOR POS LOG-ON. The operator can log on to the portable POS (and
the merchant can be set to ship’s store) at any operating POS network connection point or
download box (in the disbursing office, general mess, private mess, MWR, post office, or
other locations set up during the Navy Cash installation). The operator disconnects the
POS device currently in operation (if any) and connects the portable POS. Once
connected, the offline log-on procedure is the same as the online procedure. After log-on
is complete, the operator can disconnect the data cable and proceed to operate the POS in
the offline mode. If a POS was disconnected to permit the log-on, it should be
reconnected at this time. The operator should make sure the portable POS is fully
charged. Batteries are rechargeable.

7.3. DOWNLOAD SALES TRANSACTIONS. If the network outage is localized, the
sales receipts stored on the portable POS can be downloaded at the end of each day at one
of the POS connection points or download boxes as described in paragraph (4)(a) directly
above.

7.4. LONG-TERM OUTAGE. In the unlikely event that connectivity to the Navy Cash
server is down for a lengthy period of time (days, weeks), the ship’s store can, with the
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authorization of the Commanding Officer, revert to accepting cash and/or check. Ship’s
store personnel will follow the procedures in NAVSUP P487 for collecting cash.

8. PLANNED SYSTEM MAINTENANCE. Preventive maintenance for the Navy Cash
Financial System is covered through the Planned Maintenance System (PMS). PMS information
for Navy Cash is available from the ship’s Maintenance and Material Management (3-M)
Coordinator. Maintenance Index Page (MIP) number 6541 series applies to Navy Cash. In
particular, proper cleaning of the card readers can significantly reduce the incidence of card
readers failing to read the Navy Cash card.
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NAVSUP Publication 727 Navy Cash® Financial System .
Standard Operating Procedure

NAVAL SUPPLY SYSTEMS COMMAND

SECTION 5B - Documentation Resources

This section contains the majority of quick references used
throughout Sections 1 — 4 of this SOP. It contains sample
memorandum, letters, emails; forms, reports, checklists, and other
important tools for maintaining Navy Cash operations. Each
reference category has its own table of contents for quick
reference.
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Sample Navy Cash Relieving Letter
1 June 20XX

From: LTJG Norman H. Danas, SC, USNR
To:  ENS Joseph L. Gonzalez, SC, USNR

Subj: TRANSFER OF NAVY CASH EQUIPMENT AND RESPONSIBILITIES FROM
LTJG NORMAN H. DANAS, SC, USNR, TO ENS JOSEPH L. GONZALEZ, SC, USNR

Ref: (a) NAVSUP PUB 727, Navy Cash SOP, Part 2

Encl: (1) Navy Cash Pre-Audit/Turnover Checklist
(2) Custody of Navy Cash Equipment Checklist

1. In accordance with reference (a), I certify I have transferred Navy Cash responsibilities to (New
NCADO here). A copy of the completed Navy Cash Pre-Audit/Turnover Checklist is included at
enclosure (1).

2. In accordance with reference (a), I certify I have transferred custody of all Navy Cash equipment
listed in enclosure (2) to (New NCAO here).

3. All equipment listed in enclosure (2) is operational, except: (A sample explanation is provided to
support inventory issues at Turnover here. One is required for each non-operational unit))

a. One of Navy Cash Kiosks in Troop Training — Gym — Left. A trouble call was placed with
the Navy Cash Central Support Unit (CSU) on 26 November 202X.

b. X, and Case Number 98314 was assigned. SAIC provided troubleshooting help, and a failed
card reader was identified. The failed card reader (serial number A78230200) was shipped to
the Navy Cash depot via UPS (tracking number 1Z 999 999 99 9999 999 9) on 28 November
20XX, and a replacement card reader is in transit to the ship.

c. One Card Accepting Device (CAD) with transactions stuck in the queue. A trouble call was
placed with the CSU on 17 November 200X, and Case Number 98298 was assigned. The
CSU provided troubleshooting help, but the stuck transactions could not be downloaded. The
CAD (serial number 1604001541) shipped via UPS (tracking number 1Z 999 999 99 9999
999 9) to SAIC on 27 November 20XX.

4. I certify all transactions in the spare Point-Of-Sale devices (POSs) and CADs listed in enclosure (2)
have been downloaded to the Navy Cash server and do not contain any stored transactions, with the
exception of the CAD listed above with stuck transactions.

NORMAN H. DANAS
LTIG, SC, USNR

Copy to: Commanding Officer
Supply Officer
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1 December 20XX

FIRST ENDORSEMENT

From: ENS Joseph L. Gonzalez, SC, USNR
To: LTJG Norman H. Danas, SC, USNR

Subyj: TRANSFER OF NAVY CASH RESPONSIBILITIES AND CUSTODY OF NAVY
CASH EQUIPMENT FROM LTJG NORMAN H. DANAS, SC, USNR, TO
ENS JOSEPH L. GONZALEZ, SC, USNR

1. Thereby accept the transfer of Navy Cash responsibilities from LTJG Norman H. Danas, SC,
USNR. In accordance with reference (a), a copy of the completed Navy Cash Pre-Audit/Turnover
Checklist and Custody of Navy Cash Equipment Checklist will be retained on file in the disbursing
office for inspection.

2. Thereby accept custody of all Navy Cash equipment listed in enclosure (2) from LTJG Norman
H. Danas, SC, USNR. All equipment listed is operational except one of the Navy Cash Kiosks in
Troop Training and one CAD with stuck transactions. A replacement for the failed card reader is
in transit to the ship and will be installed as soon as it arrives. When SAIC returns the CAD to the
ship, the stuck transactions will be download to the Navy Cash server so any vending sales can be
recorded and reported.

JOSEPH L. GONZALEZ
ENS, SC, USNR
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Sample Memoranda for Forwarding Enrollment and Rules of Behavior Forms

Individual Cardholder Enrollment Forms

MEMORANDUM
From: Ship’s Name

To: FRB-KC Omaha Branch
Attention: Forms
Farnam St.
Omaha, NE 68102
(866) 662-8922 (Phone number for FedEx, UPS, etc. packages)
navycashcenter@frb.org

Subject: Forwarding Cardholder Enrollment Forms (2887s) For Scanning And Archiving

1. This memorandum and email confirm the forwarding of Navy Cash enrollment forms for
individual cardholders (FS Form 2887s) to the Navy Cash CSU Scanning Center.

a. Date Package Was Sent:

b. Number of Enrollment Forms in Package: 2887s &

c. Carrier Name:

e.g., FedEx, UPS, USPS registered mail

d. Tracking Information:

2. If you have any questions, please contact me at:

a. Ship's Name:

b. Point of Contact on the Ship:

Phone Number:

Email:
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Accountable Official Enrollment Forms Memorandum
MEMORANDUM
From: Ship’s Name

To: FRB-KC Omaha Branch
Attention: Forms
Farnam St.
Omaha, NE 68102
(866) 662-8922 (Phone number for FedEx, UPS, etc. packages)
navycashcenter@frb.org

Subject: Forwarding Accountable Official Enrollment Forms (2888s) For Scanning And
Archiving

1. This memorandum and email confirm the forwarding of Navy Cash enrollment forms for

accountable official merchant cardholders (FS Form 2888s) to the Navy Cash CSU Scanning
Center .

a. Date Package Was Sent:

b. Number of Enrollment Forms in Package: 2888s

c. Carrier Name:

e.g., FedEx, UPS, USPS registered mail

d. Tracking Information:

2. If you have any questions, please contact me at:

a. Ship's Name:

b. Point of Contact on the Ship:

Phone Number:

Email:
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Internal Procedures and Controls:

Sample Instruction
NEVERSAIL INST 7220.1

USS NEVERSAIL (DDG XX) INSTRUCTION 7220.1

Subj: NAVY CASH INTERNAL POLICY, PROCEDURES, AND CONTROLS

Ref: (a) Department of Defense Financial Management Regulation (DoD FMR), Volume 5,
particularly Chapter 10
(b) Organizational Forces Supply Procedures, NAVSUP PUB 485, Volume I,
Chapter 10, Navy Disbursing Operations
(c) Navy Cash Financial System Standard Operating Procedure, NAVSUP PUB 727

1. PURPOSE. To promulgate internal policies, procedures, and controls for effective
management and administration of Navy Cash operations on board NEVERSAIL.

2. ACCOUNTABILITY AND RESPONSIBILITY. Navy Cash is a financial system, the
handling of public funds follows standard financial management regulations and procedures in
accordance with references (a) and (b).

a. DD Form 577. A Department of Defense (DD) Form 577, Appointment/ Termination
Record—Authorized Signature, shall be signed by the Commanding Officer appointing the
Disbursing Officer or other accountable official as the Navy Cash Accountable Officer (NCAO),
identifying their accountability and responsibilities include. Subsequent DD Form 577s from the
NCADO to their deputy shall also be maintained. The NCAO must appoint a Navy Cash Deputy.
Detailed operating procedures for Navy Cash are included in the forms are of this section.

b. ES Form 2888. In addition, the NCAO must complete and sign the Fiscal Service (FS)
Form 2888, Application Form for U.S. Department of the Treasury Accountable Official Stored
Value Card (SVC).

c. IfaNCAO is also appointed as a Disbursing Officer, Deputy Disbursing Officer, or
Disbursing Agent, and the responsibilities of the Navy Cash program are covered by that
appointment, then an additional DD Form 577 is not required (see reference (a), Chapters 2 and
10).

3. PERSONALLY IDENTIFIABLE INFORMATION (PII). The Disbursing Officer must
monitor procedures for the proper handling and safeguarding of the Personally Identifiable
Information (PII) associated with both Disbursing and Navy Cash operations to ensure the security
and confidentiality of that information.

4. NAVY CASH CARDS.

a. Instant Issue Navy Cash Cards. Instant issue cards are embossed with NAVY
CARDHOLDER and a Mastercard®® card number. Instant issue cards are issued to personnel newly
enrolling in Navy Cash and as replacements for lost, stolen, damaged, or expired cards. Instant
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issue cards provide individuals immediate access to Navy Cash capabilities.

b. Embossed Permanent Navy Cash Cards. Embossed permanent cards are embossed
with the cardholder’s name and a Mastercard®® card number. Produced individually at the card
manufacturing facility, they must be delivered to the individual on the ship after they are produced.
Embossed permanent Navy Cash cards are only issued to new enrollees as a part of bulk
enrollment when Navy Cash is initially implemented on a ship. Cardholders whose embossed
permanent (or instant issue) cards have expired or are expiring at the end of a month must report to
disbursing office where they will be replaced with an instant issue Navy Cash card.

c. Visitor Navy Cash Cards. Visitor cards are closed-loop-only cards only used on board
Navy Cash ships. Visitor cards are reusable and must be cashed out and turned in to disbursing
office when the visitor is done with the card and before leaving the ship, so they can be reissued to
another visitor.

. If a visitor card is turned in after a visitor has left the ship, the
Disbursing Officer must make every effort to identify the individual cardholder and
return any remaining funds. If the cardholder cannot be identified, the Disbursing
Officer must cash out any residual funds remaining on the card and do a collection for
the amount using a DD 1131 in accordance with reference (a), paragraph 0802, and
paragraph 100505 (see also reference (c), Section SE, paragraph 2.2.d).

o Once any value on a card has been credited to either of the
Treasury accounts, 20X6133 or 17R1060, the Disbursing Officer cannot recover the
funds. Individuals can, however, submit a claim for a refund. Any claim must include
enough facts to validate the accuracy of the claim and justify the refund.

d. Collect and Destroy Expired or Expiring Cards. Any expired Navy Cash cards or Navy
Cash cards expiring in 90 days must be destroyed. When visitor cards are turned in to disbursing
office and cashed out, the Disbursing Officer, after verifying the closed-loop account balance is
zero, should check the expiration dates on the cards. Cards can be destroyed by cutting them up
(cutting the chip in half) or shredding them. Document destruction of the cards using the Navy
Cash Card Issue Log.

5. NAVY CASH CARD LIMITS.

a. Individual Cardholders

(1) Standard Closed-Loop Limit. No more than $1,000 can be loaded on
or debited from the closed loop.

(2) Standard ACH Transfer Limit. A $400 daily maximum limit has been
pre-set on funds transfers from a bank or credit union account to the closed- and/or
open-loop accounts.

b. Merchant Cardholders — Accountable Officials
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(1) Standard Closed-Loop Limit. No more than the following
maximum amounts can be loaded on or debited from the closed loop.

(a) On CVNs, LHAs, and LHDs. $50,000 for Disbursing Officers,
MWR Officers, and Wardroom Mess Officers, and $10,000 for all other Accountable
Officials.

(b) On All Other Ships. $10,000 for all Accountable Officials.

(2) Standard Transfer Limits between the Closed and Open Loop. The
following maximum limits have been pre-set on transfers between the closed- and
open-loop accounts.

(a) On CVNs, LHAs, and LHDs. $50,000 for MWR Officers and
Wardroom Mess Treasurers, and $5,000 for all other Accountable Officials.

(b) All Other Ships. $10,000 for MWR Officers and Wardroom
Mess Treasurers, and $2,500 for all other Accountable Officials.

(3) Standard ACH Transfer Limit. For merchants who settle to bank or
credit union accounts, a $5,000 daily maximum limit has been pre-set on funds
transfers from a bank or credit union account to the closed- and/or open-loop accounts.

(4) These pre-set limits may prevent Accountable Officials from making
large purchases on the ship in a single payment. In a situation like this, the Accountable
Official can elect to make more than one payment with the organization's Navy Cash
merchant card or simply pay by check.

¢. Modifying Navy Cash Card Limits.

(1) Individual Cardholders. The NCAO can modify the closed-loop load
and debit and ACH transfer limits for individual cardholders who are "checked in" on
that ship through the Disbursing Application. For individual cardholders, the maximum
closed-loop load and debit limit is $1,000, and the maximum ACH transfer amount is
$400 per day.

(2) Accountable Official Merchant Cardholders. The NCAO can modify
the closed-loop load and debit and ACH transfer limits for merchant cardholders on
board that ship through the Disbursing Application, but only up to a maximum of
$1,000 for the closed-loop account and a maximum of $400 per day for ACH transfers.
For any amount above these maximum limits, the NCAO must contact the CSU and
request that a merchant cardholder limit be modified, but only up to the standard limits
listed above.

(3) Any updates to card limits done through the Disbursing Application are

effective immediately on the ship and will regulate any subsequent funds transfer
requests the individual or merchant cardholder attempts at the Kiosk. Updates done
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through the CSU do not go into effect on the ship until the CSU receives the
information, processes the request, and a round trip is completed between ship and
shore. The NCAO cannot change the closed-loop load and debit limit or ACH transfer
limit using the Navy Cash Disbursing Website.

6. CUSTODY OF NAVY CASH CARDS.

a. The NCAO is responsible for maintaining the stock of Navy Cash instant issue and
visitor cards. Navy Cash cards shall be safeguarded in accordance with the procedures for blank
Treasury checks prescribed in Chapter 7, of reference (a).

b. The NCAO may delegate the responsibility for custody of Navy Cash cards to a
representative designated in writing.

c. A Bulk Navy Cash Card Log shall be maintained for each type of card, which contains
the Navy Cash card number, name, date, and signature of the person to whom a working stock of
Navy Cash Cards is issued. Unused working stock shall be returned to the NCAO or designated
representative at least once each week for audit and inventory.

d. All Navy Cash cards shall be inventoried once each month, an entry shall be made in
the Bulk Navy Cash Card Log to document the inventory. A detailed record of the inventory, to
include total cards on hand and sequential serial numbers, by card type, shall be retained in the
disbursing office, and a copy shall be given to the quarterly cash verification team as an attachment
to their quarterly verification report.

e. A separate Navy Cash Card Issue Log shall be maintained, which contains the last four
digits of the card number, name and last four digits of the Social Security Number (SSN) of the
card owner, issue date, signature of the recipient, date returned for visitor Navy Cash cards, and
the name and signature of the issuer in accordance with reference (a) paragraph 100502. The Navy
Cash Card Issue Log also contains columns to document destruction of a card.

f. Replacement cards and cards for newly enrolled personnel shall be issued as described
in references (a) and (c¢).

7. CUSTODY OF SPARE POINT-OF-SALE DEVICES AND CADS.

In accordance with reference (c), the NCAO will be responsible for control of all spare Point-of-
Sale (POS) devices held in ready reserve, and the Sales Officer, for all spare vending machine
Card Access Devices (also known as Card Accepting Devices) (CADs). When a POS or CAD has
transactions that have been recorded (stored) but have not yet been downloaded to the server, it
should be kept in a safe, e.g., the Disbursing Officer’s safe. NOTE: CAD and POS devices that
have stored transactions should be downloaded to the server as soon as possible. Spare POSs and
CADs that do not have transactions stored on them should be kept either in a safe or in a secure
storeroom or space on the ship that is locked when not occupied and has limited access, e.g., the
disbursing office or Sales Office. For the Navy Cash Kiosk, one of the installed Kiosks is
considered an “online” spare, that is, if one Kiosk fails, at least one other Kiosk is immediately
available to support Navy Cash transactions.
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8. RULES OF BEHAVIOR FOR USERS OF NAVY CASH SYSTEM.
The NCAO must ensure every Navy Cash operator assigned an Operator ID has signed the Navy

Cash Rules of Behavior. By their signature, individuals indicate they have read, understand, and
agree to abide by these rules of behavior.

9. ACCESS CONTROL FOR NAVY CASH DISBURSING APPLICATION.

a. The NCAO controls access to the various functions within the Disbursing Application.
Individual operators are assigned to one of six “User Groups” based on roles and responsibilities.
These user groups represent six levels of access rights. The access rights within each user group
cannot be modified or tailored for an individual operator.

b. In order for an individual to change his/her password, the NCAO must first verify the
individual’s identity. Once this is established, the individual can then enter a new password into
the system.

c. [Each individual operator must log off when they are through working on the system.
Each operator must use their own user ID and password when operating the Navy Cash system.

d. As amatter of policy, any Disbursing Application user who wants to perform any
personal Navy Cash transactions in the disbursing office, e.g., to add or cash out value or change a
PIN, should contact the NCAO or Navy Cash Deputy.

e. Each calendar quarter, the Cash Verification Team (CVT) will generate card reports for
all Navy Cash Disbursing Application users (see reference (c), Section SE, paragraph 10, Card
Report) to verify no unauthorized deposits or other unauthorized transactions were made to their
accounts since the last quarterly cash verification. Transactions should also be reviewed on the
Navy Cash website.

10. ENROLLMENT IN NAVY CASH.

a. Individuals. To open a Navy Cash account, an individual must enroll in the Navy Cash
program. To enroll, individual cardholders who use Navy Cash for personal use must complete and
sign an FS Form 2887, Application Form for U.S. Department of the Treasury Stored Value Card
(SVC) Program, either electronically or manually (hard copy).

b. Accountable Officials. Navy Cash merchant cardholders who use Navy Cash as
accountable officials in an official capacity must complete and sign an FS Form 2888 and FS Form
2889 manually (hard copy).

c. The NCAO shall verify the ABA or routing number and the account number recorded
on the form. In order to help verify account information, the individual should, if possible, bring in
a cancelled check or deposit slip from the bank or credit union account they want to associate with
Navy Cash.
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d. Importance of Enrollment Forms. Enrollment forms are a critical element in the Navy
Cash program. A signed enrollment form must be on file for every Navy Cash cardholder. By
signing the enrollment form, cardholders acknowledge the program’s Privacy Act statement,
authorize debits and credits to their bank and credit union account, consent to immediate collection
from pay for any negative balances that may result from use of the Navy Cash card, and authorize
the Government to initiate debt collection procedures for amounts that remain or become due and
owing. The signed enrollment form is the enforceable agreement between the cardholder and the
Navy Cash program.

e. Electronic Enrollment. New individual enrollees sign enrollment forms electronically,
and the forms are uploaded automatically to the document storage system ashore.

(1)  Once the round trip is completed between ship and shore, the 2887 will be
available on the Navy Cash server on that ship, and the Navy Cash Disbursing website will
indicate that a copy of the individual cardholder's 2887 is available in the document storage system
ashore. The 2887 cannot be viewed on the website, but the NCAO can contact the CSU and
request a copy if needed.

(2) For individual cardholders who appear on the monthly missing 2887 report the
NCAO must follow the steps below. If a copy of the cardholder's signed 2887 is not available in
the file of hardcopy enrollment forms maintained on board the ship for reference, the cardholder
must fill out and sign a new, hardcopy enrollment form (2887). Electronic enrollment is only
available for a new individual enrollee's initial enrollment. Navy Cash merchant cardholders must
also fill out and sign a hardcopy, accountable official enrollment form (2888). Failure to complete
the form will result in revocation of the Navy Cash card.

f. Forward Manual Enrollment Forms to Treasury Agent. Hardcopy enrollment forms,
signed by the individual, must be sent to the Treasury Agent at least once every 30 days.
Enrollment forms for individual cardholders (2887s) and merchant cardholders (2888s; and 2889s
for contractor personnel) must be sent in separate packages. Enrollment forms contain sensitive
personal information and must be sent via traceable means, e.g., FedEx, UPS, registered mail. Due
to PII restrictions, do not send enrollment forms via fax, digital sender, or email. These forms can
be uploaded via the Navy Cash website.

(1) Double-pack all forms, with the Treasury Agent address below on each envelope /
package, to protect against possible damage during the shipping and handling process.

FRB-KC
Attention: Forms
2201 Farnam St
Omaha, NE 68102
(866) 662-8922

(2) Send an email notification to the Treasury Agent Scanning Center at
navycashcenter@frb.org for each package of enrollment forms sent. Include the following
information in the email: date package was sent, number of enrollment forms in package, carrier

S5B-23



NAVSUP Pub 727 Part 2 Section 5B — Documentation Resources

name (e.g., FedEx, UPS, registered mail, etc.), tracking information, and the ship’s name and Point
Of Contact (POC) on the ship (phone number and email address). A sample memorandum is
included at paragraph Section 5B. To report all of the required information, fill out the
memorandum, and send it as an attachment to the email notification. Include a copy of the
memorandum in the package with the enrollment forms. Finally, retain a copy of each email and
memorandum sent on file for inspection.

g. Retention. Electronic enrollment form will be retained on the Navy Cash server on the
ship for three years. Copies of any hardcopy enrollment forms shall be maintained on board ship
for reference for three years from the date of signature. Enrollment forms can be purged three
years from the date of signature, unless the individual is still on the ship. Enrollment forms
contain sensitive personal information and must be kept in the safe.

11. CLOSING OR SUSPENDING A NAVY CASH ACCOUNT.

a. Transfer Funds from Card. When cardholders are leaving the Navy, transferring to
activities that do not have Navy Cash, or no longer want a Navy Cash card, they should move all
funds on the closed and open loop back to their home bank or credit union account using the Navy
Cash Kiosk. Alternatively, they may move all the funds on the open loop to the closed loop at the
Kiosk and cash out the closed loop at the disbursing office.

b. Close Account. Cardholders leaving military service or who no long want a Navy Cash
card are required to close their Navy Cash account and turn in their Navy Cash card. After
verifying that the Navy Cash card is empty (closed and open loop), the NCAO will block Navy
Cash ACH access to their home bank or credit union, change the card status to “canceled”, close
the account using the Navy Cash Disbursing website, and cut up (destroy) the card in the presence
of the cardholder. The cardholder should sign the card issue log to document destruction of the
card.

c. Suspend Account. Cardholders transferring to another activity should keep their Navy
Cash card. After verifying that the Navy Cash card is empty (closed and open loop), the NCAO
will block Navy Cash ACH access to their bank or credit union and suspend their Navy Cash
account using the Navy Cash Disbursing website. Cardholders should then retain their Navy Cash
card until reporting to a Navy Cash equipped ship. Once on board a new ship, cardholders must
first complete a “Ship Check In” at a Navy Cash Kiosk, and the ship must complete the round-trip
processing between ship and shore. In the interim, cardholders must also report to disbursing
office who will request via phone or email that the CSU re-activate their Navy Cash account.
Since end-of-day processing is normally completed each six hours, full access to Navy Cash
capabilities should be available the next day.

d. The disbursing office will work closely with the personnel office to keep track of
members who will be leaving the ship within 30 days.

(1) The NCAO/Disbursing Officer will review the Negative Balance Report on a
daily basis and ensure any negative balances for cardholders within 30 days of transfer or
terminal leave/discharge are resolved in a timely manner. The NCAO/Disbursing Officer will
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ensure that a cardholder’s access to their home bank or credit union account is blocked until
any negative open-loop account balance is cleared.

(2) The NCAO/Disbursing Officer will make a judgment whether or not a negative
balance condition is likely on a cardholder’s Mastercard® debit open-loop account, e.g., from
an NSF or other returned transaction, taking into account pending transactions that have not yet
been processed by the Navy Cash system. To prevent an unrecoverable debt from being posted
to Navy Cash, the NCAO/Disbursing Officer should evaluate the need to suspend the
member’s Navy Cash account or cancel the member’s Navy Cash card and close the member’s
Navy Cash account some time prior to their actual departure date. If necessary, the NCAO can
issue a “closed-loop-only” visitor card for use on the ship until the member leaves the ship.

(3) If a member is within the final 30 days of being discharged from the Navy and
has a negative balance, the NCAO/Disbursing Officer’s only option is to have a “DS01”
indebtedness, Company Code D411179, posted to the member’s military pay account prior to
the member’s separation date by submitting a DD 139 to the Personnel Office on board the
ship.

(4) The NCAO continues to be responsible for stopping a member’s SPO at least
30 days before they leave the ship. This is accomplished by having the sailor submit a locally
generated SPO form to the ship's Personnel Officer.

e. Recover Cards. The NCAO must recover embossed permanent and instant issue Navy
Cash cards from individuals who are closing their Navy Cash accounts and cancel and destroy,
e.g., cut up or shred, the cards in the presence of the cardholders. The NCAO should ensure
cardholders sign the card issue log to document the destruction of the cards. The NCAO must also
close the account using the Navy Cash Disbursing website. Visitor cards must also be recovered
from anyone leaving the ship, so they can be reissued to another visitor. Technical representatives
and other personnel from both government and industry who make repeated trips to ships can
retain their Visitor Navy Cash cards for subsequent visits to other ships.

12. NEGATIVE MASTERCARD® DEBIT OPEN-LOOP ACCOUNT BALANCES.

a. The amount of any negative balance in an open-loop account represents a debt to the
U.S. Treasury funds pool. Even though the amount of that debt is not part of their accountability,
the Disbursing Officer is responsible for collecting on that debt.

b. A negative Mastercard® debit open-loop account balance can occur:

(1) When ACH transactions are returned from an individual’s home bank or credit
union account: nonsufficient funds (NSF), closed account, invalid account information, etc.

(2) As aresult of debit card purchases or ATM withdrawals ashore when there are
not sufficient funds in a cardholder’s open-loop account. Possible causes include merchant
holds, merchant without online authorization capability, transaction below merchant floor
limit, network unavailable, etc.
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(3) When cardholders use their Navy Cash open-loop debit ashore, for cash
withdrawals or retail purchases, the new balance in their open-loop account will be reflected
ashore immediately, but will not be reflected on the ship until the next round-trip processing is
completed between ship and shore. If they get back to the ship and check their open-loop
account balance before this processing is completed, the Navy Cash Kiosk will show their old
balance not their new balance. If they transfer money to their closed loop based on their old
balance, their open-loop account will end up with a negative balance once all their transactions
ashore and on the ship are fully processed.

c. Representment. With automatic representment, if a cardholder’s ACH transfer request
at the Navy Cash Kiosk is returned for NSF and the value of the returned transaction is $5 or more,
the ACH transaction will automatically be represented up to two more times on successive pay
days. With automatic representment, the majority of returned ACH transactions and resulting
negative balances will be handled automatically.

d. Disbursing Officer and NCAQO Actions

(1) Review Reports Daily. Review Negative Balance Report and Returned Items
Detail Report on a daily basis and take the necessary actions.

(a) Daily Negative Balance Report. Lists all Navy Cash Mastercard® debit
open-loop accounts with negative balances.

((1)) Representment Pending. If a cardholders account is negative the
details of the pending representment are listed on the report immediately below the line of account
data. The Disbursing Officer does not need to take any collection action (but can if the cardholder
desires) on negative accounts for which details are listed, because representment actions are
pending.

o Ifthe ACH REPRESENTMENT COUNT = 0, the ACH request is scheduled to be
represented for the first time on the date.

o [fthe ACH REPRESENTMENT COUNT = 1, either the ACH request was represented
on the date and is in the five-day waiting period, or the ACH request is scheduled to be
represented for the second time on the date.

e [fthe ACH REPRESENTMENT COUNT = 2, the ACH request was represented a
second time on the date and is in the five-day waiting period.

((2)) No Representment Pending. If the second automatic representment
fails, no details are listed on the report below the account, because no further representments are
pending. If someone’s account is negative because of Navy Cash card transactions not covered by
automatic representment, no details are listed on the report below the account. The Disbursing
Officer should initiate collection action immediately on all negative accounts for which no details
are listed, because no representments are pending.

((3)) Funds Held for Five Days. When a returned ACH transfer request
is represented, the funds are not posted immediately but are held for five business days to ensure
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the cardholder cannot use the funds until it is reasonably certain the represented transaction will
not be denied and returned as well. The cardholder’s negative balance will continue to appear on
the Daily Negative Balance Report until the five-day waiting period is over.

(b) Returned Items Detail Report. Assists in investigating negative
balances. Provides details for transactions that were processed and returned for NSF or that were
not processed and were returned because of invalid account information. Cardholders who appear
on the report because of invalid account information should be contacted, so they can update their
bank or credit union account information.

(2) Notify Cardholder. Immediately notify via email (include the cardholder’s
chain of command for second and third occurrences) any cardholder whose negative open-loop
account appears on the report with no representment details. Once notified, cardholder shall report
to the NCAO within two working days to establish how the cardholder’s Navy Cash balance will
be restored to $0 or greater.

(3) Disciplinary Action. Recommend any disciplinary action considered necessary
through the cardholder’s chain of command within five working days of receipt of the pertinent
Negative Balance Report.

(4) Collect on Negative Balance. For each negative balance listed on the Daily
Negative Balance Report with no representment details, if no response is received from the
cardholder within 10 working days after the date of receipt of the pertinent negative balance report,
the disbursing office will produce a DD 139 and present it to the Personnel Officer on the ship,
who will apply a pay checkage (DS01) to the cardholder’s pay account. The Company Code for
Navy Cash is D411179.

(a) Cardholder Disputes Transaction. If a cardholder reports they have
submitted a claim to dispute the transaction as unauthorized and does not want to make a payment
to clear the negative balance until they have heard from the Treasury Agent bank about the results
of the claim, the NCAO must contact the CSU and ask them to confirm whether or not the
cardholder has a dispute in process.

(b) Delay Collecting on Negative Balance. If the cardholder does have a
dispute in process, resolving the dispute can take 30 or more days. The Disbursing Officer may
delay collecting on the negative balance for up to 45 days. If, after 45 days, the cardholder’s
Mastercard® open loop debit account is still negative, the NCAO must contact the CSU again to
confirm the dispute is still pending.

((1)) If the claim has been processed and approved, the negative
balance should clear shortly and drop off the negative balance report.

((2)) If the claim has been denied, the cardholder must be notified to
report to disbursing office to clear the negative balance. If the dispute is still in process, the
Disbursing Officer may delay collecting on the negative balance for an additional 15 days, and
then must repeat the process.
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((3)) The NCAO must let the cardholder know that Navy Cash access
to their home bank or credit union account will remain blocked until the negative balance is
cleared. The NCAO must not unblock access until the cardholder’s Mastercard® debit (strip)
account balance is zero or positive.

(c) Document Response Received from CSU. The Disbursing auditors from
the Field Examination Group (FEG) look at the collection of negative account balances during an
audit and report on the number of delinquent accounts that have negative balances that are more
than 10 days old. To document the reason for delay in collecting on a negative balance for a
cardholder disputing a transaction, retain a copy of the e-mails exchanged with the CSU indicating
that a dispute is pending on file for inspection (if contacting the CSU by phone, request an e-mail
response from them for retention).

(5) Collection Options. There are several options available to collect on the
amount of a negative account balance. The NCAO must ensure that a cardholder’s Navy Cash
ACH access remains blocked until the negative balance is cleared.

(a) Deposit Cash to Open Loop Account. Disbursing Officer can have the
cardholder provide cash at the disbursing office and transfer the value directly to the
cardholder’s open-loop account.

Closed- to Open-Loop Account Transfer. The NCAO can have the cardholder transfer any value
on the closed to the open loop by escorting the cardholder to the Navy Cash Kiosk and verifying
that the cardholder moves the funds.

Change or Initiate Split Pay Option (SPO). The NCAO can ask the member to change or initiate
SPO, which is transferred directly to the member’s open-loop account on pay day, to cover the
amount of the negative balance.

Immediate Collection from Pay. The NCAO can initiate an immediate collection from pay to clear
the amount of any negative Navy Cash balance. The Disbursing Officer may have an indebtedness
posted to the cardholder’s military pay account by submitting a DD 139 to the Personnel Office on
board the ship. The Company Code for Navy Cash is D411179. When DFAS-CL receives the
information from the system, the debt will be reconciled with the Treasury Agent via a collection
from the cardholder’s military pay account. This option is also appropriate for cardholders who
have left the ship but are still in the service.

Within Final 30 Days of Being Discharged. If a cardholder is within the final 30 days of being
discharged from the Navy and has a negative balance, the Disbursing Officer’s only option is to
have a “DS01” indebtedness posted to the cardholder’s military pay account prior to the
cardholder’s separation date by submitting a DD 139 to the Personnel Office on board the ship.

Out-of-Service Debt. Even if a member leaves the service before settling a negative account
balance, the DFAS Directorate of Debt and Claims Management and the U.S. Department of the
Treasury, Bureau of the Fiscal Service , are responsible for collecting delinquent debts owed the
government by former military members. Debt collection procedures for the Government are
detailed in Book 31 of the Code of Federal Regulations, Chapter 9, Parts 900-904. A debt notice
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will be sent through the United States Postal Service using the mailing address provided by the
Master Military Pay Account. If the Postal Service returns the debt notice as undeliverable, an
attempt will be made to obtain a current mailing address through the commercial credit bureau
network and various other government databases. Whether or not a current mailing address is
found, DFAS and Treasury are required by law to continue with the debt collection process. Thus,
even if they cannot contact the former member, the debt must be reported to commercial credit
bureaus as a "collection account", and the former member’s Federal income tax refund will be
offset by the Department of the Treasury for payment towards the debt. They are also required by
law to report the delinquent account to private collection agencies through the Department of the
Treasury.

13. FUNDS TRANSFER. A member can plus up the electronic value on their Navy Cash card
with a check, cash, or refund at the disbursing office. Checks and cash received in exchange for
electronic credit on the Navy Cash card will be treated as public funds and maintained in the
Disbursing Officer’s safe. Checks that are exchanged for electronic credit on the Navy Cash card
will be treated the same as cash within the Navy Cash system. All transactions will be recorded
automatically on the Navy Cash server and added to the daily reports. In accordance with
reference (c), all transactions will be manually recorded on the Daily Cash Transaction Ledger,
which will be kept in the safe.

14. REFUNDS.

a.  When a crewmember is due a refund from a merchant, e.g., Ship’s Store or MWR,
they must first obtain authorization, e.g., from the Sales Officer or MWR Officer, or a
designated representative, on a standard, serialized, Navy Cash refund chit. In addition, the
approving merchant will record the refund on the Refund Chit Log. The crewmember will
then take the refund chit to the disbursing office and present it to the Disbursing Officer or
Deputy.

b.  The Disbursing Officer will retain one copy of all approved chits and the end of
month reports summarizing all refunds. The original chits will be returned to the approving
merchants for verification against the serialized logs.

15. FUNDS TRANSFER FROM CHIP.

a. A member can convert the electronic value on his/her Navy Cash closed loop to
cash at the disbursing office. Transactions will be recorded automatically on the Navy Cash
server and added to the daily reports. In addition, transactions will be recorded manually on
the Daily Cash Transaction Ledger and kept in the safe.

b.  When a member no longer requires a visitor card (e.g., checking off ship, leaving
Navy service, etc.) the card shall be turned in to the disbursing office, and the value on the
closed loop shall be returned to the member. The return date shall be entered on the Card
Issue Log and the card shall be returned to the visitor card spare stock for re-issue.

c.  The Navy Cash Disbursing Application is designed to handle electronic value
transfers from the closed loop on a customer’s Navy Cash card to the various Navy Cash
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16.

17.

accounts held by retail merchants on the ship, e.g., Wardroom, Chiefs Mess, Ship’s Store.
Because these transactions represent electronic transfer of value, they are handled completely
within the Navy Cash application and do not affect the Disbursing Officer’s accountability or
other responsibilities for funds. Similarly, transferring value at the Navy Cash Kiosks, e.g.,
from the closed loop on the Navy Cash card to the open loop, are handled within the Navy
Cash application and do not affect the Disbursing Officer’s accountability.

INDICATE END-OF-DAY.

a. Completing the Indicate End-Of-Day (IEOD) function starts automatic system
back-ups and begins a “round-trip” process that runs the batch file, connects through the
ship’s communications systems to the Navy Cash shore facility, transfers all ship transactions
to shore, generates and retrieves shore reports, retrieves updates from shore, and updates
account data on ship and shore. The “Indicate End of Day” function ends all business
transactions for that particular day, and the Navy Cash system begins recording all subsequent
transactions for the next business day.

b.  Automatic EOD initiates the IEOD function automatically at a preset time.
Originally developed to complete an EOD if no one from the disbursing office would be on
duty at the end of the business day, e.g., on the weekend, Automatic EOD is now mandatory.
Automatic EOD ensures Navy Cash is closed out each business day and makes tracking down
any problems like reconciliation and settlement much simpler.

c.  Insetting up automatic EOD, the NCAO or Navy Cash Deputy must coordinate
with Navy Cash merchants on the ship to determine the time to set for automatic EOD. The
time selected should normally be after all merchants have closed out their operations for the
day, in order to ensure all the transactions for the business day appear on the shore reports for
that business day. For example, automated EOD should be set up at a preset time after the
dinner meal, so that any Food Service sales receipts for the day are reported in that day’s
reports. If transactions occur during EOD processing, some transactions may be posted to the
next day's business and the next day's shore reports, and merchants need to be aware of this
possibility.

d.  There will be times when a manual EOD is still required. For example, if a
particular EOD will also be the EOM close-out, the Disbursing Officer must initiate the [IEOD
function manually in order to check the "Indicate End of Month" block and send the EOM
indicators to the Navy Cash back end ashore and close out Navy Cash business for the month.

REPORTS.

a.  The Disbursing Officer and other responsible individuals, e.g., Sales Officer, MWR
Officer, Chief’s Mess Treasurer, etc., will compare the daily reports with reports from other
existing systems to verify accuracy. Navy Cash generated reports state the collections that
have been recorded to any particular activity. Therefore, the reports serve the same function
to an accountable officer as a signed page in the NS 470 or a deposit ticket.
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b.  Transaction reports will be generated for all enrolled merchants as requested.

18. SAFE BANK TRANSACTIONS.

a.  The “Safe Bank Transaction” functionality enables the Disbursing Officer to make
adjustments to the cash amount reported by the Disbursing Applications (i.e., the Navy Cash
system on the ship) in the Disbursing Audit Summary Report (DASR).

b.  This functionality is used primarily during the “End-of-Month” process to reset the
DASR back to a zero balance. In addition, this functionality can be used to make adjustments
to the DASR when the cash amount reported in the DASR does not agree with the cash
amount recorded in the Daily Cash Transaction Ledger, the amount shown on line 6.9 of the
Daily Statement of Accountability (DD 2657), or the amount of Navy Cash cash on hand.

c.  When an actual out-of-balance condition cannot be resolved, this adjustment
procedure can be used, but only as a temporary fix to continue with the “End-of-Day” process.
The Disbursing Officer must go back and complete all required actions for an out-of-balance
condition, as stated in Chapter 6 of reference (a), to report any overage or underage. Contact
the NAVSUP FLC Fleet Support Group (FSG) points of contact for any assistance needed in
clearing the discrepancy.

19. NETWORK OPERATIONS CENTER (NOC) SELECTION, NAVY CASH ROUND
TRIPS, AND COMMUNICATIONS TROUBLESHOOTING,

a.  Navy Cash is designed to exchange data with its shore component through multiple
paths. To ensure maximum throughput, the Navy Cash server on the ship automatically
switches among these paths, so that, if any one path is inoperable for any reason, data files will
continue to flow without action on the part of the NCAO. Nonetheless, it is not uncommon for
ships to experience temporary communication outages while they are underway.

b.  Communications Troubleshooting. The NCAO should check the status of round
trips on a regular basis. If a pending batch is not completed within six hours, engage a ship’s
IT and, together with the IT, go through the troubleshooting steps in the Communications
Troubleshooting Guide in Section 51.

(1) Navy Cash Access Control List (ACL) statements must match the
statements provided in the troubleshooting guide. In addition, verify that all NOC
selections (paths) are responding to the FTP test instructions in the troubleshooting guide.
If one of the NOCs times out or the connection closes at the remote host when
performing the test, the IT should contact the NOC to find out why that IP is not
connecting. A successful connection is indicated when the FTP test returns a prompt for
a user name and password for that [P address.

(2) To monitor the round-trip process, log on to the Navy Cash server and
check the most current batch_process _summary.log file located in the
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Q:\files\navydata\log directory. If the batch is continuing to fail at Step 7 or Step 11,
check the batch process details.log for timed-out or decrypt errors. If these errors exist,
the ship’s IT should open a COMSPOT with the UARNOC or PRNOC, i.e., per the IP
address the Disbursing Application is displaying at the top of the “NOC Selection”
screen, along with the NOC the ship may currently be termed with due to location. Look
for Navy Cash traffic, and see if there are errors or TCP resets causing the file to
terminate transmission.

(3) Once completed, the Navy Cash alteration or ship change became part of
the ship’s configuration. The network switches or drops installed to enable Navy Cash
servers, workstations, laptops, and devices to connect to the Navy Cash VLAN on the
ship’s network became part of the ship’s network configuration, which is owned,
operated, and maintained by the ship’s ITs. The primary responsibilities of the ship’s ITs
in supporting Navy Cash operations are network and communications issues. Navy Cash
servers, workstations, laptops, and devices are owned, operated, and maintained by the
NCAO (Disbursing Officer) and the Navy Cash Deputy.

(4) The key to resolving communications issues is to work with the ship’s
ITs. SPAWAR Systems Center Atlantic sent a NAVCYBERFOR, NAVSUP, PEO C4I,
and SSC ATLANTIC coordinated message reiterating the responsibility of the ship’s ITs
for supporting Navy Cash (SPAWARSYSCEN ATLANTIC CHARLESTON SC
231102Z Feb 16). Ships who’s ITs are engaged get communications issues and problems
resolved more quickly, which ultimately affects customer service to the crew. The ITs
are aware of LAN issues on the ship or fleet advisories sent by the NOCs. If the NOCs
state there are no issues and no errors transmitting Navy Cash files, the NCAO should
then contact the CSU via email at navycashcenter@frb.org. The CSU will assign a case
number and engage the Navy Cash Technical Support team for further troubleshooting.

20. PROCESS SPLIT PAY FILE.

a.  To authorize the Split Pay Option (SPO), the member must sign a locally generated
form, and an HM series FID must be generated via the Personnel Office onboard. All SPO
payroll functions are accomplished between DFAS Cleveland and the Treasury Agent.

b.  Enrolling in Navy Cash and signing up for SPO are two separate actions. Signing
up for SPO does not automatically enroll an individual in Navy Cash; conversely, enrolling in
Navy Cash does not automatically sign an individual up for SPO. To prevent SPO payroll
payments from being rejected, the NCAO must ensure that individuals are enrolled in Navy
Cash and their Navy Cash accounts are open before they sign up for SPO and that the name
and SSN on the SPO enrollment form matches the name on the Navy Cash enrollment form.

c.  Should the Treasury Agent reject SPO payroll payments, e.g., for individuals that
do not have Navy Cash accounts, the funds will be returned to DFAS Cleveland to be credited
back to the individuals’ Master Military Pay Accounts (MMPAs). After every payday, the
Disbursing Officer should review the rejected SPO payments report the Treasury Agent sends
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to the ship. The Disbursing Officer should then monitor the MMPA to see when the SPO
payroll amounts have been credited back to these individuals’ accounts.

d. Inthe event of a communications interruption around payday, the Disbursing
Officer has the option to run a provisional SPO payroll on the ship. Cardholders who are
enrolled in SPO can be given a “provisional credit” in the amount of their SPO payroll
amounts. The Navy Cash system on the ship keeps the previous SPO payroll amounts as a part
of each cardholder’s customer profile information and provides the Disbursing Officer the
ability to update the SPO payroll amounts. Even when the Navy Cash system cannot
communicate with the shore side, DFAS Cleveland will still send the actual Navy split pay file
to the Navy Cash back end ashore for processing. When communications are restored, the
Navy Cash system synchronizes the open-loop accounts between ship and shore. The
provisional split pay files will be sent from ship to shore as a part of the normal end-of-day
processing, and the Navy Cash system will reconcile open-loop accounts on the ship so they
reflect the correct balances.

21. VENDORS.
a.  Money Exchange by Vendors in a Foreign Port

(1) When a ship pulls into a port, the Disbursing Officer will issue the vendors
portable POS devices, each set to one of the transient merchants (i.e., Husbanding Agent,
Foreign Concessionaire, College Courses, College Books, and Miscellaneous Events) and
using a separate operator ID number for each operator. The vendor will use the POS to
record all Navy Cash transactions and collect value from the cardholders’ Navy Cash cards
in exchange for foreign currency. The vendor will also maintain a currency exchange log
and record each transaction. The Disbursing Officer will provide the vendor a sufficient
number of copies of the log.

(2) Atthe end of each day or at the end of the port visit, the vendor will bring
the POS and the currency exchange logs back to the disbursing office. The Disbursing
Officer or Deputy will download the information contained on the POS to the Navy Cash
server. Once the reports generated by the Navy Cash system and the vendor’s currency
exchange logs are reconciled, the Disbursing Officer will cut an exchange for cash
remittance check to the vendor for the amount of the money exchanged.

b.  Concessionaire Sales by Vendors in a Foreign Port

(1) The Sales Officer will check out hand-held battery-operated POS devices
for each vendor, using a separate operator ID for each operator. The vendor will be
responsible for this device and use it to record all Navy Cash transactions and collect value
from the cardholders’ Navy Cash cards. The vendor will also maintain concessionaire
number control logs and SS-141 forms and record each transaction. The Disbursing
Officer will provide the vendor a sufficient number of copies of the log.
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(2) Atthe end of each day or at the end of the port visit, each vendor will bring
the POS and all appropriate paperwork back to the Sales Office. The Sales Officer will
download the POS sales information to the Navy Cash server. Once the reports generated
by the Navy Cash system and the vendor’s SS-141s and control logs are reconciled, the
Disbursing Officer will cut an exchange for cash remittance check to the vendor for the
amount due the vendor.

22. NAVY CASH QUARTERLY CASH VERIFICATION.

a.  All funds collected, disbursed, or maintained by the Disbursing Officer, Deputies,
and Agents are to be considered public funds. Therefore, responsible individuals will be
required to show auditable proof for the disposition of those funds. Any accountable items, to
include cash, checks, blank card stock, and the like, will be verified in the same manner as
prescribed within the DoD FMR, Volume 5, Appendix A, Quarterly Verification of Cash and
Other Assets.

b.  The cash verification board will use the Daily Cash Transaction Ledger as well as
the Disbursing Transactions Detail Report to substantiate all funds being held on line 6.9 of the
DD 2657.

c.  All Navy Cash funds collected and reported as deposits on the SF 1219 can be
substantiated by the End Of Month reports generated by the Navy Cash System. For example,
the Disbursing Officer reports a $10,000 deposit on line 4.2 of the SF 1219 for the Ship’s
Store. There should be a corresponding End Of Month report showing $10,000 in electronic
collections for the same month.

d.  The CVT shall verify that the Daily Cash Transaction Ledger(s) and Disbursing
Transactions Detail Report (sorted by operator) are retained with each DD 2657 and that the
Monthly Transaction Summary Report (shore report summarizing merchant figures for month),
EOM Summary Report, SF 215s/ 5515s, and complete DD 2657 packages for each day of
month are retained as part of monthly financial returns with each SF 1219 at EOM.

e.  The CVT shall verify all Navy Cash card stock by count against the Bulk Card Log,
and an entry shall be make in the Bulk Navy Cash Card Log to document the audit. The CVT
shall also check the expiration dates on the cards. The NCAO shall collect and destroy any
cards that have expired or will soon expire.

f.  The CVT shall verify that the account balances for the Navy disbursing office
merchant card and all generic private merchant cards not currently assigned to and in use by a
Navy Cash merchant are zero (both closed and open loop) and review the disposition of
deposits, withdrawals, or transfers made with the disbursing office merchant card and those
generic private merchant cards since the last quarterly cash verification (see reference (c),
Section SE paragraph 22, Navy Cash Quarterly Verification).
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g.  Card Reports. The CVT will generate card reports for all Navy Cash Disbursing
Application users (see reference (c), Section SE, paragraph 10, Card Report). The card reports
will be used to verify that no unauthorized deposits or other unauthorized transactions were
made to their accounts since the last quarterly cash verification. Transactions should also be
reviewed on the Navy Cash website.
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Reason for
Negative Balance

Guidelines' for Negative Navy/Marine Cash Open-Loop Account Balances

First Occurrence

Second Occurrence

Third Occurrence

Returns from Home
Account Requests ?

System temporarily blocks access to DDA until
negative balance is corrected.? Disbursing
Officer has discretion to unblock access

Options:

e Counseling from Disbursing Officer on
managing Navy Cash accounts more
effectively

o Disbursing Officer has discretion to reduce
daily max limit down from $400 for 30 days*.

o If willful negligence or fraud suspected, Non-
Judicial Punishment (NJP) or court-martial
under Article 92 of Uniform Code of Military
Justice (UCMJ)

System temporarily blocks access to DDA until
negative balance is corrected.? Disbursing Officer
has discretion to unblock access

Options:
e Counseling from Disbursing Officer on

managing Navy Cash accounts more
effectively

Notify member of second occurrence via
member’s chain of command

Disbursing Officer has discretion to reduce
daily max limit from previous limit for 60 days
Block access to DDA for 30 days

If willful negligence or fraud suspected, NJP or
court-martial under Article 92 of UCMJ

System permanently blocks access to DDA.3
Disbursing Officer has discretion to unblock
access

Options:

¢ Notify member of third occurrence via
member’s chain of command

¢ Block (suspend) Navy Cash accounts
indefinitely

o Confiscate Navy Cash card; provide visitor
card funded only via cash or SPO

o If willful negligence or fraud suspected, NJP
or court-martial under Article 92 of UCMJ

ATM and Point-of-
Sale Purchases
Ashore °

Options:

e Counseling from Disbursing Officer on
managing Navy Cash account more
effectively

o If willful negligence or fraud suspected, NJP
or court-martial under Article 92 of UCMJ

Options:

Counseling from Disbursing Officer on
managing Navy Cash accounts more
effectively

Notify member of second occurrence via
member’s chain of command

Block (suspend) Navy Cash account 30 days
If willful negligence or fraud suspected, NJP or
court-martial under Article 92 of UCMJ

Options:

¢ Notify member of third occurrence via
member’s chain of command

e Block (suspend) Navy Cash account 60
days

e Confiscate Navy Cash card; provide visitor
card funded only via cash or SPO

o If willful negligence or fraud suspected, NJP
or court-martial under Article 92 of UCMJ

Several options are presented for each reason an open-loop account balance might go negative. Actual action taken is at discretion of cardholder’s chain of command. Guidelines
are based on the number of times a cardholder’s account has gone negative and are listed in order of severity, from least severe to most severe.

ACH transactions returned from cardholder’s DDA account, i.e., home bank or credit union, resulting in a negative balance. Reasons for returned transactions include:
nonsufficient funds (NSF) in cardholder’s account, closed account, invalid account information, etc.
ACH access automatically blocked when ACH return received and open-loop account goes negative. If NSF and balance restored to $0 or greater, block is removed in first two
instances of NSF returns. ACH block remains in place on receipt of third NSF return. If non-NSF return received, ACH access remains blocked until banking info updated.

For first occurrence, reduction based on graduated access limits determined by rate/rank: E1-E2 $50, E3—-E4 $75, E5-E6 $100, E7 and above $200. For second occurrence: E1-E2
$10, E3—E4 $25, E5—-E6 $50, E7 and above $100. For third occurrence, access to DDA blocked indefinitely.

Debit card purchases or ATM withdrawals ashore that cause the open-loop account to go negative. Possible causes include merchant holds, merchant without online authorization
capability, transaction below merchant floor limit, network unavailable, etc.
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Pre- and Post-Deployment Service Call Checklist

POSs and CADs

How many POSs (including spares) do you have?

How many of that number are spares?

Do all POSs (including spares) have SAM chips? Yes [] | No []

How many CADs (including spares) do you have?

How many of that number are spares?

Do all CADs (including spares) have SAM chips? Yes [ ] | No []

How many spare SAMs (not in spare CADs/POSs) do you have?

How many card reader cleaning cards do you have in stock?

Navy Cash Cards

How many instant issue cards do you have in stock?

How many visitor cards do you have in stock?

How many card ledgers (small booklet for tracking transactions to give out with
Navy Cash card) do you have in stock?

How many plastic card holders do you have in stock?

How many anti-static card protectors do you have in stock?

System Maintenance

Do you have a complete set of PMS cards for your Navy Cash system? Yes [] No []
Maintenance Index Page (MIP) 6541 series refers.

Do you have any damaged or malfunctioning Navy Cash equipment? If so,
please provide details. Yes [ ] |No []
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System Administration
What version of the Navy Cash SOP do you have?
Do you have a copy of the Navy Cash Maintenance CD? Yes [ ] | No []
Do you have a copy of the Navy Cash EOM CD? Yes [ ] | No []
Please list any Navy Cash discrepancies noted on the last audit, if applicable.
Preparing for Service Call
Will there be any Engineering Drills which will involve securing of ship’s power
during the time period for your groom? Yes [ No []
Please provide location of ship at scheduled time for groom (shipyard, dry dock, pierside).
Please provide rank/rate, name, phone and fax number of ship’s Security Manager (for visit request
and access to the ship).
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Sample Navy Cash Equipment Checklist

Priority O

Item Location Works

Server Communications Center Yes No
Client Disbursing Laptop Yes No
Client Disbursing Desktop Yes No
Client Troop Disbursing Office Yes No

Priority 1

Item Location Works

Kiosk Disbursing PWAY Yes No
Kiosk Troop Training - Gym - Left Yes No
Kiosk Troop Training - Gym - Right Yes No
Kiosk Ship Store #1 - Across from Yes No
Kiosk PWAY 1-46-02-L - Officer’s Country Yes No
POS Ship’s Store #1 - Nearest to door Yes No
POS Ship’s Store #1 - Yes No
POS Ship’s Store #2 - Nearest to door Yes No
POS Ship’s Store #2 - Yes No

Priority 2

Item Location Works

POS Food Service Office Yes No
POS Galley Office Yes No
POS MWR Yes No
POS CPO Mess Yes No
POS Wardroom Mess Treasurer’s Office Yes No
POS Post Office #9 Yes No
POS Post Office #10 Yes No
POS Post Office #11 Yes No

Priority 3

Item Location Works

CAD Hangar Bay - Soda - #7 Yes No
CAD Hangar Bay - Soda - #8 Yes No
CAD Hangar Bay - Soda - #9 Yes No
CAD Disbursing Office PWAY - Soda - #6 Yes No
CAD Vending Room - Soda - #4 Yes No
CAD Vending Room - Soda - #3 Yes No
CAD Vending Room - Soda - #2 Yes No
CAD Vending Room - Soda - #1 Yes No
CAD Vending Room - Candy - #A Yes No
CAD Vending Room - Candy - #B Yes No
CAD Troop Training - Candy - #C Yes No
CAD PWAY 1-41-02-L (near FSO) - Soda - #5 Yes No
CAD Laundry Room Lobby - Soap Yes No
CONDUCTED BY: DATE / /
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Custody of Navy Cash Equipment Checklist

NAVSUP Pub 727 Part 2

Item Location Operational
Server Disbursing Office X Yes [ No
Monitor/Display Disbursing Office — Server X Yes [ No
Client Desktop with POS Disbursing Office X Yes [] No
Monitor/Display Disbursing Office — Client Desktop X Yes [ No
Client Laptop with POS Disbursing Office X Yes [ No
Client Laptop with POS Troop Disbursing Office X Yes [] No
Client Desktop with POS Sales Office X Yes [] No
Monitor/Display Sales Office — Client Desktop X Yes [ No
Client Laptop Post Office X Yes [ No
Navy Cash Kiosk Disbursing Passageway X Yes [ No
Router Disbursing Passageway — Kiosk X Yes [ No
Kiosk Troop Training — Gym — Left [] Yes [X No
Router Troop Training — Gym — Left — Kiosk X Yes [ No
Kiosk Troop Training — Gym — Right X Yes [ No
Kiosk Ship’s Store Passageway X Yes [ No
Router Ship’s Store Passageway — Kiosk X Yes [ No
Point of Sale (POS) Device | Ship’s Store — Nearest to door X Yes [ No
POS Device Ship’s Store X Yes [] No
POS Device Food Service Office X Yes [ No
POS Device MWR X Yes [ No
POS Device CPO Mess X Yes [] No
POS Device Wardroom Mess Treasurer’s Office X Yes [] No
POS Device Post Office Window #1 X Yes [ No
POS Device Post Office Window #2 X Yes [ No
POS Device Post Office Window #3 X Yes [ No
CAD Vending Room — Soda #1 X Yes [] No
CAD Vending Room — Soda #2 X Yes [] No
CAD Vending Room — Soda #3 X Yes [ No
CAD Vending Room — Soda #4 Xl Yes [ No
Router Vending Room X Yes [] No
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Item Location Operational
CAD Hangar Bay — Soda #5 XI Yes [] No
CAD Hangar Bay — Soda #6 X Yes [ No
CAD Hangar Bay — Soda #7 X Yes [] No
CAD Disbursing Officer Passageway — Soda #8 X Yes [ No
CAD Food Service Office Passageway — Soda #9 X Yes [ No
CAD Vending Room — Candy #1 XI Yes [] No
CAD Vending Room — Candy #2 X Yes [] No
CAD Troop Training — Candy #3 X Yes [ No
Spare POSs Disbursing Office — Quantity = 10 spare POSs X Yes [ No
Spare Cables for POSs Disbursing Office — Quantity = 10 spare cables X Yes [ No
Spare CADs Sales Office — Quantity = 8 spare CADs ] Yes [X No
Kiosk Spare Card Readers | Disbursing Office — Quantity = 2 spare card readers | [X] Yes [] No
Kiosk Spare Motherboard | Disbursing Office — Quantity = 1 spare motherboard | [X] Yes [] No
Kiosk Spare EPROMs Disbursing Office — Quantity = 1 spare EPROM X Yes [ No
Kiosk Flash Cable Disbursing Office — Quantity = 1 Kiosk flash cable X Yes [ No
Spare Router Disbursing Office — Quantity = 1 spare router X Yes [ No
Spare SAM Chips Disbursing Office — Quantity = 7 spare SAMs X Yes [ No
Card Reader Cleaning Card | Disbursing Office — Quantity = 4 boxes X Yes [ No

Relieved Disbursing Officer

Exceptions

Navy Cash Kiosk Troop Training - Gym - Left.
Case # 98314 assigned.
Failed card reader identified.

CSU 26 Nov 200X.
provided by SAIC.

(serial # A78230200)

99 9999 999 9)

CAD with transactions stuck in queue.
17 Nov 200X. Case # 98298 assigned.

Stuck transactions could not be downloaded.
(tracking # 1Z 999 999 99 9999 999 9)

help.
1604001541)

shipped via UPS

Date

shipped to depot via UPS

CAD

Gemalto Cogent on 19 Nov 20XX.

S5B-42

Relieving Disbursing Officer

Date

Trouble call placed with
Troubleshooting help
Failed reader

(tracking # 1Z 999 999
on 28 Nov 20XX. Replacement in transit to ship.

Trouble call placed with CSU on
CSU provided troubleshooting
(serial #

to




Section 5B — Documentation Resources NAVSUP Pub 727 Part 2

Checklist for Recurring Navy Cash Tasks

Task Sop! Daily | Weekly | Monthly Heqﬁ?red
Opening Business Each Day

Log On. Log on to Mavy Cash Application. S5E Step 1 X

Check EOD. Use Mawy Cash Website to check status of
previous End of Day (EOD Report); or check IECD icon on 55E 16 X
Node 1 or Node 2.

Verify Shore Reports. Verify ROM, Post Cffice, and other
merchant daily returns with end-of-day reports from shore. S5E 17 b !
Distribute copies as needed.

Open Daily Mawvy Cash Transaction Ledger. Maintain ledger c4331
for cazh transactions in Disbursing Office if business is 55E E X
conducted.

Check Negative Balances. Review Megative Balance Report. | s4z2232
If no reprezentments pending, use options available to S5E 17 X
collect on that debt. 321

Closing Business Each Day

Close Daily Nawvy Cash Transaction Ledger. Close out ledger

55E 6d X

for cazh transactions in Disbursing Office. :
DD 2657 and DD 2665. Maintain Daily Statemsents of

- 551222 X X
Accountzability 1AW DoD FMR Vol 5
If needed, initiate EOD. Ensure Automatic Indicate End of soraE
Day [IECD) function on Mavy Cash Application initiated each g X
day?
Verify Server Reports. Review end-of-day merchant reports | 558 17(3) X
from server. Distribute copies as needed. S5E 1B
Log OFf. Log off the Mawy Cash Application. 55E 27d(5) X

! peferences are to Mawy Cash 509 version 2.0 listing section and paragraph.
“ Automatic EOD initiates IEOD function at prasent time each day and is mandatory. There are times when manual EOD takes
precedsnoe over automatic EQD, £.E., 3t EOM or when appropriate to meet operationzl requirements.
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Task SOP* | Daily | Weekly | Manthly “E;fimd
Opening Business Each Day
Review Unmatched Chip-to-Chip. Review Automated
Chip-to-Chip Corrections Report on dzily basis and restore S5E S X

walue to visitor cards listed on report.

Unused Card Stock. Return unused working stock for audit —
and inventory. Record return and results of X X

52151
audit/inventory on Bulk Mawvy Cash Card Log. =
Review Personnel Transfers. Review pending 5125
transfers/discharges with Personnel. Settle Nawvy Cash 556 11d x
SCoounts. . S5E 12d3

Reboot 5erver. Reboot each node of server to reset
default operational parameters and minimize memaory use. | 55E 23b{1) x
This is an automated task that runs every Saturday.

EOM Closeput. Initiate EOM clossout and reporting for

Vending, Ship's 5tore,® Disbursing, Food Service, and 5304 X ¥
Marire Disbursing {if embarked). [5tart process at least 551224

five working days prior to the end of the month.3)

Safe Bank Transactions. Conduct 3afe Bank Transaction. S5E 19 w X
EOM Summary Report. Successful processing of EQD

round trip ashore sends EOM shore reports. Use EOM =S

Summary Report to report Disbursing, Sales, and Food . 2'1":' x X
Sarvice numbers. Post Nawy Cash numbers on DD Form

2657

5F 1215, Prepare and submit Disbursing Cificer’s s X X

Statement of Accountability on time =t end of month.

Operator IDs. Review list of configured operators to werify
aperators who have been relisved, transfierred, separated, 55E 20 x X
or discharged have been deleted.

Website IDs. Log in to OTCnet, CIR and Mawy Cash

551226
wiebsites monthly to keep accounts active. e
PM5. Perform preventative maintenance in acoordance See3IM X
with schedule. MIP 8500 Series applies to Nawy Cash. Coordinator
Bulk Card Log. Mzintzin Bulk Mawvy Cash Card Log’. 52131 W X
Card Issue Log. Mazintain Mawy Cash Card |ssus Log. 5525??1 X
Card Working Stock. |ssue card working stock. szs:llﬁﬁﬁi X
Quarterly Cash Verification. Audits Mawvy Cash funds/card
stock), balances for disbursing and generic private 5423

merchant cards, and disposition of funds. Retain copy of 558 22 Bruir Agias (e B

CWT report and all encloswres on file for inspection.

' References are 1o Mavy Cash 500 Wersion 2.0 listing section and paragraph.

* Sae puidance in SOP Saction XX and regarding vending and Ship's Store. Done individually for each vending machine having a
Mawy Cash CAD and for the Ship's Store.

“To make certaini2 19 is submitted on time, Nawy Cash must be closed out prior to 21002 onthe 27 of 2ach month or, if the
27" fzlls on & weskend or holiday, on the business day prior.

* Mormally conducted monthly and &t turnowver of Disbursing/sales Officer.

* Al Mawy Cash cards held by DISEO shall be inventoried every 30 days and a note entered into the Bulk Card Log.
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Navy Cash Pre-Audit/Turnover Checklist

NAVSUP Pub 727 Part 2

Tasks Refse (r)e:ce Yes | No
Letters of Authority
Has Disbursing Officer (DO) been appointed as Navy Cash Accountable Officer? S4 1.1
Has DO appointed Navy Cash Agent/Deputy in writing? S41.1.2
Internal Procedures and Controls
Has Commanding Officer set up internal procedures and controls for Navy Cash? S4223.7
Custodial Responsibilities
Are Navy Cash cards kept in a safe or a secure container? S21.3
Are Navy Cash cards in custody of DO or designated agents/deputy? S21.2
Is the Bulk Navy Cash Card Log in agreement with actual card count? S42.1.3.4
Are cards inventoried every 30 days and an entry made in the Bulk Log? S21.33
Is Navy Cash Card Issue Log being maintained — does it include last four digits of
card number; name, last four of SSN, issue date, and signature of recipient; date S21.4.1
returned (visitor/temp cards); name and signature of issuer?
Are unissued cards being returned to the D.O. or designated representative weekly? S21.3.1
Are merchant cards not currently assigned kept in safe or secure container? Was S21.4.2
balance of merchant cards (closed and open loop) in custody of DO confirmed as zero? | S4 2.3.2.1(B)
Was Disbursing Office merchant card PIN changed at turnover of DO? S14.2.2
Custody of Spare POSs and CADs
Are spare POSs and CADs being kept in a safe or in a secure space? S42.13.2
Are POSs or CADs that have transactions still stored in them being kept in DO’s safe? Sj ; i g é
Navy Cash Disbursing Application
Is the DO assigning individual Access Rights as appropriate? S5E 27
Are passwords being changed every 60 days S5E 27d(6)
Are Daily Ca§h Trapsaction Ledgers being closed out daily and compared to the SSE 16d(4)
DASR and Disbursing Transactions Detail Report (sorted by operator)?
Are Daily Cash Transaction Ledger totals posted to line 6.2A and 6.9 of DD 2657? S5E 16e
Are Daily Cash.Transac.:tion L.edger and Disbursing Transactions Detail Report (sorted SSE 16¢(3)
by operator) being retained with the DD 2657?
Are refunds being authorized by the SalessMWR/Food Service Officer/etc.? Sg}SEEI Zz(b6)
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SOP
Tasks Reference Yes | No
Are refunds being recorded in a Refund Log by each merchant? S5E 3.1a
Is the Disbursing Officer reviewing the Automated Chip-to-Chip Corrections Report SSE 5d(3)

(a shore report) on a daily basis and restoring value to visitor cards?

Are Navy Cash enrollment forms being filled out and signed by crewmembers before
being entered through the Disbursing Application? S422.1.1
Not applicable for new enrollments using electronic enrollment).

Are originals of all enrollment forms signed and sent to Treasury Agent via traceable
means once every 30 days? Are copies of all enrollment forms retained on board ship? S22.1
Not applicable for new enrollments using electronic enrollment).

Is Automatic EOD set up to initiate the Indicate EOD function automatically at a

preset time each day to ensure Navy Cash is closed out every day? Now Mandatory SSE 16e(2)
Are Disbursing Transactions Detail Report (sorted by operator) and Daily Transaction SSE 16¢(3)
Ledger being kept on file with DD 2657?
Is the Disbursing Officer reviewing the Negative Balance Report and the Returned SSE 17a(7)
Items Detail Report on a daily basis?
Does Navy Cash access to home bank or credit union account remain blocked as long 2441
as open-loop account balance is negative? o
If no representments pending, is negative balance collected within 10 days of report? S42.232
Is a DSO1 using Company Code D411179 being generated when appropriate to collect S42232
on debt to US Treasury funds pool resulting from a negative balance? o
Are all negative balances cleared or in process of being cleared within 30 days of
N . S42232
initial appearance on Negative Balance Report?
Is the personnel office providing the Disbursing Office with the names of those S42232
personnel who will be transferred or discharged within the next 30 days? o
If cardholder is within 30 days of transfer/discharge, is Disbursing Officer ensuring
that all negative balances are cleared? When appropriate, is the Disbursing Officer

. . .o .. . . S42232
closing/suspending Navy Cash account and issuing visitor card for use on ship until
departure? (Accounts can’t be closed until negative balances are cleared).
If cardholder is within 30 days of discharge and has a negative balance, is a DS01 S24.42
using Company Code D411179 being generated prior to cardholder’s separation date? o
Is SPO being stopped at least 30 days before a member leaves the ship? S42.5.1

End-of-Month Reporting

Is the Navy Cash EOM process started at least five days before the actual end of the SSE 21b(1)

month?

Are Monthly Transaction Summary Report, EOM Summary Report, 215s/5515s, and
complete 2657 packages for each day of month being retained as part of monthly S423.1
financial returns with each 1219 at EOM?

Is the Safe Bank Transactions Report being zeroed out at completion of EOM?

(Select “Safe Bank Transaction” link in Disbursing Application.) SSE 16£3)(0)
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Cash Verification Team (CVT) Navy Cash Checklist

Tasks SOP Yes | No
Reference

Funds

Navy Cash funds by actual count: $

Ensure funds agree with Disbursing Accountability Summary Report (DASR) SSE 16e

Ensure Daily Cash Transaction Ledger(s) is (are) being closed out on a daily

. . . . . 5E 16e2
basis and compared to the DASR and Disbursing Transactions Detail Report. 5 ¢
Ensure Daily Cash Transaction Ledger totals are posted to line 6.2A and 6.9 SSE 6
of the DD 2657.

Ensure Daily Cash Transaction Ledger and Disbursing Transactions Detail SSE 6e

Report (sorted by operator) are retained with DD 2657.

Ensure line 6.9 Month-to-Date column is “zero” on DD 2657 for the day on
which Navy Cash is closed out for the month and for each subsequent day
until the actual end of the month. After Navy Cash close out, any Navy Cash SSE 16g(2)
business on the remaining days of the month is reported on the 1 of the next
month.

Ensure Monthly Transaction Summary Report (shore report summarizing
merchant figures for month), EOM Summary Report, SF 215s/5515s, and
complete DD 2657 packages for each day of month are retained as part of
monthly financial returns with each SF 1219 at EOM.

S423.1

Generate and print Transaction History for Disbursing Office merchant card
and generic merchant cards using cardholder website to confirm open- and S42.3.2.1B4
closed-loop balances are zero. Review disposition of funds since last CVT.

Generate card reports for all Navy Cash Disbursing Application users (see
SSE, paragraph 10, Card Report) and verify that no unauthorized deposits S423.3
were made to their accounts since the last quarterly cash verification.

Navy Cash Cards

Inventory all unissued Navy Cash cards (bulk and working stock; instant
issue and visitor cards) to ensure that custody of cards is properly maintained.

Ensure Bulk Navy Cash Card Log agrees with actual card count. Use Bulk

. . iy S21.3.1
Card Log to verify working stock returned weekly for audit/inventory.
Ensure Navy Cash cards are kept in a safe or a secure container. S21.4.2
Check random sample of turned-in visitor cards (at least 10 cards) to verify 2122
there are no residual funds on the card, i.e., the closed-loop balance is zero. -
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Cash Verification Team Navy Cash Checklist (continued)

Tasks S0l Yes | No
Reference
Spare POSs
Ensure spare POSs are being kept in a safe or in a secure space. S42.13.1
Ensure POSs that have transactions still stored in them are being kept in the
. ) ; S42.13.1
Disbursing Officer’s safe.
Navy Cash Disbursing Application
Verify Disbursing Application users are assigned to appropriate user group. SSE 27a
Check locally generated and maintained password change log to verify that
) . SSE 27d(6)
passwords are being changed every six months.
Ensure refunds processed in Disbursing Office are being authorized by S5E 17a(6)
SalessMWR/Food Service Officer. SSE 18b

Ensure Navy Cash enrollment forms are being filled out and signed by
crewmembers before being entered through the Disbursing Application. S42.2.1.1
Not applicable for new enrollments using electronic enrollment.

Ensure originals of all enrollment forms signed manually are sent to
Treasury Agent once every 30 days and copies of all manual forms are S22.1
retained on ship.

Review EOD Report to verify mandatory Automatic EOD is performed at

end of each business day (manual EOD may take precedence at EOM, etc.). S3E 16e(2)
Ensure the Disbursing Officer is reviewing Daily Negative Balance Report $42.233
and Returned Items Detail Report on a daily basis. o

Review Daily Negative Balance Report to verify there are no aged negative $42232

balances over 30 days old.

Review Daily Negative Balance Report to verify collection action is
initiated on negative balances with no representments pending within 10 S42232
working days of receipt of Report.

Ensure personnel office is providing Disbursing Office with names of those

personnel who will be transferred or discharged within the next 30 days. 5425

Ensure Safe Bank Transactions Report is being zeroed out at end of month. | S5E 16£(3)(b)
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WORKSHEETS

Daily Reconciliation WOrkSheet ...........ooviiiiiiiiiniiiiiiieeeeee e 50

Daily/Monthly Reconciliation Worksheet...........c.ooocuvieiiiiiiiiiiiieceeeee e 51
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General Mess Daily Reconciliation Worksheet

GENERAL MESS DAILY RECONCILIATION WORKSHEET

DATE:
SALES COLLECTIONS
DD 1149/NS 1282 Cash
NS 1046 Checks
DD 1544 Navy Cash (from Merchant
Sales Summary Report)
TOTAL SALES TOTAL COLLECTIONS
ADJUSTMENTS ADJUSTMENTS
TO SALES TO COLLECTIONS

Plus refunds issued today but
not liquidated today

Less amount of currency
overage—exclusive of Navy
Cash funds

Less refunds issued before
today but liquidated today

Plus amount of currency
shortage—lost, misplaced or
stolen—exclusive of Navy
Cash funds

Less erroneously overstated
sales amounts

Plus erroneously understated
Navy Cash collections

Plus erroneously understated
sales amounts

Less erroneously overstated
Navy Cash collections

ADJUSTED TOTAL

ADJUSTED TOTAL
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Daily/Monthly Reconciliation Worksheet

USS

PRIVATE MESS DAILY/MONTHLY RECONCILIATION WORKSHEET

DATE:
RECORDED ACTUAL
Recorded Collections Navy Cash Collected
for Day/Month for Day/Month
(Total of ‘NC’ Entries in (Daily/Monthly Merchant
Record of Collections) Sales Summary Report)
Less Refunds Liquidated
for Day/Month
(Total Of ‘NC’ Refund Entries
in Record of Expenditures
Liquidated on/in Day/Month)
TOTAL RECORDED TOTAL ACTUAL
COLLECTIONS COLLECTIONS
ADJUSTMENTS TO ADJUSTMENTS TO
RECORDED COLLECTIONS ACTUAL COLLECTIONS
ADJUSTED TOTAL ADJUSTED TOTAL
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Daily Merchant Settlement Transaction Detail REPOrt....ccecesecsecseccsensecsarcsensaecsaecsensancssccsessecsnees 53
Daily MWR Transaction Detail REPOTt ceeicciesssecssrcssersssresssnsssnsssssssssssssssssssssssssassssssssssssssssssssssssssss 54
Daily Ship’s Store Transaction Detail REPOTt uececceecssnecsssnesssancsssanessensssassssssssssssssssssssssasssssassssans 55
Daily Wardroom Mess Transaction Detail REPOTt w.cccvueecessrecssanesssancsserssssnsssssnsssssssssssssssssssssassssnns 56
Daily Vending Soda Transaction Detail REPOTT cecececeiessressarcssnssssnsssrssssssssnssssssssesssssssssssssssssssasssss 57
Daily Refund Report by Sales ACLIVILY civeiecsresssrcsssesssrcssnssssssssssssssssssssssssssssssssssassssasssssssssssssssssasssss 58
Daily Transaction SUMMAry REPOTT ceeeveeecsseressserssssnesssanesssanesssasesssasssssssssssassssssssssasssssssssssssssssasssssns 59
Daily Blocked Account Report — ShOTe RePOTt.cccucccsssrecssaresssanesssancsssenesssasssssesssssssssssssssasssssassssnns 60
Monthly Transaction Detail REPOTT ciceuieeceiesressansssncsssnssanssssnsssnsssssssssssssssssssssssssssessssssssssssssssssssasssss 61
Monthly MWR Transaction Detail REPOIt ceucceeiecressercsnessansssnssssnssssessssssssssssssssessssssssssssssssssssssssss 62
Monthly Wardroom Mess Transaction Detail REPOTt wuccccveeecssanesssanessnressranssssnsssssesssssssssssssssassssnns 63
Monthly End of Month SUMMAry RePOTt..ecccecccsseecssnecssanesssancsssancssanssssassssssssssssssssssssssssssssassssans 64
Merchant Sales Summary Report and Daily/ Weekly Meter Register REport....cceeeecsecssescsssesnsenns 65
Ship’s Store Profits Transfer to MWR Navy Cash End of Month Summary Report.......ceeeeeeenee 66
SPO Payroll Report — Ship REPOTt.cccccicsssrecssanecssaressssresssarcsssanssssensssssssssssssssssssssasssssssssssasssssassssases 68

S5B-52



Section 5B — Documentation Resources

NAVSUP Pub 727 Part 2

Daily Merchant Settlement Transaction Detail Report

Bun Date :
Bun Time

03/18/2020
14:52:325

Report name: TRAN Ship Merchant Settle D

Wawvy Cash

Daily Transaction Detail Report — Merchant Settlement
Location: US55 NEVER SAIL

Date:

03/17/2020 14:16:33 To 03/18/2020 14:43:55

Fage =1

Merchant :
Settlement Date:
Settlement Type:

R12345_1334%
R12345_ 12345 R

Settlement Total

Merchant CPO MESS - DUES 20000002HN Total:

CrQ MESS - DUES 200000012345

17-M2R-20

NLWVY CASH

Date Lmount C

a3/17/20 14:21 $200.00

Q3/17/20 14:23 $10€.00
$30€.00

$30€.00

Merchant :
Settlement Date:
Settlement Type:

Settlement Total

Herchant POST OFFICE - METERED MAIL 200000023456 Total:

POST OFFICE — METERED MRIL 80000002345¢

17-MRR-Z0

DDA

Date Imount c
os/17/20 14521 —
""""""""""""" —

Merchant
Settlement Date:
Settlement Type:

R12345_ 12345
R1Z345_12345_R

Settlement Total

Merchant WARDROOM MESS - FOOD 2000003457 Total:

: WARDROOM MESS - FOOD 200000345€7

17-MRR-20

N&VY CASH

Date Lmount c
O3/17/20 14:21 Fe5_40
Q3,177,720 14:23 $1,054 .20

$1,123.€0

$1,122.€0

* C = Correction Transactions.

kikdkdd Epnd of the Report **vvs
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Daily MWR Transaction Detail Report

Bun Date : 03/s18/2020
Bun Time : 14:45:40
Report name: TRAN NawvyMWR D
Page -1

Wawy Cash
Daily Transaction Detail EBeport - NHNAVY MWER
Location: US55 NEVER SAIL

Date: 03/17/2020 15:00:03 To 0371872020 15:00:03 Batch Id: R12345 1354&

Merchant : 200000012345
Event Code: <none>
Operator: JCOHES, DRVID

Hame 55N BRccount £ Transaction Date

Trans

Event Code: MWE LIBERTY TRIPS
Operator: PHELPS NATHANIEL

Name 55N BRAccount £ Transaction Date
CLAY DIRT — REFUND 2345 8000012345678 03/18/2020 00:55:40
CLEMMONS, SMEMMONS - REFUND 345¢ 8000012345678 03/18/2020 01:-12:1&

JONES, BOE - REFUHND 4587 200001234578 03/18/2020 01:29:25

Operator SAN BRRBARE Subtotal:

Event MWR LIBERTY TRIPS Subtotal:

Ewvent Code: REBATE
Operator: JOMES, DRVID
Name 55N BRAccount £ Transaction Date
SHITH, JONES 5673 8000012345678 03/17/2020 22:26:04
SMITH, JONES €78% 8000012345678 03/18/2020 00-44:-14

Event REBATE Subtotal:

kivudkd End of the Report *&&+s
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Daily Ship’s Store Transaction Detail Report

Bun Date : 03/25/2020

Bun Time : 14:15:45

Report mname: TRAN ShipStorel D
Page -1

Wawy Cash
Daily Tramsaction Detail RBeport — SHIP STORE #1
Location: USS MEVER SRIL
Date: 03/24/2020 01:59:08 To 03/25/2020 15:00:02 Batch Id: R12345 1359L¢

HMerchant : 200000012345
Event Code: <nonex
Cperator: SMITH, JONES

Name 55N Account # Transaction Date Trans Zmount
JOMES, BOB 1234 B2000012345€78 03,/24/2020 22:15:03 1 4,10
JOMES, BOB 1234 B2000012345€78 03/24/,2020 20:5€:58 1 %7.50
JOMES, BOB 1234 B000012345€78 03/24/2020 21:23:44 1 $11.€5
JOMES, BOB 1234 B000012345€78 03/24/72020 21:08:41 1 $2€.65
JOMES, BOB 1234 B000012345€78 20 21:14:25 1 s0.20
JOMES, BOB 1234 B000012345€78 / 20 00:29:33 1 38.80
JOMES, BOB 1234 B000012345€78 03/24/72020 23:47:03 1 35.10
JOMES, BOB 1234 B000012345€78 03/24/72020 22:4¢:15 1 $15.80
JOMES, BOB 1234 B000012345€78 03/24/72020 23:47:50 1 3320
JOMES, BOB 1234 B000012345€78 03/24/72020 22:21:22 1 33.00
JOMES, BOB 1234 B000012345€78 03/24/72020 22:04:3¢€ 1 37.00
JOMES, BOB 1234 B000012345€78 03/24/,2020 21:07:17 1 32.15
JOMES, BOB 1234 B000012345€78 03/24/72020 20:55:41 1 %5.35
JOMES, BOB 1234 B000012345€78 0372572020 00:1€:34 1 %7.50
JOMES, BOB 1234 B000012345€78 03/24/72020 20:59:2¢€ 1 3230
JOMES, BOB 1234 B000012345€78 03/24/2020 21:02:5%5 1 32.90
Operator MYLES Subtotal: 1& $113.20
Event Subtotal: 1& $113.20
Merchant 500000012345 Subtotal: 1€ $113.20
Total le $113.20

rkkkdk End of the Beport **v+¥
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Daily Wardroom Mess Transaction Detail Report

Bun Date : 0372472020
Bun Time - 03:21:18

Beport name: TREN WardroomMessFood D

Page -1
Hawvy Cash
Daily Transaction Detail RBeport — WARDROOM MESS - FOOD
Location: TS5 MEVER SAIL
Date: 032372020 22:1€:04 To 03/24/2020 01:55%:0¢ Batch Id: R12345 13550
Herchant : 20000012345%

Event Code: <nonex>
Operator: BOLTOMN, PATRICE

Hame S55H Account # Transaction Date Trans Amount
JONES, BOB 1234 2000012345€728 03,/24/2020 00:54:01 1 *11le_50
JONES, BOB 1234 200001234572 03,/,24,/,2020 00:-42:30 1 122 .90
JCNES, BOB 1234 2000012345&78 03/24/72020 01:-18-43 1 =124 05
JONES, BOB 1234 2000012345€728 0372372020 23:10:48 1 =111 .20
Operator BOLTON Subtotal: 4 5421 25
Ewvent Subtotal: 4 =431 _25
HMerchant 20000012345& Subtotal: 4 =431 _25
Total 4 4231 .25

khdkked End of the Report *r&dd
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Daily Vending Soda Transaction Detail Report

Bun Date : 032/18/2020

Bun Time : 14:45:324

Beport name: TEREN VendingSoda D
Page -1

Hawy Cash
Daily Transaction Beport — VENDINGE S0ODA
Location: TS5 NEVER SATL
Date: 0371772020 15:00:03 To 0371872020 15:00:03 Batch Id: Rl2345 13354¢

Vending Hachine CAD ID Transactions Value
VENDING SCD& VMSCDAOOOOO01234 FaDCTROE41cDOOO0 111 7770
VENDING SCD& VMSCDAOOOOOO02345 FaDCTAO3477B0GO0 120 z7a.aad
Total 231 $155.70

khkwkd End of the Beport Y&+

S5B-57



NAVSUP Pub 727 Part 2 Section 5B — Documentation Resources

Daily Refund Report by Sales Activity

Bun Date:03/18/2020
Bun Time: 14:03:32
Beport Hame:TRREN RefundbySalelctivity D
Nawy Cash
Daily Befund Report — By Sales Activity
Location: US55 HEVER S&TL
Date: 03/17/2020 15:00:02 to 0371872020 15:00:032 Batch Id: R12345 13594¢

Sale Type Transactions Value
HAWVY MWR - BREFUND 3 —-£452 .00
Total Transactions 3 —5452 .00

k% End of the BReport ¥+
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Daily Transaction Summary Report

NAVSUP Pub 727 Part 2

BEun Date 037187202

Bun Time l4:45:28

Report name: TRRN TransactionSummary D

Page -1

Daily Transaction Summary Beport

Wawvy Cash

Location: USS NEVER SAIL

Date: 03/17/2020 15:00:02 To

Event Code:
Operator

Event Code: <none>

R R AR

Cperator Subtotal

JONES, BOB

B . R ey

Operator Subtotal

JONES, BOB

& & . R ey

Operator Subtotal

JONES, BOB

& & . R ey

Operator Subtotal

R R U

Event Subtotal

Herchant

VENDING SODA

WVENDING STORE ITEMS

WARDROOM MESS - FOOD

HAVY MWR

POST OFFICE — METERED MRIL

Event Code: MWR LIBERTY TRIDS

JONES, BOE

R R R R E R R

Operator Subtotal

JONES, BOE

R R R R E R R

Operator Subtotal

R R R R R

Event Subtotal

Event Code: REBATE
JONES, BOB
wkkkokokkkkkokkkkkokkkkkkk

Cperator Subtotal

&

Event Subtotal
wekokokkokokokokokokokokokokokkkokkkkkk

Total

Transaction Summary

200000012345
200000023456
VHSODROOOOO01234
0z/sls/2020
14:-45:-30

Bun Date
Bun Time

WAVY MWR - REFUND

WAVY MWR - REFUND

HAVY MHR

Herchant

HAVY MHER
POST OFFICE — METERED MRIL
VENDING SODR

Report name: TRAN TransactionSummary D

Page : 2

Daily Transaction Summary Beport

Wawvy Cash

Location: US55 NEVER SATL

Date: 0371772020 15:00:03 To

S5B-59

03/18/2020 15:00:03 Batch Id:

0371572020 15:00:03 Batch Id: R12345_1354¢

—5$463_00
$593.05
$78.00

R12345_1354¢
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Daily Blocked Account Report — Shore Report

Run Date: 08/14/2020
Run Time: 17:27:01
Report Name: D21158

Mawy Cash
Daily Blocked Account Report
Location: Us5 SHIP

Last Name First Name Ml S5MN4 Account Decl
Mumber Cnt

BACON KERRI 5 4567 2000000012817 97
BAIRD1 ROBERT A 6789 2000000012858 98
BUBELE MYRON A 2222 2000000013278 97
ELDRIGESCOTT EDWARD A 1111 2000000012478 3
FINAMN JOHMN A 7830 2000000020489 94
GLEMDALE JACKIE A 6782 2000000020562 97

Decline Count Legend

1-3 N5Fs

55 Linked account not provided during enrollment
56 Unacceptable NFCU account supplied

57 Technical error processing account

58 Account blocked for invalid account #

59 Block requested by Disbursing

*** End of the Report ***
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Bun Date
Bun Time
Beport name:
Page

Merchant
Event Code:
Operator:

entation Resources

Monthly Transaction Detail Report

NAVSUP Pub 727 Part 2

5:00
TREN NawyMWR M
1
Wavy Cash
Monthly Transaction Detail Report — NAVY MWR
Location: US55 NEVER SAIL
Month: February , 2020
Date: 01/22/2020 01:23:52 To 0272472020 02:11:
20000000
JONES, DRVID
55N Rccount # Transaction Date
1234 2000012345678 01/22/2020 21:14:20
OMES Subtotal:
otal:

Event Subt
Event Code:
Operator:

BOB
ECE
BOB
BOB
ECE
BOB
BOB
ECE
BOB
BOB
ECE
BOB
BOB
ECE
BOB
ECBE
ECE
BOB
BOB
ECE
BOB
BOB
ECE
BOB
ECE
BOB
BOB
ECE
BOB
BOB
ECE
BOB
BOB
ECE
BOB

JOMES,
Bun Date
Bun Time
Beport name:
Page

2015 REAGRN BALL
JONES, DRVID

Acocount # Transaction Date

1234 2000012345878
1234 200001234578
1234 3000012345878
1234 2000012345878
1234 200001234578
1234 3000012345878
1234 2000012345878
1234 200001234578
1234 3000012345878
1234 2000012345878
1234 200001234578
1234 2000012345878
1234 2000012345878
1234 200001234578
1234 2000012345878
1224 2000012324578
1234 200001234578
1234 2000012345878
1234 3000012345678
1234 200001234578
1234 2000012345878
1234 3000012345678
1234 200001234578
1234 2000012345878
1234 200001234578
1234 2000012345878
1234 2000012345878
1234 200001234578
1234 3000012345878
1234 2000012345878
1234 200001234578
1234 3000012345878
1234 2000012345878
1234 200001234578
1234 3000012345878

TRAN_NawyMWR_M

Wavy Cash
Monthly Transaction Detail Report - NAVY MWR
Location: USS NEVER Sa&IL
Month: February , 2020
0l/2272020 01:23:52 To 02724/2020

Date: 02:11:22
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Monthly MWR Transaction Detail Report

Bun Date : D2szaszozn

Bun Time : 02:10:08

Report name: TRAN WardRoomMessFood M
Fage =1

Navy Cash
Monthly Transaction Detail Report — WARDROOM MESS - FOOD
Location: US55 NEVER SAIL
Month: February , 2020
Date: 0l/22/2020 01:23:52 To 02/24/2020 02:11:22

Herchant : 80000012345¢
Event Code:
Operator: SMITH, JONES

Hame S8 Account g Transaction Date Trans Amount
JONES, BOB 1234 8000012345€78 02/08/2020 21:24:0& 1 3115.70
JOWES, BOB 1234 5000012345678 0271272020 23:44:10 1 $35.40
JONES, BOB 1234 2000012345€73 0272372020 22:31:1¢ 1 $72.50
JONES, BOB 1234 S5000012345€78 02/11/2020 22:42:25 1 $133.€0
JONES, BOB 1234 8000012345€78 02/10/2020 22:10:04 1 563.70
JOWES, BOB 1234 5000012345678 0271072020 21:00:03 1 $43 .20
JONES, BOB 1234 2000012345€73 0271372020 22:34:18 1 $25.80
JONES, BOB 12324 2000012345€78 02/0&/2020 20:31:04 1 57€.15
JONES, BOB 1234 8000012345678 02,/10/2020 22:29:54 1 3483.75
JOWES, BOB 1234 5000012345678 02/1%/2020 21:05:57 1 $76.50
JONES, BOB 1234 5000012345€78 02/0€/2020 22:4€:51 1 $77.20
JONES, BOB 12324 2000012345€78 02/1%/2020 21:11:14 1 $24.00
JOWES, BOB 1234 5000012345678 0271772020 20:45:4%5 1 %30.40
JONES, BOB 1234 5000012345€78 0271072020 01:10:20 1 $25.80
JONES, BOB 1234 S000012345€78 02/05/2020 23:08:45 1 $63.75
JONES, BOB 1234 800001234578 02/11/2020 00:53:45 1 $27.80
JOWES, BOB 1234 5000012345678 0271572020 23:24:00 1 31z24.05
JONES, BOB 1234 2000012345€73 02/720/2020 22:13:25 1 $31.50
JONES, BOB 1234 S5000012345€78 02/13/2020 00:1€:2¢ 1 $131.50
JONES, BOB 1234 2000012345678 02/08/2020 23:39:37 1 $75.75
JOWES, BOB 1234 5000012345678 0172472020 01:52:33 1 $33.40
JONES, BOB 1234 2000012345€73 02/720/2020 22:47:48 1 $45.30
JONES, BOB 12324 2000012345€78 02/11/2020 00:08:35 1 $114.10
JONES, BOB 1234 2000012345678 02/17/2020 23:53:32 1 $107.50
JONES, BOB 1234 5000012345678 02/23/2020 23:55:44 1 %71.50
JONES, BOB 1234 S000012345€78 Q271572020 00:37:45 1 $25.85
JONES, BOB 1234 800001234578 02/17/2020 23:57:33 1 522 _ 80
JOWES, BOB 1234 5000012345678 02/720/2020 15:47:1¢ 1 %41 €0
JONES, BOB 1234 5000012345€78 02/13/2020 23:42:24 1 %96.30
JONES, BOB 1234 5000012345€78 02/10/2020 23:45:2¢ 1 $5€.00
JONES, BOB 1234 8000012345€78 02/13/2020 00:25:03 1 $26.70
JOWES, BOB 1234 5000012345678 0272472020 00:11:44 1 $4.30
JONES, BOB 1234 2000012345€73 0271772020 22:05:11 1 F55.70
JONES, BOB 1234 5000012345€78 02/17/2020 22:07:1%5 1 77.50
JONES, BOB 1234 2000012345678 02,/04/2020 22:4%9:4% 1 F15_ 80
JOWES, BOB 1234 5000012345678 02/71%/2020 21:17:44 1 $45 .80
JONES, BOB 1234 5000012345€78 Q2/17/2020 20:53:31 1 $123.65
JONES, BOB 12324 2000012345€78 02/12/2020 00:2%9:32 1 $24.10
JONES, BOB 1234 2000012345678 02/08/2020 23:14:30 1 31558.40
JONES, BOB 1234 5000012345€78 0271172020 01:02:43 1 s13.80
JONES, BOB 1234 5000012345€78 02/17/2020 21:28:07 1 194 .40
JONES, BOB 1234 8000012345€78 02/19/2020 23:05:04 1 F40_10
JOWES, BOB 1234 5000012345678 0272172020 01:07:05 1 %12 .50
JONES, BOB 1234 2000012345€73 02/720/2020 22:42:37 1 F23.€0
JONES, BOB 1234 5000012345€78 02/18/2020 01:14:54 1 $228.30
JONES, BOB 1234 2000012345678 02,/24/2020 00:15:51 1 $41.30
JOWES, BOB 1234 5000012345678 01/727/2020 23:22:55 1 $37.50

Bun Date : 0Z/z4s2020

Bun Time : 02:10:08

Report name: TEAN WardRoomMessFood M

Fage = 2

Navy Cash

Monthly Transaction Detail Report - WARDROOM MESS - FOOD
Location: US55 NEVER SAIL
Month: February , 2020

Date: 0l/22/2020 01:23:52 To 02/24/2020 02:11:22
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Monthly Wardroom Mess Transaction Detail Report

Fun Date : 0272472020

Bun Time : 0Z:10:08

Beport name: TRAN WardRoomMessFood M
Page -1

Nawvy Cash
Monthly Transaction Detail Beport - WARDROOM MESS - FOCOD
Location: USS NEVER S&IL
Month: February , 2020
Date: 0142272020 01:23:52 To 02/24/2020 02:11:22

Merchant : 80000012345¢
Event Code:
COperator: SHMITH, JOMNES

Name S8N BAccount £ Transaction Date Trans Emount
JONES, BCE 1234 2000012345€78 02/06/2020 21:24:0& 1 $115.70
JOMES, BCB 1234 3000012345€73 0271272020 23:44:10 1 F38_.40
JONES, BCE 1234 2000012345€72 02,/723/2020 22:31:1¢ 1 F72.90
JONES, BCE 1234 2000012345€78 02/11,2020 22:42:23 1 $133.€0
JOMES, BCB 1234 3000012345€73 02/710/2020 22:10:04 1 FE3.70
JONES, BCE 1234 2000012345€72 02/10/2020 21:00:03 1 $43.20
JONES, BCE 1234 2000012345€78 02/13/,2020 22:34:1%8 1 $25.80
JOMES, BCB 1234 3000012345€78 02/06/2020 20:31:04 1 F$7€.15
JONES, BCE 1234 2000012345€72 02/710/2020 22:25:54 1 $4€3.75
JONES, BCE 1234 2000012345€78 02/15/2020 21:05:57 1 $7€.50
JOMES, BCB 1234 3000012345€78 02/06/2020 22:4€:51 1 F77.20
JONES, BCE 1234 2000012345€72 02/715/2020 21:11:14 1 $24.00
JONES, BCE 1234 2000012345€78 02/17/2020 20:48:45 1 $30.40
JOMES, BCB 1234 3000012345€78 02/10/2020 01:10:20 1 $25.80
JONES, BCB 1234 3000012345€73 02/05/2020 23:08:45 1 $E3.75
JONES, BCE 1234 2000012345€78 02/11/,2020 00:53:45 1 $27.80
JOMES, BCB 1234 3000012345€78 02/15%/2020 23:24:00 1 $124 .05
JONES, BCB 1234 3000012345€73 02/720/2020 22:13:25 1 $31.50
JONES, BCE 1234 2000012345€78 02/13/2020 00:1€:2¢ 1 $131.50
JOMES, BCB 1234 3000012345€73 02/06/2020 23:3%:37 1 375.75
JONES, BCB 1234 3000012345€73 01/24/2020 01:52:33 1 $33.40
JONES, BCE 1234 2000012345€78 02/20/2020 22:47:48 1 $45.30
JOMES, BCB 1234 3000012345€78 02/11/2020 00:08:35 1 F114 .10
JOMES, BCB 1234 3000012345€73 02/717/2020 23:53:32 1 107 .50
JONES, BCE 1234 2000012345€78 0272372020 23:55:44 1 $71.50
JONES, BCE 1234 2000012345878 02/15/2020 00:37:43 1 $25.85
JOMES, BCB 1234 3000012345€73 02/717,/2020 23:57:33 1 $22 .80
JONES, BCE 1234 2000012345€78 02/20/2020 15:47:1¢ 1 $41.80
JONES, BCE 1234 2000012345€78 02/13/2020 23:42:24 1 F58.20
JOMES, BCB 1234 3000012345€73 02/710/2020 23:45:2¢ 1 F5€.00
JONES, BCE 1234 2000012345€78 02/13/2020 00:25:03 1 $2€.70
JONES, BCE 1234 2000012345878 02/24/,2020 00:11:44 1 F4.30
JOMES, BCB 1234 3000012345€73 02/717,/2020 22:05:11 1 F55.70
JONES, BCE 1234 2000012345€78 0271772020 22:07:15 1 $77.50
JONES, BCE 1234 2000012345€78 02/04/,2020 22:45:4¢ 1 $15.80
JOMES, BCB 1234 3000012345€73 02/715%/2020 21:17:44 1 45 _ 80
JONES, BCE 1234 2000012345€72 02/717/2020 20:53:31 1 $123.€5
JONES, BCE 1234 2000012345€78 02/12,2020 00:25:32 1 $24.10
JOMES, BCB 1234 3000012345€73 02/706/2020 23:14:30 1 F158 .40
JONES, BCE 1234 2000012345€72 02/711/2020 01:02:43 1 Fl3.20
JONES, BCE 1234 2000012345€78 02/17/,2020 21:238:07 1 3154 .40
JOMES, BCB 1234 3000012345€78 02/15%/2020 23:05:04 1 F40.10
JONES, BCE 1234 2000012345€72 02/21/2020 01:07:05 1 Fl2.50
JONES, BCE 1234 2000012345€78 02/20/2020 22:42:37 1 $83.80
JOMES, BCB 1234 3000012345€73 02/18/2020 01:14:54 1 $228.30
JONES, BCB 1234 3000012345€73 02/24/2020 00:15:51 1 41 .30
JONES, BCE 1234 2000012345€78 01/27/2020 23:22:55 1 $37.530

Bun Date : 02/24/2020

Bun Time  02:10:08

Report name: TRAN WardRoomMessFood M

Page -2

Wawvy Cash
Monthly Transaction Detail Report — WARDROOM MESS — FOQOD
Location: US55 NEVER S&TL
Month: February , 2020
Date: 01/22/2020 01:23:52 To 02/24/2020 02:11:22

S5B-63



NAVSUP Pub 727 Part 2 Section 5B — Documentation Resources

Monthly End of Month Summary Report

Bun Date: 02
Run Time: 02:
Report Wame: ECHM Summary Report

NAVY CASH END OF MONTH SUMMLRY REPORT FOR 0272020
US5 NEVER SAIL
DESN: 1234

START TIME END TIME Vendor/Merchant Sale Amount Refund Amount
- - NAVY DISBURSING - STRIP 0.o0 0.00
20200122 012352 NAVY DISBURSING - CHIF 291€7.00 —-25788.75
- - MARINE DISBURSING - STRIP 0.ao0 0.00
- - MARINE DISBURSING — CHIP 0.00 0.00
012352 e RAL MESS - FOOD 2254 .40 0.00 2254 .40
012352 GENERRL MESS - SURCHRRGES 4 .50 0.00 4_50
- SHIP STCRE &1 0.00 0.00 a.00
0zooo7 SHIP STORE g2 5&£85.30 -3€.75 5E52.55
- - BEVERRCE BLR 0.00 0.00 0.a0
- - HRENGEARE BRY SRLES 0.o0 0.00 o.aa0
- - S5PN TRRNSFER TO MWR 0.00 0.00 o.00
0053035 001542 VMSCODROOODO005201 €95 .05 0.00 €55.05

005314

[ 24 001551 VMSODROOOOOD09202 305.25 0.00 305.25

(%)

20200122 005318 20200224 001€15 VHMSODAOO00009203 1782.00 0.00 1782.00
20200122 005324 20200224 00le28 VHMSODAOO00009204 388.70 0.00 388,70
- - VMSODROOOOO09205 0.o0 0.00 0.oa
20200122 005330 20200224 001E&3€ VMSODROOOOO0980E 1158.85 0.00 1158.85
20200122 005357 20200224 001821 VHMSODAOO00009215 454 .25 0.00 454 _25
- - VMCANDOOO00009702 0.0o 0.00 0.00

ons5444 001141 VMCRNDOOOOO009703 1701.30 0.00 1701.20

005445 0aL11s7 VMCRNDOOOOO009704 1278.10 0.00 1z278.10

005454 001204 VHCANDOOO
005503 oo1220 VMCRNDOOO
005508 001234 VMCRNDOOO
- - VMCRNDOOO
- - VHCANDOOO

009705 478.45 0.00 478.45
Q0a708 202 .€0 0.00 208 _€0
Q0s707 34€.85 0.00 24€_85
aoa708 0.o0 0.00 a.oo
009709 0.0o 0.00 0.00

20200122 005524 oolz082 VHMCENDOO00005710 218.85 0.00 2l8.85

- - VMCENDOO00005711 0.00 0.00 0.a0

- - VMCANDOOOO005713 0.ao0 0.00 a.00

- - VMCANDOOOQ009714 yuli] 0.00 o.00
005547 001347 VMCENDOO00005715 .50 0.00 10.50
005552 001423 VMCENDOOO00005716 ao 0.00 312.00

- VMCANDOOOO0S 7014 i) 0.00 a.00

- VMWATROOO0005710 0.00 0.00 o.00

20200122 005433 0ol05s VMCENDOO0D 5701 538.38 0.00 538.38

20200122 005435 oo111z VMCENDOOOD 5702 1048 20 0.00 1048.20

- - Vending Candy BULE 0.ao0 0.00 a.00

Voucher Description Voucherg Chip/Strip Date Prepared Voucher AZmount

Disbursing Cash-Strip is > Strip - Cash - - -

Disbursing Strip-Cash is = Cash-Strip - - -

Disbursing Cash-Chip is > Chip— Cash - - -

Disbursing Chip—Cash is > Cash-Chip DT210855 CHIP 3378.25

S5PN Transfer to MWR - -

Food Service Sales Totals DT230855 CHIP 8254 .40

Food Surcharges Total DT240855 CHIP 4,50

Sales Totals DT250855 CHIP 0272472020 17175 .88
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NAVSUP Pub 727 Part 2

Merchant Sales Summary Report and Daily/Weekly Meter Register Report

Run Date/Time: 05/12/2010

Merchant Sales Summary Report
Location: Rxxxxx

Report Parameters:
Start Date:
End Date:

05/06/2010
05/12/2010

Merchant Name

17:00:00 GMT <«

d—

00:01:00
17:00:00

Merchant ID

Report will be run after the close
of postal business on

Report is from Thursday (week prior) at 00:01
through the close of postal business on

Refunds Total
0.00 0.00
0.00 100.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 100.00

GENERAL MESS - FOOD 800000003675
POST OFFICE - METERED MAIL 800000003699
SHIP STORE #1 800000003701
VENDING SODA VMSODAOQ00000001
VENDING STORE ITEMS VMCANDO000000001
WARDROOM MESS — FOOD 800000003695
Totals
REGISTER REPORT ARC PR####H###
MAY 12 10 17:00P
ASCENDING REGISTER $100.00
DESCENDING REGISTER $4900.00
CONTROL SUM $5000.00
METER PIECE COUNT 10
PIECES 10
VALUE $100.00
POSTAL CLERK SIGNATURE DATE
Postal ffioer 5/12/2010
POSTAL OFFICER SIGNATURE DATE

A
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Postage Meter Register Report will be
printed after close of business on
Wednesday. Then it will be affixed to
the Merchant Sales Summary Report.

Postal Clerk and Postal Officer
will sign and date the report
(does not have to be typed in).




NAVSUP Pub 727 Part 2 Section 5B — Documentation Resources

Ship’s Store Profits Transfer to MWR Navy Cash End of Month Summary Report

Bun Date: 09%/26/201%
Bun Time: 14:2¢
Beport Name: EOM Summary Report

HAVY CASH END OF MONTH SUMMARY REPORT FOR 09/201
U353 ARLINGION

DS5N: Baba

START TIME END TIME Vendor/Merchant Sale Amount Refund Amount HNet Amount
20190820 171022 20190925 1558349 NAVY DISBURSING - STRIF 0.00 =10.00 -10.00
20190820 171022 20190825 155839 NAVY DISBURSING - CHIF 0.05 -722.0 =722.00
- - MARTNE DISBURSING - STRIP 0.00 0 0.00
- - MARTNE DISBURSING - CHIP 0.00 0. 0.00
- - 55PN TRANSFEE - STRIF 0.00 0 0.00
20150820 171022 20190925 155839 55PN TRANSFER - CHIF 0.00 —20000 —20000.00
20190820 171022 201%0925 155839 GENERAL MESS - FCOD 13%5.8 0 1395.81
20190820 171022 20190925 1558349 GENERAL MESS - SURCHARGES 36.45 0. 36.45
20190820 1705958 20190825 155810 SHIF STORE 3004.01 0. 3004.01
- - HANGLRE. BAY SALES 0.00 0 0.00
- - VMSODAOOO0000005 0.00 0 0.00
20190820 170730 20190825 155605 VMSODAOOOO0000004 235.80 0. 235.80
20190820 170737 20190825 155611 VMSODAO 003 183.70 0 183.70
- - VMSODAO 2 0.00 0 0.00
- - VMSODAO 000001 0.00 0. 0.00
20190820 170745 20190925 155654 Vending S5oda BULK 3%6.00 0 396.00
20150820 170901 20190925 155713 VMCANDOOOO000007 1214.00 0 1214.00
20150820 170805 20190925 155707 VMCANDOOOO000008 112.20 0. 112.20
20190820 170752 20190925 155700 VMREDBULLOOOQOOO1 1168.75 0 1168.75
20190820 170939 20190925 155750 VMCANDOOOQOO000001 378.30 0 378.30
- - VMCANDO 0oo000E 0.00 0. 0.00
20190820 170907 20190925 155721 VMCANDO 00000s 378.15 0 378.15
- - VMCANDOOQOQOO00004 0.00 0 0.00
20190820 170920 20190825 155735 VMCANDO 000003 1375.75 0. 1375.75
20190820 170930 20190825 155741 VMCANDO 000002 523.00 0. 523.00
- - Vending Candy BULK 0.00 0. 0.00
Voucher Descripticn Voucher$ Chip/Strip Date Prepared Voucher Amount
Disbursing Cash-5Strip is > Strip - Cash DV27309 STRIF 09/25/2019 140.00
Disbursing Strip-Cash is > Cash-Strip - - -

Disbursing Cash-Chip is > Chip— Cash DV2e309 CHIF 08/25/2019 722.00
Disbursing Chip-Cash is > Cash-Chip - - -

55PN Transfer to MWR DV31309 CHIFP 08/25/2019 20000.00
Food Service Sales Totals DT230309 CHIF 08/25/2019 1385.8
Food Surcharges Total DT240309 CHIF 36.45
S5ales Totals DT250309 CHIF 08/25/2019 BO69.66

S5B-66



Section 5B — Documentation Resources NAVSUP Pub 727 Part 2

Disbursing Accountability Detail Report
Run Date/Time: 01/16/2020 08:35:44 GMT

Disbursing Accountability Dstail Report
Location: NEVERSAIL DDG 46

Feport Parameters:
Start Date: 01/15/2020 10:10:44
End Date: 01/16/2020 08:35:32

Merchant Information:
Merchant Name: NAVY DISBURSING
Merchant ID: 8000000008448

Date Transaction Type Account Name Account # Emount
Starting Balance 5200.00
01/15/2020 12:20:00 Load Cash to Chip TRANI, DANIEL 8000000003750 390.00
01/15/2020 12:32:04 Chip withdrawal THCMAS, JOHN 8000000003720 -540.00
01/15/2020 12:48:00 Safe - Deposit Bank, Safe 0 $200.00
01/15/2020 13:23:01 Load Cash to Chip DLUAT, THCMAS BO00000003816 350.00
01/15/2020 14:02:05 Chip withdrawal RUSSELL, MARK 8000000003816 -5$25.00
01/15/2020 14:15:00 Safe - Withdraw Bank, Safe 0 -5150.00
01/15/2020 14:28:02 Load Cash to Chip JONES, JOHN BO00000003832 3100.00
01/15/2020 14:29:00 S5afe - Deposit Bank, Safe 0 $400.00
01/15/2020 14:32:03 Load Cash to Chip HANGFU, LEE 8000000003857 50.00

Sub Total $675.00

01/16/2020 04:20:00 Load Cash to Chip GBMBLE, ERICA 8000000003709 £90.00
01/16/2020 05:23:01 Load Cash to Chip BLACEMORE, WILLIAM 8000000003838 $50.00
01/15/2020 05:32:00 Safe - Withdraw Bank, Safe 0 -5200.00
01/16/2020 05:47:03 Chip withdrawal CHAPLAIN, CHARLES 8000000003845 -5$25.00
01/16/2020 06:04:02 Load Cash to Chip JONES, JARRCD 8000000003844 $100.00
01/15/2020 06:16:00 Safe - Withdraw Bank, Safe 0 -5200.00
01/16/2020 06:30:03 Load Cash to Chip LEE, ROBERT g000000003957 50.00
01/15/2020 06:49:00 S5afe - Deposit Bank, Safe 0 $500.00
01/16/2020 07:32:04 Chip withdrawal MOCRE, WILLIAM 8000000003740 -540.00

Sub Total $325.00
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SPO Payroll Report — Ship Report

Run Date/Time: 01/16/2020 08:35:44 GMT
SPO Payroll Report Location: NEVERSAIL DDG 46
Report Parameters:

55NM:

Pay Date: 01,/01/2020

First Name:

Last Name:
Account Name 55N Last Pay Date Amount
BACON, KERRIE 1001 01/01/2005 550.00
BAILEY, DAVID 0002 01/01/2005 5100.00
JOMES, IOHN 4301 01/01/2005 5125.00
KELLEY, DAVID 2832 01/01/2005 5150.00
YOUMNG, NEIL 4253 01/01/2005 540.00

*** End of the Report ***|
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Sample Foreign Concessionaire Sales Reconciliation Form

o Foreign Concessionaire Sales
Reconciliation Form

Ship Name:

Vendor:

NEX / Ship Commission:

%

Navy Cash Sales:

Cash Sales:

Credit Card Sales:

Check Sales:

Sub Total:

N Hh| B &Hh| &P

Less Commission NEX / Ship:

&

Net Due Vendor:
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Sample DD Form 577, Disbursing Officer and Navy Cash Accountable Officer

APPOINTMENT/TERMINATION RECORD - AUTHORIZED SIGNATURE
(Resd Prvacy Act Statement and insfruchions before completing form.}

PRIVACY ACT STATEMENT

AUTHORITY: E.Q. 8387, 31 U.S.C. Sections 3325, 3528, DoDFMR, 7000.14-R, Wol. 5.

PRINCIPAL PURPOSE(S): To maintain a record of appointment and termination of appoinfment of parsons to any of the positions listed in ltem 8,
and to identify the duties essocistad with this sppointrment.

SORM T1300 (http:/dpcld. defense. gow PrivacySORMsInd=x'DOD-wide-SORMN-Article-\View! Articl 25701541 300/

ROUTINE USE(S): The information on this form may be disclosed as generally permitted under & U.5.C Section 552a(b) of the Privacy Act of 1874,
as amended. |t may also be disclosed outside of the Department of Defense (Do) to the Federal Resenve Banks to verify authority of the appointed
individuals to issue Treasury checks. In addition, other Federal, State and local govermmment agencies, which have identified a need to know. may
obtain this information for the purpose(s) idenfifizd in the DoD Blanket Routing Uses published at:

hitp-idpcio. defense. goviFrivecy/S0RENsIndex/BlankeiRoutinesas. aspx.

DISCLOSURE “oluntary. however, failure to provide the requested information may preclude appointments.

SECTION | - APPOINTEE
1. NAME (First, Middle Initial, Lasf snd Rank or Grade) | 2. DoD ID NUMEER 3. TITLE

4. DOD COMPOMENT/ORGANIZATION 5. ADDRESS {include ZIF Code, emsil address, snd telephone number with ares sode and DSN)

6. POSITION TO WHICH APPOINTED (X sppropriate box - one only. Checking maore fhan one invalidsies the sppointment.)

X | DISBURSING OFFICER: DSEN 1234 CASHIER CHAMGE FUNMD CUSTCDIAN
DEPUTY DISBURSING OFFICER: DSSM PAYING AGENT IMFPREST FUND CASHIER
CERTIFYING CFFICER COLLECTIONS AGENT SAFEKEEPING CUSTODIAM
DEFARTMEMTAL ACCOUNTABLE CFFICIAL DISBURSING AGENT ASSISTANT SAFEKEEFING CUSTODIAN

7. YOU ARE APPOINTED TO SERVE IN THE POSITION IDENTIFIED IN ITEM 6. ¥YOUR RESPONSIBILITIES INCLUDE:

Disburzing Officer and Navy Cazh Accountable Officer. As Disbursing Officer, you are responsible for receiving, disbursing, maintaining
appropriate accounting over, and properly safeguardmg all public finds with t\.]m.r_hvou are entrusted, and you are held pecuniarily hiable for any
lozs of such funds. A_lthouzh your appointed parsonneal are liable for any lossas of puhhc: funds in their custody, vou hold overall responsibility and
are jointly (or singularly) lizble for any losses zssociated with these persomnel. You must make certain that all’ depm:eg agents, cashiars, and other
custodians are fully aware of their responsibilities for properly handling and protectmg public fimds. To minimize the potential for fraud, waste
and abuse, and mismanagement, you must have a ship’s instruetion in place with specific operating procedures and management of internal contrals
for Dhbulsmg operations. As Mavy Cash Accountabls Officar, vou are responsible for the operation and managemeant of the Nawvy Cash system on
the ship, adherance to the rules of behavior for users of the Navy Cazh system maintanance and custedy of all Navy Cash equipment and Mavy
Cazh cards, melnding accurats, up-to-date inventories, and mmediate collection on any debt owed the U8, Treasury Navy Cash find pool az a
rasult of negative Wavy Cash account balances. You are responzible for proper handling and safegnarding of Personally Identifizble Information
azsocizted with both Disbursing and Mavy Cash operations.

8. REVIEW AND ADHERE TO THE FOLLOWING PUBLICATION(S) HEEDED TO ADEQUATELY PERFORM YOUR ASSIGMED DUTIES:
Disburzing Officer: Dol 7000.14-F, Dol FME, particularky Volz 1, 5, 9, and WAVEUP P435 Vol 1 Chapter 10, Wavy Disbursing Operations
Wavy Cash Accountzble Officer DeD FME Vel 5 Chapter 10 andN-’.\- SUP P727 Wavy Cash S0P, Part 1 and Sections 5B and 3E of Part 2.

SECTION Il - APPOINTING AUTHORITY
8. NAME (Firsi, Middle initial, Last) 10. TITLE 11. DOD COMPONENT/ORGANIZATION

12. DATE (¥Y¥YMMDD) 13. SIGNATURE

SECTION Il - APPOINTEE ACKNOWLEDGEMENT

| acknowledge and accept the pesition and responsibilities defined above. | understand that | am strictly liable te the United
States for all public funds or payment cedification, as appropriate, under my control. | have been counseled on my pecuniary liability
applicable o this appeintment and have been given written cperating instructions. | certify that my official signature is shown in tem

16 below.
14. PRINTED MAME [Firsf, \Middle initial, La=t) 15. DATE (YY¥YNMDD) (Mot esrier than date in ffem 12 or 13)
16.a. DIGITAL S5IGNATURE 16.b. MANUAL SIGNATURE

SECTION IV - APPOINTMENT TERMINATION
17. DATE (YYY YWD} 18. APPOINTEE INITIALS

The appoiniment of the individual named above is
hereby revoked.

18. NAME OF APPOINTING AUTHORITY 20. TITLE 21. APPOINTING AUTHORITY SIGNATURE

DD FORM 577, NOV 2014 PREVIOUS EDITION IS OBSOLETE. ackaba Desigrer .0
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Sample DD Form 577, Deputy Disbursing Officer and Navy Cash Deputy

APPOINTMENT/TERMINATION RECORD - AUTHORIZED SIGNATURE
(Resd Prvacy Act Statement and inztrucfions bafore completing fom.)

PRIVACY ACT STATEMENT

AUTHORITY: E.Q. 8387, 31 U.5.C. Sections 3325, 3528, DoDFMR, 7000.14-R, Vol 5.

PRINCIPAL PURPOSE(5): To maintsin a record of appointmeant and termination of appointment of persans to any of the positions listed in Item 8,
and to identify the duties associated with this appointment.

SORM T1300 (hitpdpcld. defense. gow Privacy/SORNsIndex DOD-wide- SORN-Article-View/Article5701 5441300/

ROUTINE USE(5): The information an this form may be disclosed as generally permitted under 5 11.5.C Section 552a(b) of the Privacy Act of 1974,
as amended. It may also be disclosed outside of the Department of Defense (Dol to the Federal Resenve Banks to verify suthority of the sppointed
individuals to issus Treasury checks. In addition, other Federsl, State and local government agencies, which have identified a need to know, may
obtain this information for the purpose(s) identifizd in the DoD Blankst Routine Uses published at:

http:\dpcio. defense. gov/ Privacy/SORMsindex/BlanketRoutineUses, aspe.

DISCLOSURE Voluntary, however, feilure to provide the requested information may preclude sppointments.

SECTION | - APPOINTEE
1. NAME [Fir=f, Middle Initial, Lasf and Rank or Grade] (2. DoD ID NUMEBER 3. TITLE

4. DOD COMPONENT/ORGANIZATION 5. ADDRESS (Include ZIP Code, emad address, and telephone number with ares code and DSN)

E. POSITION TO WHICH APPOINTED ([ approprate box - one only. Checlking more than one invalidstes the sppointment.)

DISBUREING OFFICER: DSEM CASHIER CHAMGE FUND CUSTODIAN

X | DEPUTY DISBURSIMG OFFICER: DSEM 1234 PAYING AGEMT IMFREST FUNMD CASHIER
CERTIFYING OFFICER COLLECTIOMS AGENT SAFEKEEFING CUSTODIAN
DEFARTMENTAL ACCOUNTAELE CFFICIAL DISBURSING AGENT ASSISTANT SAFEKEEFING CUSTODIAN

7. YOU ARE APPOINTED TO S5ERVE IN THE PO SITION IDENTIFIED IN ITEM 6. YOUR RESPONSIBILITIES INCLUDE:

Dreputy Disbursing Officer and Navy Cash Deputy. As Deputy Disbursing Officer, you are responzibles for receiving, disbursing, maintaining
appropriate accounting over, and properly safeguarding all public funds with which you are entrusted, and you are held pecuniarily liable for any
lozs of such funds. To minimize the potential for frand, wastz and abuse, and mizmanagement, vou must comply with specific operating
procedurss and manapement of mtsmal controls in the ship's mstruction for Dishursing operations. A= Mavy Cash Deputy, vou are responsible for
tha operation, administration, and effective managemeant of the Navy Cash system on the ship, adherence to the rulas of behavior for users of the
Wavy Cash system, maintenance and custody of all Mavy Cash equipment and Navy Cash cards, meluding accurate, up-to-date inventories, and
mmmediate collection on any debt owed the T8, Treazsury Navy Cash fund pool as a result of nagative Navy Cash account balances, You are
rezpensible for proper handling and safeguarding of Personally Identifiable Information associated with both Dizhursing and Wasy Cash operations,

8. REVIEW AND ADHERE TO THE FOLLOWING PUBLICATION(S) NEEDED TO ADEQUATELY PERFORM YOUR ASSIGMED DUTIES:

Digbureing Officer: Dol 7000.14-F, DoD} FME, particulzrly Vels 1, 5,9, and NAVEUP P485 Vol 1 Chapter 10, Navy Dishurzing Opearations

Mavy Cash Accountable Officer: Dol FME. Vel 5 Chapter 10 and WAVSUP P727 Mawvy Cash S0P, Part 1 and Sections 5B and 3E of Part 2.
SECTION Il - APPOINTING AUTHORITY

8. NAME (First, Midale Inibial, Last] 10. TITLE 11. DOD COMPONENTIORGANIZATION

12. DATE (¥YYyhiDD) 13. SIGNATURE

SECTION Ill - APPOINTEE ACKNOWLEDGEMENT

| acknowledge and accept the positien and responsibilitizs defined above. | understand that | am strictly lable te the United
States for all public funds or payment ceriification, as appropriate, under my control. | have been counseled on my pecuniary liability
applicable fo this appeintment and have been given written operating instructions. | cerdify that my official signature is shown in item

16 below.
14. PRINTED NAME [Firsf, AMiddle Initial, La=f) 15, DATE (YYYYNMMDD) (Mot esnlier than dste in fem 12 or 13)
16.a. DIGITAL 5IGNATURE 16.b. MANUAL SIGNATURE

SECTION IV - APPOINTMENT TERMINATION
17. DATE (¥YYYMDD) 18. APPOINTEE INITIALS

The appoiniment of the individual named above is
hereby reveoked.

15. NAME OF APPOINTING AUTHORITY 20. TITLE 21. APPOINTING AUTHORITY SIGNATURE

DD FORM 577, NOV 2014 PREVIOUS EDITION IS OESOLETE. At Desigrer 5.0
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Sample DD Form 577, Navy Cash Accountable Officer on a Ship Without a Disbursing Officer

APPOINTMENT/TERMINATION RECORD - AUTHORIZED SIGNATURE
(Read Privacy Act Statement and instructions bafore complating form.)

PRIVACY ACT STATEMENT

AUTHORITY: E.Q. 8387, 31 U.5.C. Sections 3325, 3528, DoDFMR, 7000.14-R, Wol. 5.

PRINCIPAL PURPOSE(S5): To maintain a record of appointment and termination of appeintment of persons to any of the positions listed in ltem 8,
and to identify the duties associsted with this sppointrent.

SORM T1300 (hitp/dpeld. defense.gow Privacy/S0ORNs Index DOD-wide-SORN-Article-View/ Article/5 701 541 300¢)

ROUTINE USE(5): The information on this form may be disclosad as generally permitted under 5 U5 C Section 552a(b) of the Privacy Act of 1974,
as amended. It may also be disclosed outside of the Department of Defense (DoD) to the Federal Reserve Banks to venfy authority of the appointed
individuals to issue Tressury checks. In addition, ather Federal, State and local government agencies, which have identified a need to know, may
obtain this information for the purpose(s) identified in the DoD Blanket Routine Uses published at:

httpoidpcio. defense gow/Privacy'S0ORMsIndex/BlankeiRoutineUses, aspi.

DISCLOSURE ‘Voluntsry: however, failure to provide the requested informsation may preciude sppointrents.

SECTION | - APPOINTEE
1. NAME [Fir=d, Middle initizl, Lasf and Rank or Grade} (2. DoD ID NUMEBER 3. TITLE

4. DOD COMPONENT/IORGANIZATION 5. ADDRESS (Include ZIF Code, emad eddress, and telephone number with ares code and DSN)

6. POSITION TO WHICH APPOINTED (¢ appropriate box - one anly. Checking more than one invalidsfes the sppointment.)

DISBURSING OFFICER: DSEN CASHIER CHAMNGE FUND CUSTCDIAN

DEPUTY DISBURSING OFFICER: DSEMN PAYING AGENT IMFREST FUND CASHIER

CERTIFYING OFFICER COLLECTIOME AGENT SAFEKEEPING CUSTODIAN
DEPARTMEMTAL ACCOUNTABLE OFFICIAL ¥ | DISBURSING AGENT ASSISTAMT SAFEKEEPING CUSTODIAN

T. YOU ARE APPOINTED TO SERVE IN THE POSITION IDENTIFIED IN ITEM 6. ¥YOUR RESPONSIBILITIES INCLUDE:

Mavy Cazh Accountable Official. As MNavy Cash Accountable Official, you are responsibls for the oparation and effective manazement of the
Mavy Cazh systam on the ship, adherence to the mles of behavior for users of the Wavy Cash system, maintenance and custody of all Mavy Cazh
equipment and Navy Cazh cards, mcluding accurate and up-to-date inventories, and immediate collertion on any debt owed the U.S. Treasury
Wavy Cash fund pool as a rasult cfnegatm:_- Wawy Cash aceount balances. To facilitate effective management and admmistration of Navy Cash,
you must have a ship's instroction in place with specific operating procedures and management internal controls for Navy Cash cperations. You
are responsible for proper handling and safesuarding of Parsonally Identifiable Information associated with Wavy Cash operations.

2. REVIEW AND ADHERE TO THE FOLLOWING PUELICATION(S) NEEDED TO ADEQUATELY PERFORM YOUR ASSIGNED DUTIES:

Disbursinz Officer: DoD 7000.14-R, DD FME, particularly Valz 1, 5. 9, and MAVZUP P485 Vol 1 Chapter 10, Navy Disbursing Oparations

Navy Cash Accountsble Official: DoD FME Vol 5 Chapter 10 and NAVSUP P727 Navy Cash S0P, Part | and Szctions 5B and 5E of Part 2.
SECTION Il - APPOINTING AUTHORITY

8. NAME (First, Midale Initial, La=t) 10. TITLE 11. DOD COMPONENT/ORGANIZATION

12. DATE (¥Y¥¥WDD) 12, SIGNATURE

SECTION Il - APPOINTEE ACKNOWLEDGEMENT

| acknowledge and accept the position and responsibilities defined above. | understand that | am sirictly iable to the United
States for all public funds or payment cerfification, as appropriate, under my contrel. | have been counseled on my pecuniary liability
appllcahle fo thiz appointment and have been given written operating instructions. | certify that my official signature is shown in tem
1

& below.
14. PRINTED NAME [Firzt, Midalle Initial, [a2f) 15. DATE (YYYYMMDDY (Mot esnlier than daie in Bem 12 or 13)
16.a. DIGITAL SIGNATURE 16.b. MANUAL SIGNATURE

SECTION IV - APPOINTMENT TERMINATION
17. DATE (¥YYYMDD) 18. APPOINTEE INITIALS

The appointment of the individual named above is
hereby revoked.

13. NAME OF APPOINTING AUTHORITY 20. TITLE 21. APPOINTING AUTHORITY SIGNATURE

DD FORM 577, NOV 2014 PREVIOUS EDITION IS OBSCLETE. Ackba Designer 8.0
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DD 2657, Daily Statement of Accountability

March 26, 2020:
1) Cash to Closed-Loop transactions totaling $300.00 for the day
a) Line 6.2A increases by $300
b) Line 6.9 decreases by $300

2) Note that overall accountability does not change — cash justified by Navy Cash
server report

March 27, 2020:
1) Closed-Loop to Cash transactions totaling $200.00 for the day
a) Line 6.2A decreases by $200
b) Line 6.9 increases by $200

2) Note that overall accountability does not change — cash justified by Navy Cash
server report

March 31, 2020:
1) End of Month collections done from Ship Store and General Mess
a) Ship store turns in collection for $600
b) General Mess turns in collection for $200
¢) Line 4.1E increased by $800
d) Line 4.2A increased by $800
e) Serial number issued to deposits in accordance with EOM Summary Report
2) Closed-loop transactions zeroed out and funds reported
a) Line 6.9 increased $100
b) Line 4.2A decreased by $100
c) Serial number issued to deposit in accordance with EOM Summary Report
d) Note that overall accountability is updated for the month
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NAVSUP Pub 727 Part 2

Sample SF Form 1034 to Support Transfer of Funds from Ship’s Store Profits to MWR

UES ARLINGTON (LPD 24)

Semrdars Fory 4004 PUBLIC VOUCHER FOR PURCHASES AND WOLIGHER N
Fovinsd Diciobes 18T
:m;m o tha Tramry SERVICES OTHER THAMN PERSOMAL -m > PVE
LS. DEFARTMENT, BUREAL, OFt ESTABLISHMENT AND LOGATION DATE VOAMGHER FREFARED BCHEDULE NO.

01 OGT 2043
DEGENLIR MG ENFFIEER CONTRACT NUMBER AND DATE PAID BY

REQLISITION NURBER AND DATE

'\\ PAYING OFFICE |

¥

DIEEUREMNG OFFICER
LSS ARLINGTOM (LPD 24)

NECEZ3ARY, (OR DESIRABLE) FOR THE MORALE AND
RECREATION OF THE PERSONNEL UNIDER LY O OMMAMND. \ f_'_,.'—"'

e

|

ANDREN YASER, COR, USN

:53H 888
Dafe: 0 OCT 2019
FAYEE'S
HAME MORALE WELFARE AND RECREATION FUND DATE IWVOICE RECENVED
AMEY UES ARLINGTON (LPD 24) PAYEE
LINIT #0031
ADDREEE AE DIECOUNT TERMS
PAYEE'E ACCOUNT NUMEBER
GOVERNMENT
SHIPFED FROM T WEIGHT BL NUMBER
NUKMBER DATE OF ARTICLES OR SERVICES G- UNIT PRICE AREOUNT
AND DATE DELNERY FEmar deacTiton, B aumder of ool o Federe’ Y
OF DROER DR SERVICE ! it Seamaz COET | PER ]
DIEEURSEENT OF SHIF'E STORE PROFITS TO RECREATICN
FUND
OCTAS THE EXPENDITURE AUTHIORIZED HERE B CONEBIDERED ¥20.000.00

COMMAMDIMNG OFFICER

| EXPLANATIONAMOUNT OF PAYMENT

{Us= confinuaiion sheels T necessany) [Payss must HOT uce the cpace below) TOTAL | $=0.000.00
FATMENT: AFPROVED FOR ENCHANGE RATE DIFFERENCES
O FROVESIOHAL =§  20000.00 =51.00
¥ COMPLETE Ei
[ FARTIAL HUGH CHI, ENS, 5C, USN I8N 4—"‘" APPROVAL |

FRLAL B weril e conect b $20,000.00
[0 FROGREES: TITLE | greture or it
[0 ADVAMCE DISSURSING OFFICER
FUISUAN i ALENOrEy vesied In me, | CEstTy il Fis YOUCTET IS COMECT amd proper for yment | CERTIFICATION OF FMT

25 5EF 2018 ANDRE GRISHAM, LT, 5C,uan  albr— SUPFLY OFFICER
(D) {Austhorized Cor¥iing Oficert” Tty

ACCOUNTING CLAESIFICATION

US 17X8723 2301 023 10001 0 065972 21 000000 0000 T 5400 $20,000.00

| PAYMENT TYPE: CASH OR CHECK

| LINE OF ACCOUNTING: X008 = SHIP UIC

CHECK NURBER OR ACCOUNT OF LULUE. TREASLURY CHECK NUMBER | O (Name of bank)
EI-'I'FAT.WEMH DATE PAYEE"
|_§20.000.00 01 OCT 2043 DELMW RCBINSON el
T"‘H_Ihmm I e of CrTRry. FER
2Ihmn“n“nml—“nnmn"—nﬂhm—rdﬂ_h
ppring oca ol Ngn e ApRcE prvioed cwsr hin ofcial o
L Ay o Carpaaian, pam wrkng B TITLE
n-ﬂ-hmhhm:l TR el r«—ﬁ'-ir‘:am p-..-:'ﬂ
Trsamrart, o B cams b TREASURER
Frevious edition usabie RSN TESHIOHE :-2206

PRAVACY ACT STATEMENT

I o ey ard e arouns o be ped. Fallure

Tha nmr-mr'q.—dnnruhmhrmr-imhmd!ﬂ LB A3h and 53, fof tha porpose of disbursing Fedend mosey.  Tha isformmtios
credier o Farnia S information will hisder decharge of The seymest obi gatios
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Split Pay Option Enrollment/Disenrollment Form

NAVY CASH SPLIT PAY OPTION
ENROLLMENT/DISENROLLMENT FORM

NAME (Last, First, Ml) SSN DIVISION PHONE

Check the appropriate box and initial when responding to the following statements INITIALS

| request the Split pay Option (SPO) be started to have the indicated amount of |:| |:|
my Direct Deposit System (DDS) EFT payment sent to my Navy Cash account Yes No

| request my SPO be stopped Yes |:| No |:|

| request the indicated amount be deducted from my DDS EFT payment every payday $

| understand that by signing this document, | am requesting an amount of my pay be deducted
from my DDS EFT payment and paid to me through Navy Cash. | understand that the amount
indicated above is a per payday amount and not a monthly amount.

SIGNATURE DATE

DISBURSING OFFICE USE ONLY

STARTS STOPS
DATE DDS EFT STARTED HMO2 DATE
HMO1/HMO4 DATE LAST SPO PAYDAY DATE
AMOUNT OF SPO (PER PAYDAY) DATE DMO DATABASE UPDATED

FIRST SPO PAYDAY DATE

DATE DMO DATABASE UPDATED

REMARKS

SIGNATURE DATE

S5B-76



Section 5B — Documentation Resources NAVSUP Pub 727 Part 2

Authorization to Disclose Information Related to Stored Value Account

FOR OFFICE USE ONLY:
Cardhelder Hame Cardholder No.

FS FORM 5752 OME No. 1530-0013
Department of the Treasury AUTHORIZATION TO DISCLOSE INFORMATION

Bureay of the Fiscal Senice RELATED TO STORED VALUE ACCOUNT

IMPORTANT: You should be awane thal the making of any false, Rctitious, or fraudulent claim or stalement 1o the United States
i% & crime that is punishable by Tine andior Impri somment.

PRINTIN INK OR TYPE ALL INFORMATION

1. AUTHORITY
Al (the "Cardholder”), authorize the LS. Department of
the Treasury, Bureau of the Fiscal Service (“Fiscal Service”) and the U.S. Depariment of Defense ("Dol) and
Fiscal Service's and DoD's subordinate depariments or agencies, along with their employees, agems, and
contractors (the “Disclosing Parties”) to disclose any and all information related to my EagleCash, Mawvy Cash,
Marine Cash, or EZpay Stored Value Card account(s) ("SVC Account”) to the follawing:
[0 Military and civilian law enforcement agencies and proseculors
O other
B. Information related to my SVC Account includes, but is not limited to, my Stored YValue Card number and
associated account number; my name, addresses, and other contact information; my social security number, other
idertifying numbers and types of identification, date of birth, and other demographic information about me;
infarmation about bank account(s), including routing and account numbers, which | have linked to my SYC
Accaourt of fram which | have transferred funds to or from my SVC Account; my balance and transacton history,
includang the amaount, date, time, tracking numbers, kecation, merchants, and payees, websile usage; and cther
information associated with my SVC Accourt
. The Desclosing Parties are nat required to give me notice of disclosures made under this authonzation
O A photocopy, facsimile, or electronic copy of this signed authorization shall have the same force and effect as the
original.

2. TERM AND DURABILITY

Thiz authorization to disclose information is valid for one year from the date indicated below, unless it is revoked
sooner by sending written notice by e-mail to sve@fiscal treasury. gov, Revocation will be effective as of the date the
riotice is receved and processed by the Fiscal Service,

3. SIGNATURE
I cerdify | am the Cardholder aor am legally authorized to sign on behalf of the Cardhalder.

Sign Here:

Signature of Cardholder or Legal Representative Diate

Print Mame of Cardholder or Legal Representative E-Mail Address {Opticnal)

HOTCE UNDER PRIVACY ACT AND PAPERWORE REDUCTION ACT
AUTHORITY: SIUS.C. 5528 31 CFR 210 and E.O. 8357,
PRINCIFAL PURPOSE(S): To obtain authorization 1o disclose nformation considened private under Treasuny regulations and Privacy Act.
ROUTINE USES): The information on this form may be disclosed as generally permified under 5 U.S.C. Section 557a(b) of the Privacy Act of 1974,
a5 amended. R may be disclosed outside of the ULS. Department of the Trea sury to its Fiscal and Financial Agents and their confradions involved in
prostding SVC sendces of bothe Department of Defense (DoD) for the purpose of admintstening the Treasury SWC programs. In addtion, other
Federal, Stabte, or local government agencies that have identified 8 need to know may oblain this information for the purpeseish as identified by the
Bureay of ihe Fiscal Sandce (Fiscal Service) Routing Uses as published in the Federal Register.
DISCLOSURE: Fumishing the information |s veluntany; however, Tailure o fumish requested information may ssgnificantly deday or prevent disclosure
of the information you have requested.
We estimale i will take aboul 1 minute to complete this form, However, you are not réquired to provide the informabion requested unless a valid OMB
contrel number is displayed on the form, Any camments of suggestions regarding this form should be seni bothe U5, Depadment of ihe Treasury,
Bureau of the Fiscal Serdce, 401 147 Street SW, Washington DS 20227,

F5 Form 5752
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FS Form 2887 - Application Form for U.S. Department of the Treasury
Stored Value Card (SVC) Program

APPLICATION FORM FOR L.5. DEPARTMENT OF THE TREASURY STORED VALUE CARD (SVC) PROGRAM | OME No. 180-0013

HRECTIONE: Submit completed fiorm ko Disbursing or Finance Moz or offer suthorizesd person coondinating enroilment for the Tressury SVC program. Provide bank or
credit union Informaion T you wish bo ansfer funds from your bank or chedit union acoount bo your Treasary SVC acocunt at a Treasary SYC Klosk. For more Informakion
about e Tressury EVIC programs, please vist eaglecash.gov or ravycashogov.

PRIVACT ACT STATEMENT
AUTHORITY: PL. 104-134, Debé Colleciion mp At 1956, as ELLELC. 5544; 31 ULE.C. Beclions 1322 and 37204; 37 L.3.C. Eeclion 1007 31 CFR 210
ond 255; and E.O. 9357
PRINCIPAL PURPOEE[E k To enmil individuals in the Treasury EWC prograey i obisin suthorizaion o infiale deb® and credit enfries o iIndiidual's acoounts; and o
Taciialke colecion of any delinquent amcunts.
ROUTINE UEE{ 3] The infiormalion on this form may be discosed s gemerally pemiBed under S LUUE.C. Baction S52a(bj of B Privacy Actof 1974, as amended. kmay be
disciosed outside of the UUS. Department of e Tressury bo Es Fiscal and Financial Agents and their confracors. invoived in providing 5WVC services, or io the Department of
Defense (Dol for B purpose of administenng the Treasury SYC programes. In addiion, other Fedemni, Stile, or local govemment agencies that have identifed a meed in
kncww ey obiain this information for Se purpose{s] s dentiled by the Bureau of the Fiscal Service (Fisoal Bervice] Roulne Uses as published in e Federal Regisier.
HECLOE URE: Disdosure |5 woluntary; howeyver, fallore bo fumish reguested informafion may significant y delay or prevent your participation in Be Treasury EVC program.

BURDEN EETIMATE STATEMENT
Arcording o the Papensork Reduction Act of 1988, no persons ans requined o respond to & codecion of inforrmabion unless it dsplays a valld OME confrol number. The
trmex nesquired io comiplete this information collection 15 estimabed o sveage 10 minuiss, Inciuding e e o review insinactions, search exisiing data sources, gather and
maintzin S data nesded, and compiete: and review the coliscion of iInformation. Commenis conoeming the scouracy of the B esBmaie and suggestions for reducing this
burden should be directed fo e UUS. Department of the Treasury, Bursau of the Fiscal Service, 201 147 Srest SW, Washington DC. 20227.

1. ETORED VALUE CARD (SVC) FROGRAM AFPLYING FOR (X 25 appicabis)

O emsLECASH [ msvr CASHMARIME CASH [ omHER jSpectn

SECTION | - APPLICANT PERSONAL INFORMATION

2 RATE, RANK, TITLE 3. FIRST NAME 4. MIDDLE INITIAL | = LAST NAME

5. PAY GRADE 7. MILITARY BRANCH OR B. FULL 55N S DATECFBIRTH | 0. MOTHER'S MAIDEN NAME OR KEYWORD
COMPANY MAME {Confacirs) ALDOYYYY) (Requied by securty purposes)

1ia. MILITARY DUTY ADDRESE (For Mavisdanne Casiv include @xcigned Division, Linf, sic ) OR WORK ADDRESE (Contaciors)

b CITY C.BTATE d.ZF CooE = COUNTRY

12a. RESIDEMNCEPERMANENT ADDREEE (ot not b miltary oufy sodrexs)

b CITY . BTATE d. TP CODE e COUNTRY
13. WORK TELEPHONE NUMEER 14, CELL PHONE NUMEER 15. E-MALL ADDRESE (Mt no be millary e-mall address)

O mone
SECTION Il - APPLICANT BANK OR CREINT UNION INFORMATION (Comphes anby f lnideg Trassurny SUV0 sooouwn fo a0 aliphis U5, bank or oelf usion soooend)
15a. BANK OR CREDIT UNICHN MAME b Gy . ETATE d. ZIF CODE
17. ABA ROUTING NUMEER (D-oig number] 18, ACCOUNT NUMEER
19, ACCOUNT NAME (Vour name a5 [T appsars of Jour Jcoounif) 20. ACCOUNT TYPE X one)

Ockeckms [ aavmcs

SECTIOIN Il — STATEMENT S OF UNDERSTANDING
DEET COLLECTIONSWAINER OF PRIOR DUE PROCERS: In consideration of receiving a Tressury SVC, | Fereby knowingly amd wiumiary consent bo e Immediaie
collecton from my LLE. Sowernment pay imilary or dvillan), wiEhowt prior nofoe or prior opporfunity for a bearing or review, of any amounts el may become due and owing
o5 & nesult of my use of the Treasury EVC. This means the govemment may deduct amounts owed fom my pay as authorzed by 5 UEC. S544, 37 US.C. 1007, and offer
appicabie laws. T | am employed by a contracior or | am Ro longer recedving LS. Govemment milltary or civilan pay and amounts remain or become due or owing, |
undlersiand that the: govermement will infiaie debt coliesciion procesdures In acoordancs wilh the: Fedeml Claies Collecions Standards (31 CRR 5002504 ) and Chapiers 28-32,
Yolume 5, Dol TO00-14-R, Dol Financial Management Regulation.
EXIPIRED, LO2T, 3TOLEM, OR DAMAGED CARD: When my Treasury SvG expines, any walss remaining may b= forwanded to my ibank or credit union acoount spedfied
above. e account has besm cosed or ey value remaining on T Tressury SWE canmct be fonwanded) i e account for any oiher reason, | undersisnd that Se funds
may be ransfemed o an scoownt in the ULE. Tressury In accomdance with 21 ULS.C. 1322 or slsewiene In acoondance: with applicsbie kw and that | reSain B right bo cisim
such fumds. IFmiy Treasury SWC s st stolen, or damaged, | may b= charged & fee for 8 reposment oard.
ADDITIONAL TERME AND CONDITIONS: By using the Treasury EWViC, | agnee fo scospd the terms and condBons for use of the Treasary VG esiabished by the Issuerof
the: card. This: form may be iImaged and kept on fie slecronicaly by the U.E. Deparfiment of the: Treasury andior B3 Finandal or Flscal Agent. The slectonic Image shall be
conesidersd the legal squivalent of the original

SECTIOM IV — AUTHORIZATION TO MAKE 5VC TRANSFERS ELECTROMICALLY TO AND FROM MY BANK OR CREDIT UNION ACCOUNT
| auorize e ULS. Tressuny's Fimancial or Flscal Agent o inftisle debt and oredit enfries o my bank or oredE union account a8 Se financal instiution speciied above In
order o fufl any reguests | may make o ranster funds befwes=n my bank or credit union accound and My Treasury E0VC acoount.

. SIGHATURE 22. DATE SIGNED (RAUDD FY YY)

SECTIHON V- FOR OFFICE USE OHLY

3. IB3UED BY (DisbursingFrancal Oifce Nama ocaiion) 24, CARD NUMBER (Last s=ven digits)
P& Pl 2857 DEFARTMENT OF THE TREASLURY
BUREAL OF THE FISCAL SERVICE
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FS Form 2888 - Application Form for U.S. Department of the Treasury
Accountable Official Stored Value Card (SVC)

APPLICATION FORM FOR U5, DEPARTMENT OF THE TREASURY OME Ho. 16308030
ACCOUNTABLE OFFICIAL STORED VALUE CARD [SVC)

IDARECTIGNE: Eubmit completed form o Disbarsing or Finance JHfice. Provide bank or oredit union information F you ane authostzed io fansfer funds: from an agency bank or
et wnlon scoount i your Aocowrtabie CMoal Treasury Siored Valee Cand (EVC) account at & Treasury VG Kiosk.

AEDUNTABLE DFFICIAL PEREOMAL INFORMATION

1. RATE, RANE, TITLE I FIRST NAME 1. MIDODLE INITIAL | 4. LAST NAME
L PAY GRADE 6. MILITARY BRANCH OR 7. FULL 23M B. DATE OF BIRTH 9. MOTHER'S MAIDEN NAME OR EEYWORD
COMPANTY NAME (RO YY) [Reguired for STy pUpases)

10a. MILITARY DUTY ADDRESS (For Navywiiadne Cash incude sxsigned Dhvision, Ling, efc | OR WORK ADDRESS (Contraciors]

b CITY C ETATE d ZF CODE = DOUNTRY

11a. REEIDENCEFERMANENT ADDRESS (Liust nof be miltany dity addess)

b CITY C STATE o ZF CODE £ COUNTRY
12 WORK TELEPHOME NUMBER 13. CELL PHOME NUMEER 14, E-MAL ADDRESS

O mome
ACCOUNTABLE OFFICIAL BANK OF CREDIT UMIDN IMFORMATION
152, BAMNS, OF! CREDIT UMION NAKME b CITY . ETATE d. ZIF CODE
15. ABA ROUTING NUMBER, (0-tigh numbser] 7. ACCOUNT NUMBER
15, ACCOUNT MAME (Mame a5 # S05ears o our scoourn) 19, ACCOUNT TYPE (X one)

[0 cxeceme  [] asvncs

AREDUNTABLE OFFIGIAL LIABILITY: | acknowiedge that | am the Acoountabie OfMicial for all funds placed on this card lﬂmnybthﬂdpccmmulﬂitfﬂ'ﬂtbslnr
miszse of such Tunds. | may be releved of such EabilEy only under B procedares. detaled In Dol FMR Volume 5,
EXFIRED, LO3T, STOLEN, OR DAMADGED CARD: When the Accouninbie Oficil Treasury SYE cand expines, wmummmummmmuwm
wnlon account specied above. I he acoount Fas been closed or If any value remaining on S Treasury S%C- cannot be forsarnded 1o S account for any other reason, |
undersiand Tat the fumds may be fransfermesd io an account in the ULS. Tressury In acoprdance with 21 US.C. 13237 or sisswiens in acoordance with appicabie Bw. The
agency Ested In B 18 retains. the right to dalm such: funds. I my Acoountshie Cfficial Treasury SVE ks ost, siken, or damaged, | may be charged a fee for a repiscement
cand.
ADNTIONAL TERME AND CONDIMONE: By using the Acoountabls Ofichl Treasary SVE, | agres to acoept e temrs and condiions: for = of the Acoountable CSidal
Treasury EWVC established by the issuer of the card. This fom may b= imaged and kept on fle secronicaily by e ULS. Depariment of the Treasury andéor Bs Finamcial or
Fismal Agent, and an elechonic image shall b= consider=d the legal equivalent of B original. | represent and warmant that Fe agency isted In Bem 18 has authorized me o
obtaim s Aooountabie OMclal Tressury S5C, o nk i Bo B bank or oredit union socount Isted abowe, and o Roid, collect, snd disburse funds St ane in e sooount and on
s Accouniabie Officlal Treasury BVC. | agree o refum e Accouniable Cifidal Treasury EWVC when | no longer hold the posion &s accouniable offios for B funds andior
Accountsbie OMicer BVC acoount.

PRIVACY ACT STATEMENT

AUTHORITY: E.Q. 9357, 31 TFR 210, and 31 U.ELC. T701.

PRINCIFAL PURPO3ES: To enrll indhiduails aciing In the capacity of Accountable COfficials in the Treaswry SWE program; o obiain authortzabion o infiate debl and oedit
eniries o bank and credit union aooounts; and o fadiEate collection of any delnguent amounts.

ROUTINE USEE: The inbrmaiion on s form may be disdossd as pereraily permiifed under 5 UL.ELC. Secion 552alb]) of B Privacy Act of 1974, as amended. | may be
disciosed cutside the ULE. Deparfment of the Treasury o s Fiscal and Financal Agents and their comirachors. ineoleed In providing S5 senvices or o the Department of
Defense (Do) for the purpose of administ=ring §e Treasury SVC programs. In addiion, offer Federal, Staie, or iocal povernmment agencles that Fovee |dentfed a peed D
know ray obiain this informabion for B puposss)s) identfied by the Bursau of the Fiscal Bervice (Fisml Service) Routine Uses as published Inthe Federal Register.
Aggregale dafs sbout transacions captured bodéh on and o the Installation or ship, whether through e card’s sedronic purse: or magnetc siip, may be used o penersbs
SUMmMary kevel reporis.

DECLOIURE: Discosurs s wolurtany; howsyver, fallure io fumish requesi=d information may prevent you from participating in the Treasury SWE progrars. Yowr S3H s
E=ing requesied bo werfy your idemiTy and to faciitaie the coliscion of any amounts at may beoome due and owing o the government as a result of your use of B Treasury
ENT. Fyou do mot provide your SSN, we cannot process your application for an SWC.

EURDEN EITIMATE ETATERENT

Acconding o the Paperwort Reducion Act of 1995, no persons are required o respond o & collection of IRformadon uniess £ displays & valld OMEB comtnol rumber., The Beme
reguired {0 compiefe: this Information coliecion s esimated o average 90 minuies, Including the Bme o Feview Insfructions, seanch existing dals sounces, gather and maintain
e data nesded, and compiete and review Te coledion of imbrmation. Commeents conosming the soouacy of the time esimaie and suggesions for reducing this: burden
should be dinscied fo the LS. Depariment of the Tressary, Bureau of the: Flscal Sendoe, 404 1287 Stnest 56, Washington DC 21227,

AUTHORIEZATION TO MAKE TREAZURY 3VC TRANSFERE ELECTROMICALLY TO AND FROM BANF OR CREDT UHION ACCOUNT
| austhorize: the UE. Treasury’s Flscal or Finandal Agent o iInaie debit and credi enbries io the bank or cedit unlon account af Fe financial insfhiion spectied above In
omer i fulfll amy requests | may make o ransfer funds between Swe bank or credi wnion acoount and this Treasary WG sooount

0. POEIMoN T WHICH AFPPOINTED

1. SBIGNATURE 22 DATE SIGNED (MDD YY)

3. SIGHATURE OF CORMMANDING CFFICER /o atch copy of Accessmetds 08l 8 spaoinieunt st sigrasd by OO0 i i of OO ' sipraos 24 DATE SIGHED (DD Y YY)

[FOR OFFICE U3E DMLY

I5. ISBUED BY {DEsbursingFinance OfMoe Name/Location) 26. CARD MUMBER (Last s=ven digits)
FE FORM 3888 DEFARTMENT OF THE TREASURY
BUREAL OF THE FISCAL BERACE
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FS Form 2889 - U.S. Department of the Treasury
Stored Value Card Contractor Agreement

For official use only OMB Mo. 1530-0013
Cardholder Name:
U.S. DEPARTMENT OF THE TREASURY " o
STORED VALUE CARD ;
CONTRACTOR AGREEMENT \% Hﬂ_ﬂﬂ'_ SEHHEE

IMRECTIONS: This form collects supplermental informistion pertaining to an applicant for an SVC card whao is not an empioyes of the U.5. Depariment of Defense.
The applicant also must compiete FS Form 2887. Submit completed form to Disbursing or Finance Office: or other authorized person responsibie for coordinating

enroliment for Trensuny SVC program. For more information about the Treasury SVC programs, please wisit eaglemnsh £ov O NEVyash Eov.

PRIVACY ACT STATEMENT
AUTHORITY: P.L 104-134, Debt Collection Iﬂplwemﬂ'l.ﬂ:t 1955, s amended; 3 U.5.C 3514; 34 U.5.C. Ssctions 1322 snd I7204; 37 U.5.C. Section 1007; 31 CFR
210 and ZB3; and E.CQ. 9357.
PRINCIFAL PURPOSE[S]): To enroll individuals in the Tressury 5VC program and to facitate collection of any delinquent smounts that mey become due and cwing
5 B result of your use of the Treazry SVC
ROUTINE USE[S): The information on this form may be disciosed as genemily permitted under 3 U.5.C. Section X32a(t) of the Privacy Act of 1574, as amended. It
may be disciosed outside of the U5, Departrrent of the Treasury o its Fizcal and Finandal Apents mnd their contractors invobeed in Frm'i:irﬁ EWC senvices, of to
mn:pummntufucfﬂ'ﬁe‘l:-nm fior thee urndrrin':lﬂ'inﬁmmuu'!'s’ﬂ:mmrm. In sddition, other Federsl, State, or kool m:rrtupm:iﬁl:hut
hee identified & need to know ey otrtein this information for the purpose{s| as identified by the Buresu of the Fisol Service (Fiscal Serace] Routine Uses as
published in the Federal Register.
DSCLOSURE: Disdosure is voluntany; however, fadlure to furnish requested information may #nlﬁ-mﬂill delay or prevent lrnurpur!il:i;ﬂlinﬂ in the Trensury SVC
program.

BURDEN ESTIMATE STATEMENT
A.ncm‘dinﬁmu Paperwork Reduction Act of 1553, e pErTONS &re r:qlir:dmrﬁpunutna-:nllncﬁun of information mlﬁsi‘t:l':ph',saniu ‘OMB control
mumiber_ The time rbqlirbdtnmn'pl:t:m's information collection is Hl:i'nuw:llnmuasz 10 mi rastes, im:u:irg the tmie to review instructions, s=arch uu'.-linE
dﬂnmsﬁtﬂermﬂmiﬂaﬁnm! umnbbdbd.arﬂmpl:temﬂmiﬂ'mzcnued:inﬂ Mimwﬁm.mnmwminﬁmummqmm!ﬁn!
estimate and su.lﬁuﬁnml'nrrndu:i'g this burden should be directed to the: U.5. Diepartrrent of the Treasury, Buresu of the Fiscal Serdos, 400 145 Skreet SW,
Wﬂﬁrﬁb\:ﬂxbﬂm.

PLEASE PRINT OR TYPE ALL INFORMATION [Information Must Be Legible)

1. NAME (First. Midale Initial, Last] 2. 5DCIAL SECURITY NUMBER

3. HOME ADDRESS [Streat. Apartment Number, City, Stote, ZIP Coda)

4. PFERSOMNAL CELL PHONE H.IIEEI1 5. PERSONAL EMAIL ADDRESS 6. DRIVER'S LICENSE STATE & # or COUNTRY/PASSPORT #

7. EMPLOYER NAME 8. EMPLOYER EMAIL ADDRESS 9. EMPLOYER PHONE NUMEBER

10. EMPLOYER ADDRESS (Strewt, Swite Nwmber, City, Stote, ZF (oda)

11 SUPERVISOR'S NAME (First, Middie Initial, Last) 12 SUPERVISOR'S EMAIL ADDRESS 13 SUPERVISOR'S FHOMNE NUMBER

STATEMENTS OF UNDERSTANDING
mmmmmmmmmlnmmHHﬁmerdﬁgummIumﬂmniwmmmm:muﬁqun
mwmmwmzrmqmm:wmﬂiniﬁm debt uﬂleﬂimpfmmru N scooediance with the hwulmmmmmm‘nﬁk
200-504] and Chapters 25-32, Volume 3, Dol P000-14-F, Dol Finandal Management Reguintion.
mmmmm:&ruﬁnﬁmzrmqm I@ummptmtumsmﬂmmiﬁumfamwﬂmmwmmqmz Bsuer
of the card. Lssuance of & Treasury SWC is conditional upon your employer's confirmation of employment and their agreement to certain obligations. ¥our
anplmr:r’:ni.retu pmpﬂfagummmnquﬁuu rruwu.ﬂinm:mpuﬁnnmfnrm-uﬁm wrmrpuﬁdpuﬁonhmzﬂmufﬂltmwm. |
agree to the release of my personal information and information about my Treasury $¥'C acoount to the empioyer isted above for the purposes of verifging my
employment with the entity and for the purposes of sdministering the Treasury SVC program. This form may be imaged and kept on file electronically by the LS.
Department of the Treasury and/or its Finandial or Fiscal Agent. The slectronic image shall be considersd the legal equimlent of the ariginal.

14 REQUESTOR'S SIGMATURE 15. DATE

Department of the Treasury | Bureau of the Fioml Service F5 Form ZER9

S5B-80

Resources



Section 5B — Documentation Resources NAVSUP Pub 727 Part 2

Navy Cash Fraud Transaction Dispute Form

Page 1
Navy Cash Fraud Transaction Dispute Form

Instructions for filing a dispute:

Please note: This form is only to be used to dispute transactions that you believe are fraudulent. A fraudulent transaction
is one which you did not authorize, paricipate in, or benefit from.) If you are disputing transactions that you do not consider
to be fraudulent (disputes with a merchant or an ATM), please use the Mon-Fraud Transaction Dispute Form.

1. To submit a dispute using this form, please complete all fields below and all fields in the Transaction Claims
section for each disputed transaction. Any missing information will cause a delay in processing your dispute.

2. The form can be completed by:
+  Filling it out online and then printing it
»  Printing it and filling & out by hand

3. You may send your completed form by one of two ways:

» Faxitto 866-280-5057
«  Mailit to:
SWC Customer Service Center
Attention: Disputes
2201 Farnam St
Omaha, NE 68102

Cardholder Information

* Today's date (mmiddiyyyy)| |

* Cardholder name | |

* Card numherl | * Cardholder phone number J

* Address1 | |

* Address 2 I |

= city | |* state| | * zin| |

| certify that | did not use and that | did not authorize anyone else to use my card for the disputed transactions identified
below. | also ceriify that | did not receive any value or benefit in connection with the disputed transactions. | have made
available all information and suspicions | have about the disputed fransactions, including any information regarding the
identity of the person who wrongfully used my card for the disputed transactions.

| authorize you to share the information below with law enforcement, banking regulators, and other third parties in
connection with any investigation of the disputed transactions, including any criminal investigation. | agree to cooperate in
any such investigation and in the prosecution of any person believed to be responsible for fraudulently using my card.

| certify that the information in this Fraud Transaction Dispute Form is true and correct.

Cardholder signature Date

| am initiating a claim for the following reason. Select one:
OThe card was lost OThe card was not received

OThe card was stolen OThe card was compromised — the card was in my possession when the
unauthorized transactions took place

Mavy Cash Prepaid Fraud Dispute Form Updated Aug, 2017
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Card Number ] F‘agel:l Dfl:l

Transaction Claims

Flease fill out the amount, date, and name of the merchant for each transaction on which you are claiming fraud.

Claim 1 Amount § Date (mm/ddfyyyy) Merchant

1 | I |
Claim 2 Amount Date (mm/ddivyyy) Merchant

[ ] I |
Claim 3 Amount § Date (mm/ddhyyy) Merchant

[ ] | |
Claim 4 Amount Date (mm/ddiyyyy) Merchant

L 1 [ 1 | |
Claim 5 Amount § Date (mm/ddiyyyy) Merchant

I I I
Claim 6 Amount Date (mm/ddhivyyy) Merchant

[ ] I |
Claim 7 Amount & Date (mm/ddivyyy) Merchant

] I I
Claim & Amount Date (mm/ddivyyy) Merchant

1 [ 1 | |
Claim 9 Amount Date (mm/ddivyyy) Merchant

] I I
Claim 10 Amount 3 Date (mm/ddiyvyyy) Merchant

[ 1 I |
Claim 11 Amount % Date (mm/ddfvyyy) Merchant

[ 1] I |
Claim 12 Amount % Date (mm/ddiyvyyy) lMer-:hant l

I
Claim 13 Amount % Date (mm/ddivyyy) Merchant

L 1 [ 1 | |
Claim 14  Amount % Date (mm/ddiyvyyy) Merchant

] I |
Claim 15  Amount § Date (mm/ddivyyy) Merchant

[ ] I |
Mavy Cash Prepaid Fraud Dispute Form Updated Aug, 2017
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DD Form 1131 — Cash Collection Voucher

1. DISBURSING OFFICE COLLECTION VOUCHER NUMEER
CASH COLLECTION VOUCHER ASSIGRLOCAL CV A
2. RECEIVING OFFICE COLLECTION VOUCHER NUMBER

3. RECEIVING OFFICE

a. ACTIVITY [Name and Location (inciude ZIF Codal

b. RECENWED AMD FORVWARDED BY (Printed Name, Titie and Signaturel d DATE (Y¥YY¥Ylamdaoo,)
c. TELEPHOMWNE MUMEBER ffnciude Ares Coda)l:

COMMERCIAL: DSN:

4. DISBURSING OFFICE

a ACTIWITY [Name and Location) (include ZIP Cods)]

USS DUARTE (DD 501)

FPO 96633-3000

b. DISEURSING OFFICER (Frintad Name, Tile and Signature) d. DISBURSING STATION
WE ELLIS. ENE. 8C. USN SYMBOL NUMBER

c. TELEPHOMNE NUMEER ffncilude Ares Code): 8. DATE/YYYYMMDL)

COMMERCIAL: DSN:
5. PERIOD: a. FROM: b. TO:
8. DETALED DESCRFTION OF
6. DATE 7. MANE OF REMITTER 10. ACCOUNTING
RECEIVED DESCRPTION CF REMITTANCE oL O T VED 8- AMOUNT CLASSFICATION
Official Mail Manager Collection to refund unnsed funds an 1,000.00 | USE APPROFEIATE LINE
Crfficial hiail Manager card. OF ACCOUNTING
APPLICABLE TO THE
FUMCTIONAL AREA.
11. TOTAL 1.000.00

DD FORM 1131, DEC 2003 PREVIOUS EDITION 15 OBSOLETE. cabe Profassional 0.0
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Rules of Behavior for Users of the Navy Cash System

NOTICE AND CONSENT
When a Disbursing Officer or cardholder uses the Navy Cash system, they are accessing a U.S. Government
(USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS, which includes any attached device, you consent to the following conditions:
= The USG routinely intercepts and monitors communications on this IS for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, and personnel misconduct
(PM), law enforcement (LE), and counterintelligence (CI) investigations.
= At any time, the USG may inspect and seize data stored on this IS.
= Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose.
= This IS includes security measures, e.g., authentication and access controls, to protect USG interests—not
for your personal benefit or privacy.
= Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative
searching or monitoring of the content of privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and
work product are private and confidential.

RULES OF BEHAVIOR FOR USERS OF THE NAVY CASH SYSTEM

1. These rules of behavior for users of the Navy Cash system identify the responsibilities, expected
use and behavior of all individuals with user access to the Navy Cash system, defined as all computer
hardware (including attached devices), software, and electronic files. By your signature below, you
indicate that you have read, understand, and agree to abide by these rules of behavior.

2. You must conduct only official, authorized business on the Navy Cash system. You must access
only that data, control information, software, hardware, and firmware for which you are authorized
access, and assume only those roles and privileges for which you are authorized. Do not introduce or use
any unauthorized software, firmware, electronic files, or hardware.

3. As a Navy Cash operator, you must be authorized as a user and be assigned a unique operator ID
number at the disbursing office. In the ship’s store, once operator IDs are established in Navy Cash, they
must be entered into the Retail Operations Management (ROM) system. ROM and Navy Cash operator
IDs must match for sales receipts to be reported properly.

4. Access to Navy Cash Disbursing Application workstations or laptops or to the Navy Cash server
must be authorized at the disbursing office and is controlled by user name and password. Passwords
created by the Disbursing Application for new users, or any other default passwords, must be changed at
the disbursing office as soon as creation of the new user account is completed.

5. Passwords must be a minimum of 15 characters and less than 16 characters in length and must
begin with an alphabetic character and should use three of four character sets, i.e., upper-case letters,
lower-case letters, numbers, and special characters.

6. Always protect passwords. Passwords must be changed at the disbursing office every six months
or when you suspect it may have been compromised or it appears in an audit document. Before changing
passwords, the NCAO will first verify the users identity.
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7. As an operator, log off devices or workstations when finished working on the system. Each
operator must use their own operator ID or user ID and password when operating the Navy Cash system.
Protect devices or workstations from unauthorized access. Never leave a device or workstation
unattended while logged into the system.

8. As a matter of policy, any Agent who wants to perform any personal Navy Cash transactions in
the disbursing office must contact the NCAO or Navy Cash Deputy.

9. Each calendar quarter, the ship’s Cash Verification Team will generate card reports for all Navy
Cash Disbursing Application users to verify no unauthorized deposits were made to their accounts since
the last quarterly cash verification.

10. Follow the procedures established for the proper handling and safeguarding of the Personally
Identifiable Information (PII) associated with both Disbursing and Navy Cash operations to ensure the
security and confidentiality of all information.

11. All cardholders in the Navy Cash Stored Value Card program are granted privacy protections
under the Privacy Act of 1974 as amended. Release of information may be granted to DoD law
enforcement agencies if the head of the agency has made a written request to the U.S. Department of the
Treasury Bureau of the Fiscal Service. All materials requested shall be sent from the Bureau of the Fiscal
Service. Privacy protected information may not be released without written consent from the Bureau of
the Fiscal Service. This restriction applies to a court order of a competent jurisdiction including
subpoena.

12. Ensure that all documents, equipment, system media, or other output containing PII are properly
cleared, sanitized, marked, controlled, stored, transported, and destroyed based on sensitivity and need-to-
know.

13. Protect Navy Cash information and system resources from unauthorized access or occurrences of
misuse, sabotage, tampering, denial of service, fraud, misappropriation, or release to unauthorized
persons. Immediately report all such occurrences to the Disbursing Officer, NCAQO, or Information
Assurance Manager (IAM).

ACCEPTANCE
I have read the above Rules of Behavior for the Navy Cash System. By my signature below, I acknowledge and
agree that my access to the Navy Cash system is covered by, and subject to, such Rules. Further, I acknowledge
and accept that any violation by me of these Rules may subject me to administrative or civil and/or criminal
actions and may result in the termination or suspension of my access to the Navy Cash system at any time without
notice.

User’s Name: (printed)

User’s Signature: (signature)

Last Four Digits of User’s SSN:

Date:
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Document for Shipping Equipment with Batteries Contained in Equipment

ACCOMPANYING LITHIUM BATTERY DOCUMENT
This package contains lithium cells or batteries in the following configuration (check applicable)

LITHIUM ION
Maximum of:
e 20 Watt-hours (Wh) per cell; and
e 100 Wh per battery

LITHIUM METAL
Maximum of:
e 1 gram (g) of lithium metal per cell; and
e 2 g of lithium per battery

O Cells or Batteries Only
(ICAO/IATA Packing Instruction 965, Section Il)
Cells or batteries in a package,
without electronic equipment

Package Limit:

<2.7Wh=25kg or

> 2.7 Wh but < 20 Wh = 8 cells or

> 2.7 Wh but < 100 Wh = 2 batteries

O Cells or Batteries Only
(ICAO/IATA Packing Instruction 968, Section Il)
Cells or batteries in a package,
without electronic equipment
Package Limit:
<0.3g=25kg or
>0.3gbut<1g=28cells or
> (0.3 g but £ 2 g = 2 batteries

O Cells or Batteries Only
(ICAO/IATA Packing Instruction 965, Section
IB)

Cells or batteries in a package,
without electronic equipment

O Cells or Batteries Only
(ICAO/IATA Packing Instruction 968, Section IB)

Cells or batteries in a package,
without electronic equipment

O Contained With Equipment
(ICAO/IATA Packing Instruction 966, Section Il)

Cells or batteries contained in a package
with associated electronic equipment

O Contained With Equipment
(ICAO/IATA Packing Instruction 969, Section Il)

Cells or batteries contained in a package
with associated battery-powered equipment —
with the batteries not installed in the equipment

O Contained In Equipment
(ICAO/IATA Packing Instruction 967, Section Il)
Cells or batteries installed in equipment

X Contained In Equipment
(ICAO/IATA Packing Instruction 970, Section Il)
Cells or batteries installed in equipment

¢ This package must be handled with care. A flammability hazard exists if the package is damaged.

o |f this package is damaged in transportation, it must not be loaded until the condition of the
contents can be verified. The batteries contained in this package must be inspected for damage
and may only be repacked if they are intact and protected against short circuits.

e For more information about the batteries contained in this package, call the following telephone

number: + 1 (866) 662-8922
Name and Address of Shipper (optional)

Name and Address of Consignee (optional)
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Logs, Ledgers and Rosters

Bulk Navy Cash €Card LOg......ccceevuiieiiieeiieeiie ettt
Navy Cash® Daily Cash Transaction Ledger...........cccccevevrvevereerevrrereeerennnnns
Navy Cash® Refund Chit ............coovoveviieieeeeeceeeeeeee e
Navy Cash® Merchant Refund Log ..........cccoeueviviveeeeieeeeeeeeeeeeeee e,

Navy Cash® Card ISSUE LOg ...c.ovoviviveeieeeeeeeeeeeeeeeeeee e,

Navy Cash® Standard Merchants — CG, DDG, LPD, LSD, AS —

Accountable Officials, Cards, and Enrollment Forms........cccovvvvvveniiinnnn.

Navy Cash® Standard Merchants — LHA, LHD, LCC —

Accountable Officials, Cards & Enrollment Forms...........ccc...ccoeevveeennne.

Navy Cash® Standard Merchants — CVN —

Accountable Officials, Cards & Enrollment Forms..........ccoeevvvvvvviriiinnnnn.

USS NEVERSAIL - Navy Cash® Points Of Contact and Bank and

Credit Union ACCOUNLS .....ooeeeeeeeeeeeeeeeeeeeeeeeeeeee e,
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Bulk Navy Cash Card Log

CARD TYPE
(Instant Issue, Embossed Permanent, or Visitor)

Date

Beginning
Card Serial
Number

Ending
Card Serial
Number

Number of
Cards
Returned

Number of
Cards
Issued for
the day

Number of
Cards
Remaining

Signature for Cards /
Signature for
Verification of

Inventory
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Navy Cash® Daily Cash Transaction Ledger

CLOSED LOOP Egg':,
DATE PRINT CARDHOLDER
CASH. CLOSED. CASH. | CARDHOLDER NAME SIGNATURE
TO-CLOSED | TO-CASH TO-OPEN
TOTAL CASH- TOTAL CLOSED LOOP TOTAL CASH- NET SUM FOR CASH
TO-CLOSED LOOP TO-CASH TO-OPEN LOOP TRANSACTIONS
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Navy Cash® Refund Chit

NAVY CASH REFUND CHIT

MERCHANT NAME: SERIAL NUMBER:

ISSUED TO: DATE ISSUED:

REASON FOR REFUND:

REFUND AMOUNT: SIGNATURE OF APPROVAL AUTHORITY:
DATE PAID: SIGNATURE OF DISBURSING OFFICER:
DATE RECEIVED: SIGNATURE OF RECIPIENT:
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Navy Cash® Merchant Refund Log

Serial Name Date Amount Reason For Date
Number Issued Refund Cleared
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Navy Cash® Card Issue Log

I agree to be bound by the provisions of the Navy Cash, Marine Cash, and Navy Cash Visitor Card Cardholder Agreement.

Issue Card Issued By / Return Destruction

Name SSN' Signature

Date Number Destroyed By Date Witnessed By Date

! Note: Enter last four digits of SSN. Enter last four digits of card number for instant issue/embossed cards and entire card sequence number for visitor cards.
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Sample Rosters of Navy Cash® Merchants Activated
Navy Cash® Standard Merchants — CG, DDG, LPD, LSD, AS — Accountable Officials, Cards, And Enrollment Forms

NAVSUP Pub 727 Part 2

T ACCOUNTABLE OFFICIAL (AO) NAME ON ROUTING | ACCOUNT | AO ENROLLMENT FORM
NAME PHONE R ACCOUNT NUMBER | NUMBER | AND MERCHANT CARD
LINE OF ACCOUNTING (LOA) MERCHANTS

NAVY DISBURSING

Settles to LOA only

Yes. Signed? [X] Issued? [X]

GENERAL MESS-FOOD

Settles to LOA only

Card not required—not issued

GENERAL MESS-SURCHARGES

Settles to LOA only

Card not required—not issued

SHIP STORE

Settles to LOA only

Card not required—not issued

VENDING SODA

Settles to LOA only

Yes. Signed? [] Issued? []

VENDING STORE ITEMS

Settles to LOA only

Yes. Signed? [] Issued? []

HANGAR BAY SALES

Settles to LOA only

Card not required—not issued

PRIVATE MERCHANTS

NAVY MWR

Yes. Signed? [] Issued? []

WARDROOM MESS-FOOD

WARDROOM MESS-DUES

Yes. Signed? [] Issued? []

CPO MESS-FOOD

CPO MESS-DUES

Yes. Signed? [] Issued? []

1ST CLASS ASSN Yes. Signed? [] Issued? []
TAXI MERCHANT?® No linked bank/credit union account Yes. Signed? [] Issued? []
DUTY FUND No linked bank/credit union account Yes. Signed? [] Issued? []

OFFICIAL MAIL MANAGER

No linked bank/credit union account

Yes. Signed? [] Issued? []

POST OFFICE-STAMPS

Settles to USPS PFO account only

Card not required—not issued

POST OFFICE-MONEY ORDERS

Settles to USPS PFO account only

Card not required—not issued

POST OFFICE-METERED MAIL

Settles to USPS PFO account only

Card not required—not issued

VENDING STAMPS

Settles to USPS PFO account only

Yes. Signed? [] Issued? []

TRANSIENT MERCHANTS

FOREIGN CONCESSIONAIRE

Settles to Navy Disbursing open-loop account only

Card not required—not issued

HUSBANDING AGENT

Settles to Navy Disbursing open-loop account only

Card not required—not issued

COLLEGE COURSES

Settles to Navy Disbursing open-loop account only

Card not required—not issued

COLLEGE BOOKS

Settles to Navy Disbursing open-loop account only

Card not required—not issued

MISCELLANEOUS EVENTS

Settles to Navy Disbursing open-loop account only

Card not required—not issued

GENERIC PRIVATE MERCHANTS

PRIVATE ONE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE TWO Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE THREE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE FOUR Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE FIVE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
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Navy Cash® Standard Merchants — LHA, LHD, LCC — Accountable Officials, Cards & Enrollment Forms

MERCHANT

ACCOUNTABLE OFFICIAL (AO)

NAME

PHONE

EMAIL ADDRESS

NAME ON
ACCOUNT

ROUTING
NUMBER

ACCOUNT
NUMBER

AO ENROLLMENT FORM
AND MERCHANT CARD

LINE OF ACCOUNTING (LOA) MERCHANTS

NAVY DISBURSING

Settles to LOA only

Yes. Signed? [X] Issued? [X]

GENERAL MESS-FOOD

Settles to LOA only

Card not required—not issued

GENERAL MESS-SURCHARGES

Settles to LOA only

Card not required—not issued

SHIP STORE #1

Settles to LOA only

Card not required—not issued

SHIP STORE #2

Settles to LOA only

Card not required—not issued

VENDING SODA

Settles to LOA only

Yes. Signed? [] Issued? []

VENDING STORE ITEMS

Settles to LOA only

Yes. Signed? [] Issued? []

HANGAR BAY SALES

Settles to LOA only

Card not required—not issued

PRIVATE MERCHANTS

NAVY MWR

Yes. Signed? [] Issued? []

WARDROOM MESS-FOOD

WARDROOM MESS-DUES

Yes. Signed? [] Issued? []

CPO MESS-FOOD

CPO MESS-DUES

Yes. Signed? [] Issued? []

FLAG MESS-FOOD

FLAG MESS-DUES

Yes. Signed? [] Issued? []

1ST CLASS ASSN Yes. Signed? [] Issued? []
TAXI MERCHANT No linked bank/credit union account Yes. Signed? [] Issued? []
DUTY FUND No linked bank/credit union account Yes. Signed? [] Issued? []

OFFICIAL MAIL MANAGER

No linked bank/credit union account

Yes. Signed? [] Issued? []

POST OFFICE-STAMPS

Settles to USPS PFO account only

Card not required—not issued

POST OFFICE-MONEY ORDERS

Settles to USPS PFO account only

Card not required—not issued

POST OFFICE-METERED MAIL

Settles to USPS PFO account only

Card not required—not issued

VENDING STAMPS

Settles to USPS PFO account only

Yes. Signed? [] Issued? []

TRANSIENT MERCHANTS

FOREIGN CONCESSIONAIRE

Settles to Navy Disbursing open-loop account only

Card not required—not issued

HUSBANDING AGENT

Settles to Navy Disbursing open-loop account only

Card not required—not issued

COLLEGE COURSES Settles to Navy Disbursing open-loop account only Card not required—not issued
COLLEGE BOOKS Settles to Navy Disbursing open-loop account only Card not required—not issued
MISC EVENTS Settles to Navy Disbursing open-loop account only Card not required—not issued
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MERCHANT A LT AL (o) NAME ON ROUTING | ACCOUNT | AO ENROLLMENT FORM
NAME PHONE EMAIL ADDRESS ACCOUNT NUMBER NUMBER AND MERCHANT CARD
GENERIC PRIVATE MERCHANTS

PRIVATE ONE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE TWO Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE THREE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE FOUR Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE FIVE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE SIX Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE SEVEN Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE EIGHT Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE NINE Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
PRIVATE TEN Settles to open-loop only—bank/credit union not linked Yes. Signed? [] Issued? []
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Navy Cash® Standard Merchants — CVN — Accountable Officials, Cards & Enrollment Forms

T ACCOUNTABLE OFFICIAL (AO) NAME ON ROUTING ACCOUNT AO ENROLLMENT FORM
NAME | PHONE | EMAIL ADDRESS ACCOUNT NUMBER NUMBER AND MERCHANT CARD
LINE OF ACCOUNTING (LOA) MERCHANTS
NAVY DISBURSING Settles to LOA only Yes. Signed? [X] Issued? [X]
GENERAL MESS-FOOD Settles to LOA only Card not required—not issued
GENERAL MESS-SURCHARGES Settles to LOA only Card not required—not issued
SHIP STORE #1 Settles to LOA only Card not required—not issued
SHIP STORE #2 Settles to LOA only Card not required—not issued
VENDING SODA Settles to LOA only Yes. Signed? [] Issued? []
VENDING STORE ITEMS Settles to LOA only Yes. Signed? [] Issued? []
BEVERAGE BAR Settles to LOA only Card not required—not issued
HANGAR BAY SALES Settles to LOA only Card not required—not issued
PRIVATE MERCHANTS

NAVY MWR Yes. Signed? [] Issued? []
WARDROOM MESS-FOOD
WARDROOM MESS_DUES Yes. Signed? [] Issued? []
CPO MESS-FOOD )
PO MESS_DUES Yes. Signed? [ Issued? [
FLAG MESS-FOOD

Yes. Signed? [] Issued? []
FLAG MESS-DUES
1ST CLASS ASSN Yes. Signed? [] Issued? []
PROT RELIGIOUS SERVICES Yes. Signed? [] Issued? []
CATH RELIGIOUS SERVICES Yes. Signed? [] Issued? []
ORTH RELIGIOUS SERVICES Yes. Signed? [] Issued? []
TAXI MERCHANT No linked bank/credit union account Yes. Signed? [] Issued? []
DUTY FUND No linked bank/credit union account Yes. Signed? [] Issued? []
OFFICIAL MAIL MANAGER No linked bank/credit union account Yes. Signed? [] Issued? []
POST OFFICE-STAMPS Settles to USPS PFO account only Card not required—not issued
POST OFFICE-MONEY ORDERS Settles to USPS PFO account only Card not required—not issued
POST OFFICE-METERED MAIL Settles to USPS PFO account only Card not required—not issued
VENDING STAMPS Settles to USPS PFO account only Yes. Signed? [] Issued? []

TRANSIENT MERCHANTS

FOREIGN CONCESSIONAIRE Settles to Navy Disbursing open-loop account only Card not required—not issued
HUSBANDING AGENT Settles to Navy Disbursing open-loop account only Card not required—not issued
COLLEGE COURSES Settles to Navy Disbursing open-loop account only Card not required—not issued
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MERCHANT

ACCOUNTABLE OFFICIAL (AO)

NAME

PHONE

EMAIL ADDRESS

NAME ON
ACCOUNT

ROUTING
NUMBER

ACCOUNT
NUMBER

AO ENROLLMENT FORM
AND MERCHANT CARD

COLLEGE BOOKS

Settles to Navy Disbursing open-loop account only

Card not required—not issued

MISC EVENTS

Settles to Navy Disbursing open-loop account only

Card not required—not issued

GENERIC PRIVATE MERCHANTS

PRIVATE ONE

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE TWO

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE THREE

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE FOUR

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE FIVE

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE SIX

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE SEVEN

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE EIGHT

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE NINE

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE TEN

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE ELEVEN

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE TWELVE

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE THIRTEEN

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE FOURTEEN

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

PRIVATE FIFTEEN

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

FLAG, AIR WING, SQUADRON

MERCHANTS

STAFF CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

STAFF WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

STAFF 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

STAFF MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

CVW CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

CVW WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

CVW 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

CVW MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDNO CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDNO WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDNO 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDNO MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDN1 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDN1 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []

SQDN1 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes. Signed? [] Issued? []
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MERCHANT

ACCOUNTABLE OFFICIAL (AO)

NAME

PHONE

EMAIL ADDRESS

NAME ON
ACCOUNT

ROUTING
NUMBER

ACCOUNT
NUMBER

AO ENROLLMENT FORM
AND MERCHANT CARD

SQDN1 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN2 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN2 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN2 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [ Issued? []

SQDN2 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN3 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN3 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN3 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN3 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN4 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN4 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN4 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [ Issued? []

SQDN4 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDNS5 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN5 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN5 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN5 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN6 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN6 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN6 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN6 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN7 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN7 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN7 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN7 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN8 CPO MESS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN8 WARDROOM DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN8 1STCLASS DUES

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []

SQDN8 MWR FUND

Settles to open-loop only—bank/credit union not linked

Yes.

Signed? [] Issued? []
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Enclosure (2)

MERCHANT If,RYEM(;r1 NAME Po"::o(:; CONL’:AC; L ADDRESS Ir:é\gngU?‘lNI' NU‘;IIB;\ER ?I%CMI?BUE":;I- 1?YUPSE1; 16YCF?E1; LOA!
SHIP STORE Monthly N/A N/A N/A N/A N/A Y
VENDING STORE ITEMS Monthly N/A N/A N/A N/A N/A Y
VENDING SODA Monthly N/A N/A N/A N/A N/A Y
HANGAR BAY SALES Monthly N/A N/A N/A N/A N/A Y
GENERAL MESS FOOD Monthly N/A N/A N/A N/A N/A Y
GENERAL MESS SURCHARGES Monthly N/A N/A N/A N/A N/A Y
NAVY MWR Daily N
MARINE MWR Daily N
CPO MESS FOOD Daily N
CPO MESS DUES Daily N
1ST CLASS ASSN Daily N
WARDROOM MESS FOOD Daily N
WARDROOM MESS DUES Daily N
OFFICIAL MAIL MANAGER N/A N/A N/A N/A N/A N/A N
TAXI MERCHANT® Daily N
POST OFFICE STAMPS Daily USPS PFO 123456789 | 123456789 xxxx N
POST OFFICE MONEY ORDERS Daily USPS PFO 123456789 | 123456789 xxxx N
POST OFFICE METERED MAIL Daily USPS PFO 123456789 | 123456789 xxxx N
VENDING STAMPS Daily USPS PFO 123456789 | 123456789 xxxx N
FOREIGN CONCESSIONAIRE Daily N/A N/A N/A N/A N/A N
HUSBANDING AGENT Daily N/A N/A N/A N/A N/A N
COLLEGE COURSES Daily N/A N/A N/A N/A N/A N
COLLEGE BOOKS Daily N/A N/A N/A N/A N/A N
MISCELLANEOUS EVENTS Daily N/A N/A N/A N/A N/A N

" PYMT FREQ = Payment Frequency = Daily, Weekly, or Monthly. Weekly payments are initiated on the 8th, 15th, 22nd, and 28th of the month.
2 CUST TYPE = Customer Type = Commercial or Individual = "C" or "I"
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3 ACCT TYPE = Account Type = Savings or Checking = "S" or "C"
5 TAXI MERCHANT to be used only for taxi services set up to support the ship’s crew.

4 LOA = Line of Accounting
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Enclosure (3)

USS NEVERSAIL - Navy Cash® Points Of Contact And Bank And Credit Union Accounts — PART 2

POINTS OF CONTACT
MERCHANT PYMT NAME ON ABA ACCOUNT | CUST | ACCT | MERCHANT LISTING
FREQ' EMAIL ACCOUNT | NUMBER | NUMBER | TYPE? | TYPE? STANDARD NAME 5
NAME PHONE
ADDRESS

Daily c c N | PRIVATE ONE

Daily c c N | PRIVATE TWO

Daily c c N | PRIVATE THREE

Daily c c N | PRIVATE FOUR

Daily c c N | PRIVATE FIVE

Daily c c N | PRIVATE SIX

Daily c c N | PRIVATE SEVEN

Daily c c N | PRIVATE EIGHT

Daily c c N | PRIVATE NINE

Daily c c N | PRIVATE TEN

TPYMT FREQ = Payment Frequency = Daily, Weekly, or Monthly. Weekly payments are initiated on the 8th, 15th, 22nd, and 28th of the month.

2 CUST TYPE = Customer Type = Commercial or Individual = "C" or "|"

3 ACCT TYPE = Account Type = Savings or Checking = "S" or "C"

4LOA = Line of Accounting

5 MERCHANT LISTING STANDARD NAME = As it appears on POS screen from ship’s current merchant list. PRIVATE SIX through TEN generally assigned to large-deck ships only.
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Enclosure (4)
USS NEVERSAIL - Navy Cash® Points Of Contact And Bank And Credit Union Accounts — PART 3
POINTS OF CONTACT
T PYMT NAME ON ABA ACCOUNT | CUST | ACCT | ., MERCHANT LISTING
FREQ NAME PHONE EMAIL ACCOUNT | NUMBER | NUMBER | TYPE2 | TYPE3 STANDARD NAME
ADDRESS

Staff CPO Mess Dues Daily c c N STAFF CPO MESS DUES
Staff Wardroom Dues Daily C C N STAFF WARDROOM DUES
Staff 1st Class Dues Daily C C N STAFF 1STCLASS DUES
Staff MWR Fund Daily c c N STAFF MWR FUND
CVW CPO Mess Dues Daily c c N CVW CPO MESS DUES
CVW Wardroom Dues Daily c c N CVW WARDROOM DUES
CVW 1st Class Dues Daily c c N CVW 1STCLASS DUES
CVW MWR Fund Daily C C N CVW MWR FUND
VFA XXX CPO Mess Dues Daily C C N SQDNO CPO MESS DUES
VFA XXX Wardroom Dues Daily C C N SQDNO WARDROOM DUES
VFA XXX 1st Class Dues Daily C C N SQDNO 1STCLASS DUES
VFA XXX MWR Fund Daily C C N SQDNO MWR FUND
VFA XXX CPO Mess Dues Daily c c N SQDN1 CPO MESS DUES
VFA XXX Wardroom Dues Daily c C N SQDN1 WARDROOM DUES
VFA XXX 1st Class Dues Daily c c N SQDN1 1STCLASS DUES
VFA XXX MWR Fund Daily c C N SQDN1 MWR FUND
VFA XXX CPO Mess Dues Daily C C N SQDN2 CPO MESS DUES
VFA XXX Wardroom Dues Daily C C N SQDN2 WARDROOM DUES
VFA XXX 1st Class Dues Daily C C N SQDN2 1STCLASS DUES
VFA XXX MWR Fund Daily C C N SQDN2 MWR FUND
VF XXX CPO Mess Dues Daily C C N SQDN3 CPO MESS DUES
VF XXX Wardroom Dues Daily c c N SQDN3 WARDROOM DUES
VF XXX 1st Class Dues Daily c c N SQDN3 1STCLASS DUES
VF XXX MWR Fund Daily c c N SQDN3 MWR FUND
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POINTS OF CONTACT

- PYMT NAME ON ABA ACCOUNT | CUST | ACCT | ., MERCHANT LISTING
FREQ' EMAIL ACCOUNT | NUMBER | NUMBER | TYPE? | TYPE3 STANDARD NAMES
NAME PHONE PSTEEe

VS XXX CPO Mess Dues Daily C C N SQDN4 CPO MESS DUES
VS XXX Wardroom Dues Daily C C N SQDN4 WARDROOM DUES
VS XXX 1st Class Dues Daily C C N SQDN4 1STCLASS DUES
VS XXX MWR Fund Daily C C N SQDN4 MWR FUND

VAQ XXX CPO Mess Dues Daily c c N SQDN5 CPO MESS DUES
VAQ XXX Wardroom Dues Daily C c N SQDN5 WARDROOM DUES
VAQ XXX 1st Class Dues Daily c c N SQDN5 1STCLASS DUES
VAQ XXX MWR Fund Daily C c N SQDN5 MWR FUND

VAW XXX CPO Mess Dues Daily c c N SQDN6 CPO MESS DUES
VAW XXX Wardroom Dues Daily C c N SQDN6 WARDROOM DUES
VAW XXX 1st Class Dues Daily c c N SQDN6 1STCLASS DUES
VAW XXX MWR Fund Daily c c N SQDN6 MWR FUND

HS XXX CPO Mess Dues Daily C c N SQDN7 CPO MESS DUES
HS XXX Wardroom Dues Daily c c N SQDN7 WARDROOM DUES
HS XXX 1st Class Dues Daily C c N SQDN7 1STCLASS DUES
HS XXX MWR Fund Daily c c N SQDN7 MWR FUND

XX XXX CPO Mess Dues Daily C c N SQDN8 CPO MESS DUES
XX XXX Wardroom Dues Daily c c N SQDN8 WARDROOM DUES
XX XXX 1st Class Dues Daily c c N SQDNB8 1STCLASS DUES
XX XXX MWR Fund Daily C c N SQDN8 MWR FUND

" PYMT FREQ = Payment Frequency = Daily, Weekly, or Monthly. Weekly payments are initiated on the 8th, 15th, 22nd, and 28th of the month.

2 CUST TYPE = Customer Type = Commercial or Individual = "C" or "|"

5 MERCHANT LISTING STANDARD NAME = As it appears on POS screen from ship’s current merchant list.

3 ACCT TYPE = Account Type = Savings or Checking = "S" or "C"
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Ready. Resourceful. Responsive!

NAVSUP Publication 727 Navy Cash® Financial System .
Standard Operating Procedure NAVISUP.

NAVAL SUPPLY SYSTEMS COMMAND

SECTION 5C - Navy Cash References

This section contains a listing of known acronyms, terms,
definitions, error codes (with descriptions) and other reference
information useful to working in the Navy Cash environment.
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NAVY CASH-RELATED PUBLICATIONS

NAVSUP P-487 — Ships Store Afloat Operational Forces S-3 Procedures; September 2019
NAVSUP P-485 — Operational Forces Supply Procedures

LIST OF ACRONYMS, TERMS, AND DEFINITIONS

ACH Automated Clearing House

ADNS Automated Digital Network System

ATM Automated Teller Machine

BIN Bank Identification Number

BUPERS Bureau of Naval Personnel

CAD Card Access Device (also known as Card Accepting Device) (card
reader) used to record sales transactions in vending machines

CIR The Treasury’s Collections Information Repository (CIR) is a web-
based tool that provides information on deposits and collections. Used
primarily to confirm 215s/5515s and reconcile 1219s

Closed Loop The stored value on a Navy Cash card used for purchases on a ship. Also
know as Navy Cash, the closed loop can only be used on board ship, but
it can be used on any ship equipped with the Navy Cash system.

CO Commanding Officer

COPE Custodian of Postal Effects

DASR Disbursing Accountability Summary Report

DDS Direct Deposit System

DFAS Defense Finance and Accounting Service

DMM Domestic Mail Manual

DoD FMR Department of Defense Financial Management Regulation

DSN Defense Switched Network

DSSN Disbursing Station Symbol Number

EFT Electronic Funds Transfer

EOD End Of Day

EOM End Of Month

EPOS Electronic Point-Of-Sale

FDNF Forward Deployed Naval Forces

FEG Field Examination Group

S5C-104



NAVSUP Pub 727 Part 2

FLC
FRBKC
FRB-TCC
FSO
GMT
Hotlist

IEOD
ISNS
ISO
Kiosk

LAN
LOA
LSC
LSR

Mastercard® Debit

MICR
MMPA

MSO

MWR
NAVPERS
NAVCOMPT
NAVSUP
Navy Cash

NCAO
NEXCOM
NIC

NOC

Section 5C — Navy Cash References

Fleet Logistics Center

Federal Reserve Bank of Kansas City

FRB Tampa Call Center

Food Service Officer

Greenwich Mean Time (Navy Cash “clock” is set to GMT/UTC)

List of Navy Cash cards (accounts) that have been reported lost or stolen
to the Navy Cash system. A card on the hot list is rendered inoperable.

Indicate End Of Day (EOD)
Integrated Shipboard Network System
International Standards Organization

Cashless ATM (card reader) permanently installed on board ship and
used by Navy Cash cardholders to perform various financial transactions
and manage their Navy Cash (closed-loop) and Mastercard® Debit
(open-loop) accounts.

Local Area Network

Line Of Accounting

Logistics Support Center
Logistics Support Representative

The stored value on a Navy Cash card used for purchases off the ship.
Also known as the open loop, Mastercard® debit can only be used off
the ship, but it provides access to funds in the Mastercard® debit
account to pay for purchases ashore everywhere Mastercard® debit
cards are accepted and to obtain local currency at any ATM ashore that
carries the Mastercard®®, Maestro®, or Cirrus® brand mark.

Magnetic Ink Character Recognition

Master Military Pay Account

Merchant Sales by Operator (a type of Navy Cash application report)
Morale, Welfare, and Recreation

Navy Personnel Command

Navy Comptroller

Naval Supply Systems Command

The stored value on a Navy Cash card used for purchases on a ship. Also
the Navy Cash closed loop can only be used on board ship; but it can be
used on any ship equipped with the Navy Cash system.

Navy Cash Accountable Officer
Navy Exchange Services Command
Network Interface Card

Network Operations Center
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NSF
NWCF
OMM
Open Loop

OSI
PIN
PMS
POS

PRNOC
RIC

ROM
SAM
SATCOM
SIK
SIMA
SODA
SOP

SPO
SSEC
SSN
SSPN
TYCOM
UARNOC
USPS
UTC

NAVSUP Pub 727 Part 2

Non Sufficient Funds
Navy Working Capital Fund
Official Mail Manager

The stored value on a Navy Cash card used for purchases off the ship.
Also known as Mastercard® Debit, the open loop can only be used off
the ship, but it provides access to funds in the open-loop account to pay
for purchases ashore everywhere Mastercard® cards are accepted and to
obtain local currency at any ATM ashore that carries the Mastercard®,
Maestro, or Cirrus brand mark.

Operating Space Item
Personal Identification Number
Planned Maintenance System

Point Of Sale card reader used to record sales transactions. Handheld
device that can be operated in online or offline modes.

Pacific Region Network Operations Center

Routing Identification Code

Resale (Retail) Operations Management

Secure Access Module

Satellite Communications

Subsistence In Kind

Shore Intermediate Maintenance Activity

Statement Of Deposit Activity

Standard Operating Procedure

Split Pay Option

Ship’s Store Electronic Catalog

Social Security Number

Ship’s Store Profits Navy

Type Commander (ship type)

Unified Atlantic Region Network Operations Center
United States Postal Service

Coordinated Universal Time (Navy Cash “clock” is set to UTC/GMT)
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ACH Return Codes and Descriptions

Return Codes Return Reason

RO1 Insufficient Funds

RO2 Account Closed

RO3 No Account/Unable to Locate Account

R0O4 Invalid Account Number

RO5 Unauthorized Debit to Consumer Account Using Corporate SEC Code

RO6 Returned per ODFI's Request

RO7 Authorization Revoked by Customer

ROS8 Payment Stopped

RO9 Uncollected Funds

R10 Customer Advises Entry is Unauthorized, Improper, Ineligible, or
Part of an Incomplete Transaction

R12 Account Sold to Another DFI

R13 Invalid ACH Routing Number

R14 Representative Payee Deceased or Unable to Continue in that Capability

R15 Beneficiary or Account Holder (Other than Representative Payee)
Deceased

R16 Account Frozen/Entry Returned per OFAC Instruction

R17 File Record Edit Criteria

R20 Non-Transaction Account

R21 Invalid Company Identification

R22 Invalid Individual ID Number

R23 Credit Entry Refused by Receiver

R24 Duplicate Entry

R29 Corporate Customer Advises Not Authorized

R31 Permissible Return Entry (CCD and CTX only)

R37 Source Document Presented for Payment

R38 Stop Payment on Source Document

R39 Improper Source Document/Source Document Presented for Payment

R50 State Law Affecting RCK Acceptance

R51 Item is ineligible, Notice Not Provided, Signature Not Genuine, or Item
Altered (adjustment entries)

R52 Stop Payment on Item (adjustment entries)

R53 Item and RCK Entry Presented for Payment

R61 Misrouted Return

R67 Duplicate Return

R68 Untimely Return

R69 Field Error(s)

R70 Permissible Return Entry Not Accepted/Return Not Requested by ODFI

R71 Misrouted Dishonored Return

R72 Untimely Dishonored Return

R73 Timely Original Return

R74 Corrected Return

R75 Return Not a Duplicate
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R76

No Errors Found

ACH Notification Codes and Descriptions

Notification Code

Notification Description

Co1
C02
C03
Co04
C05
C06
Co7

C08
C09

C13
Cl14

Incorrect DFI Account Number

Incorrect Transit/Routing Number

Incorrect Transit/Routing Number and Incorrect DFI Account
Incorrect Individual Name/Receiving Company Name
Incorrect Transaction Code

Incorrect DFI Account Number and Incorrect Transaction Code
Incorrect Routing Number, Incorrect DFI Account Number, and Incorrect
Transaction Code

Incorrect Receiving DFI Identification (IAT only)

Incorrect Individual Identification Number/Incorrect Receiver
Identification Number

Addenda Format Error

Incorrect SEC Code for Outbound International Payment

Deposited Item (Check) Return Reasons

Notification Code

Notification Description

P01
P02
P03
P04
P05
P06
P07
P08
P09
P10
P11
P12
P13
P14
P15
P16
P17
P18
P19
P20
P21
P22

Insufficient Funds

Account Closed

Stop Payment
Endorsement

Uncollected Funds
Signature

Refer to Maker

Date

Unlocated

Not Authorized/Ineligible
Signature(s) Irregular

Non Negotiable

Funds Frozen
Altered/Fictitious Item
Unable to Process (e.g., Mutilated Item)
Item Exceeds Dollar Limit
Branch/Account Sold (Wrong Bank)
Stop Payment Suspect
Unusable Image

Image Fails Security Check
Cannot Determine Amount
See Check
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SECTION 5D - Software & Devices User Guide

This section is a brief placeholder for describing what the overall
purpose of this part of Section 5 will help the disbursing officer
accomplish in their duties. Emphasize important reminders here.
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Software

There are three applications loaded on each of the devices, the Navy Cash Shell, Navy Cash
Application, and Remote Update Tuner. These three applications are installed on the devices as part
of the initial operating system image.

1. Navy Cash Shell. The NavyCashShell is a background monitoring application that ensures the
Navy Cash application is always running and serves as a status indicator during Navy Cash
Application updates. The NavyCashShell also ensures that users do not have access to the Windows
operating system on the device if the Navy Cash Application is not running.

2. Navy Cash Application. Navy Cash is the primary application on each of the devices. The Navy
Cash POS Application, CAD Application, and Kiosk Application run on top of the NavyCashShell
monitoring application. The Navy Cash POS, CAD, and Kiosk Applications are always running,
unless they are being remotely updated. In that case, the NavyCashShell displays a “Please
Wait...Navy Cash System Update in Progress” message to the user until the POS, CAD, or Kiosk
Application is installed and restarted.

3. Remote Update Tuner. The Remote Update Tuner allows for remote updates to the
NavyCashShell, POS, CAD, and Kiosk Applications, and Remote Update Tuner as well as some
other remote application capabilities.

Devices

1. Navy Cash Point of Sale Device (POS). The POS is a portable, handheld device that is used to
record sales transactions in the Navy Cash system. It can be operated on line or off line and has a
battery backup for use in the portable mode or in the event of power failure in order to continue to
operate and protect data. The disbursing office has POSs that may be checked out when required.
Since a limited number of these devices are available, they must be returned to the disbursing office
as soon as possible after use.

2. Navy Cash Card Accepting Device (CAD). The CAD is installed in vending machines and can
read the closed-loop account on the Navy Cash card and interact with the Navy Cash server. The
CAD allows cardholders to purchase items from the vending machines and records the sales
transactions in the Navy Cash system. Because the transactions in vending machines are small in
value, CADs don’t support entry of Personal Identification Numbers (PINs).

3. Navy Cash Kiosk. The Navy Cash kiosk is a self-service kiosk that can read the chip on the
Navy Cash card and interact with the Navy Cash server. The kiosk allows cardholders to move funds
between their bank and credit union accounts ashore and their Navy Cash closed-loop and open-loop
accounts, to change their Personal Identification Numbers (PINs), and to check in to the ship.
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A - Point of Sale (POS)

1. General.

a. General Screen Layout. The screen on the Navy
Cash POS consists of a Main Screen displayed between a
Header Bar above and a Status Bar below.

b. Header Bar. The header bar has a Navy Cash
HEW?CEISI‘I Loguff logo in the center, a battery life indicator on the left, and
an option to Logoff on the right. If an operator is not
logged on, the logoff option is not show.

Welcome to Navy Cash

DISBO, DL - TEST
C. Main Screen

Insert Card or Select Begin Sale

IS Shav d. Status Bar. The status bar displays the current

date and time in the center and has indicators for
online/offline status, SD card, and internal and SD-card
queue messages.

08/25/2009 (1)  Online/Offline Status Indicator. “Offline
8575 8575
£ unan & Indicator” is displayed if POS does not receive “PING”
message from Navy Cash server within 30 seconds. If
POS is online to server, no indicator is displayed. POS

E will operate in offline mode, but must be online to
synchronize with server.

(2)  SD Card Indicator. “No SD Card
Indicator” is displayed if an SD card is not installed in the
POS. If an SD card is installed, no indicator is displayed.
If the “No SD Card Indicator” is displayed, install an SD
card. The device will not allow purchases if the SD card
is not present.

(3)  Current Date and Time. Current date and
time is displayed in the center of the status bar in the
format. The time is displayed in Greenwich Mean Time
(GMT) and is synchronized with the Navy Cash server.
Users cannot configure the time.
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e (4) Internal Queue Message Indicator.

\_; 10 “Internal Queue Message Indicator” is displayed when
there are messages in the internal queue. If there are no
messages in the queue, no indicator is displayed. The
POS generates messages during its operations. These
messages are stored in an internal queue and in an SD
card queue. Both message queues hold up to 10,000
messages. The number shown in the “Internal Queue
Message Indicator” indicates the total number of

10 & messages in the queue.

(5) SD Card Queue Message Indicator. “SD
Card Message Indicator” is displayed when there are
messages in the SD card queue. If there are no messages
in the queue, no indicator is displayed. The number
shown in the “SD Card Message Indicator” indicates the
total number of messages in the queue.

2. Admin Mode — Setting Up the POS

Introduction. In the Admin Mode, a user can change the admin password, set the Terminal ID,
view diagnostic information, change the operational state of the device from Normal Mode to
Proxy Mode, and configure the device’s IP address. To complete some admin functions, a POS
must be able to communicate with the Navy Cash server.

When in Admin Mode, a POS is not in an operational state, i.e., no sales, PIN changes, or other
cardholder-related activities are allowed. When a user selects the option to exit the Admin Menu
screen or reboots the POS, the device returns to the currently selected operational state.

Ship’s Local Area Network (LAN). A POS in normal mode may be plugged into the ship’s LAN
(Ethernet connection) at any operating Navy Cash POS connection point or download box, e.g.,
in the disbursing office, general mess, private mess, MWR, post office. A POS listens on the
selected TCP/IP port for incoming connections from the Navy Cash server.

Navy Cash Workstation. A POS in proxy mode may be connected to a Navy Cash workstation
(USB connection). The Proxy Application on the workstation handles communications between
a POS and the Navy Cash server.

Create Admin Password. When a POS is run for the first time, an admin password must be
created. A POS cannot proceed past the Create Admin Password screen until a password has
been set successfully. The admin password must be a six-digit numeric value. To create an
admin password:
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= NavyCash

Create Admin Password

= NavyCash

Confirm Admin Password

3. Entering Admin Mode

The POS prompts the user to enter an admin password.

The “OK” button is disabled until six digits are entered.
Use the keypad to enter a six-digit numeric password.

If any digits are entered incorrectly, touch the “CLR”
button to clear the entry textbox, and re-enter the
password.

After six digits are entered, the entry textbox turns green,
and the “OK” button is enabled. Touch the “OK” button
to continue.

The device prompts you to confirm the admin password.

Confirm the admin password by using the keypad to re-
enter it.

If any digits are entered incorrectly, touch the “CLR”
button to clear the entry textbox, and re-enter the
password.

If you choose not to set the admin password, touch the
“Cancel” button to return to the Create Admin Password
screen. You will not be able to proceed any further until
an admin password is set.

After six digits are entered, the entry textbox turns green,
and the “OK” button is enabled. Touch the “OK” button
to continue.

POS verifies both passwords match.

If the passwords do not match, the entry textbox turns red,
and a “Password Mismatch. Re-enter.” message is
displayed. You must enter and confirm the admin
password again or cancel.

If the passwords match, the admin password is set, and
the Admin Menu screen is displayed.

You may enter admin mode at any time a POS is idle, and a POS is considered to be idle
when no card is inserted and a transaction is not in progress. To enter admin mode:
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= NavyCash Logoff

= NavyCash Logoff

Enter Admin Password

= NavyCash

Admin Menu

Terminal 1d

Section 5D —Software & Devices User Guide

Touch Navy Cash logo on header bar.

An Admin Password Entry screen displays, prompting
you to enter the admin password. Enter the six-digit
password.

If any digits are entered incorrectly, touch the “CLR”
button to clear the entry textbox, and re-enter the
password.

If the admin password is entered incorrectly more than
three consecutive times, you will be locked out of Admin
Mode for one hour.

After one hour, you may try to enter Admin Mode again.
The lockout period is maintained even if the device is
rebooted.

After six digits are entered, the entry textbox turns green,
and the “OK” button is enabled. Touch the “OK” button
to continue.

The POS verifies the password entered matches the
password stored on the device.

If the password is not valid, the entry textbox turns red,
and a “Password Invalid. Re-enter.” message is displayed
on the Admin Password Entry screen instead of “Enter
Admin Password.”

If the password is valid, the Admin Menu screen is
displayed.
If you touch the “Cancel” button on the Admin Password

Entry screen, the device will return to the current
operational state.

Admin Menu Screen. The Admin Menu screen allows a
user to view and configure POS settings. The buttons on
the screen depict the options available:

“Change Password” (admin password)
View and set “Terminal ID”
View “Diagnostic” information,

View and change operational “State”
(from Normal Mode to Proxy Mode)

Set “IP Address”
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4. Change POS Admin Password

To change the admin password for the POS:

= NavyCash

Enter Old Password

= NavyCash

Enter New Password

On the Admin Menu screen, touch the “Change
Password” button.

When Enter Old Password screen is displayed, enter the
old password. The entry textbox turns green and the “OK”
button is enabled when six digits have been entered.

If any digits are entered incorrectly, touch the “CLR”
button to clear the entry textbox, and re-enter the
password.

If you decide not to change the password, touch the
“Cancel” button to return to the Admin Menu screen.

After six digits are entered, the entry textbox turns green,
and the “OK” button is enabled. Touch the “OK” button
to continue.

The device verifies the old password entered matches the
password stored on the device.

If the old password is not valid, the entry textbox turns
red, and a “Password Invalid. Re-enter.” message is
displayed.

If the password is valid, the Enter New Password screen
is displayed.

Enter the new password.

If any digits are entered incorrectly, touch the “CLR”
button to clear the entry textbox, and re-enter the new
password.

If you decide not to change the password, touch the
“Cancel” button to return to the Admin Menu screen.

After six digits are entered, the entry textbox turns green,
and the “OK” button is enabled. Touch the “OK” button
to continue.
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= NavyCash

Confirm New Password

5. View and Set POS Terminal ID

Section 5D —Software & Devices User Guide

A Confirm New Password screen is displayed. Re-enter
the new password to confirm it.

If any digits are entered incorrectly, touch the “CLR”
button to clear the entry textbox, and re-enter the new
password again to confirm it.

If you decide not to change the password, touch the
“Cancel” button to return to the Admin Menu screen.

The entry textbox turns green and the “OK” button is
enabled when six digits are entered. Touch the “OK”
button.

POS verifies both passwords match.

If the passwords do not match, the entry textbox turns red,
and a “Password Mismatch. Re-enter.” Message is
displayed. You must enter and confirm the new admin
password again, or touch the “Cancel” button to return to
the Admin Menu screen.

If the passwords match, the new password is set, and the
Admin Menu screen is displayed.

To view and set the terminal ID for the POS:

= NavyCash

Terminal ID
1235698 745625863

On the Admin Menu screen, touch the “Terminal ID”
button.

If a Terminal ID is already set, a Terminal ID screen is
displayed. If a Terminal ID is not set, a Terminal ID Entry
screen displays.

From the Terminal ID screen, touch the “Update” button
to display the Terminal ID Entry screen and set a new
Terminal ID. If you do not want to change the Terminal
ID, touch the “Cancel” button to return to the Admin
Menu screen.
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=) NavyCash On the Terminal ID Entry screen, enter the new 16-digit

Enter 16 Digit Terminal 1D Terminal ID.

1235698745625863 If any digits are entered incorrectly, touch “CLR” button
to clear entry textbox, and re-enter Terminal ID.

If you decide not to change the Terminal ID, touch
“Cancel” button to return to Admin Menu screen.

After you have entered 16 digits, entry textbox turns
green and “OK” button is enabled. Touch “OK” button to
continue.

If Terminal ID is valid, POS Terminal ID is set, and
Admin Menu screen is displayed.

DEN152008
1425 GMT

6. View POS Diagnostic Information

The Diagnostic screen allows the user to view system diagnostic information for the POS. The

Diagnostic screen uses four tabs to display this diagnostic information; App, System, Network,
and Queue. Touching the “Done” button at any time returns you to the Admin Menu screen. To
view diagnostic information:

= NavyCash Touch the “Diagnostic” button on the Admin Menu
| l | screen.
App | system | network | Q ) :
.r =t r Eoiek] Qe Diagnostic screen defaults to the App tab. App tab
Application Yersion: 1.0.0.0 . . . .
k displays the following information:
Last Update: 08/14/2009 11:30
DEAGE SEates Norrmal Mods Application Version — Navy Cash POS application
Enlwe Oncrier Eoooms” T Mk Erdars version running on the POS.
PRt Lt tpinte:.  D902009 100 Last Update — Date/time Navy Cash POS application
Wamber Hotistad Cards: % last updated via remote updater.
Database Yersion: 1.00 . X
T - - Device State — Operational state of POS (Normal or
Proxy mode).

Enforce Operator Logon — Current value of Enforce
DENSI00

- User Logon Proxy mode setting, either “Force
Operator Logon” or “Do Not Enforce Logon”.

Hotlist Last Update — Last date/time hotlist was

updated.

Number of Hotlisted Cards — Number of cards in
hotlist.

Database Version — Version of Navy Cash POS
database on the POS.

SD Card Database Version — Version of Navy Cash
POS database on SD card, if SD card present.
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Touch the System tab to proceed to next tab. System
tab displays following information:

Operating System — POS Windows operating

= NavyCash system version.

App | System : Network | Queue | Main Battery — Percent of life remaining in main
Operabing System: battery.

Microsoft Windows CE 5.0.1400 . L. .
ity il % Backup Battery — Percent of life remaining in
Backup Battery: 100 % ] backup battery.

SAM Status: Present SAM Status — Status of SAM, i.e., Present, Not

Chip Yersion: Insert Card Present, or Error Code.

o T VSt Gt Chip Version —Chip version number if a card is

SO Card Stotus: Present inserted or “No Card Inserted.” if no card is
inserted.

Chip Date —Chip manufacturing date if card
14231 GMT inserted or “No Card Inserted.” if no card inserted.

SD Card Status — Status of SD card, i.e., Present,
Not Present, or Full.

Touch the Network tab to proceed to next tab.
Network tab displays following information:

Network Connectivity — If POS has not received
“PING” message from Navy Cash server in over

App | System | etwork | Queve | 30 se.001’1’d.s, Qfﬂme is displayed. Otherwise,
’ Online” is displayed.
Network Connectivity: Orline
e : i Server Logon — If POS is online and has logged on
' to Navy Cash server, “Logged On” is displayed. If

- et POS is Offline or has not logged on to Navy Cash

Port: 3999 server, “Not Logged On” is displayed.

P gt e IP Address —IP Address of POS.

Terminal ID: 1234567899998853 ) ) )
Port —Port POS listens on for incoming
connections from Navy Cash server.

Operator — Name or ID of operator currently

logged on. If no operator logged on, “No Operator
Logged On” is displayed.

Terminal ID —Terminal ID of POS.
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=) NavyCash Touch the Queue tgb to proceeq to next tab. Queue
pob | S| gk Qomoe] tab displays following information about messages
b et il MLl e waiting to be uploaded to Navy Cash server from

Internal  SD Card internal message queue and, if installed, SD card
Total Messages: 0 ] message queue:
ST g 2 Total Messages — Total number of all messages in
T E z internal and SD card queues.

i Transactions — Number of EFT transaction
Card Burns: a 0
messages.

Capacity Left: [ e T Errors — Number of error messages.

Reversals — Number of EFT reversal messages.
Card Burns — Number of card burn messages
067512005 generated after insertion of hotlisted cards.
Capacity Left — Percent of message capacity
remaining.
Note: Messages are cleared from message queues when
successfully uploaded to Navy Cash server.

Touch the “Done” button at any time to return to
Admin Menu screen.

7. Set IP Address

The POS may be set to Dynamic Host Configuration Protocol (DHCP) or to a Static IP address.
To set the [P Address configuration:

On the Admin Menu screen, touch the “IP Address”
button.

=3 NavyCash

IP Address
The IP Address screen is displayed.

@ DHCP Port: e

: If you decide not to change the IP Address, touch the
@ Static IP “Cancel” button to return to the Admin Menu screen.

-1 § 114 | Select either the DHCP or Static IP radio button.

If you select Static IP, then you may change only the last
two octets of the IP address.

If you select DHCP, then you must enter the “secret” key,
999.999, for the last two octets so the first two octets and
the Port become editable.

Use the keypad to enter the desired IP setting and/or Port
and touch the “OK” button.

If Static IP is selected, the POS validates the IP address. If DHCP is selected, the POS will
ensure the port is in the range 1-65,535. The device IP and/or port configuration is set
accordingly. If any part of the IP address is invalid, including the port, then an “IP Address
Invalid” message displays, and the invalid items are highlighted in red.

S5D-122



NAVSUP Pub 727 Part 2 Section 5D —Software & Devices User Guide

8. View and Change POS Operational State

In the Normal Mode operational state, the POS is connected to the ship’s LAN via Ethernet
connection to communicate with the Navy Cash server. In the Proxy Mode operational state, to
communicate with the Retail Operational Management (ROM) application in the Ship’s
Store/Sales Office and with the Navy Cash Disbursing Application in the disbursing office, the
POS is connected to a workstation via a USB connection. The Navy Cash Proxy installed on the
workstations handles communications with the applications and the Navy Cash server. To
change the operational state of the POS:

= NavyCash From the Admin Menu screen, touch the “State” button.
Device State The Device State screen is displayed.

© Normal Mode If you do not want to change the operational state, touch
@ Proxy Mode the “Cancel” button to return to the Admin Menu screen.

Select the desired state, Normal Mode or Proxy Mode,
and touch the “OK” button.

If Normal Mode was selected, the Device State is set to
Normal Mode, and the Normal Mode Menu is displayed.

If Proxy Mode was selected, the Device State is set to
Proxy Mode, and the Enforce User Logon screen is
displayed.

9. Normal Mode Menu

The Normal Mode Menu is displayed after selecting Normal Mode on the Device State screen.
A user may configure Merchants, Events, and Amounts from the Normal Mode Menu.

= N avrﬂash a. Merchants. The term merchant describes the location
of the POS.

Normal Mode requires that at least one merchant has been
configured on the POS.

Mormal Mode Menu

At startup, the POS checks to make sure settings are

If there is not at least one configured merchant, an “Error
Initializing Device State, No Configured Merchants.”

v
message is displayed.

6152005
1032 GMT

You must add at least one merchant to the POS. You can
view and configure up to ten merchants on the POS.
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=)  NavyCash
Current Merchants

1ST CLS AS
MISC EVNTS
WM FOOD

Merchant Limit Reached.

Remove a Merchant or
Cancel.

=)  NavyCash

Select up to 9 more Merchants

Ra 15T CLS AS
(L 2ZND CLS AS
C 1CDUE
C CM DUE
C MW FUND
C WM DUE
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b. View and Configure Merchants

Ensure POS is online, so POS can retrieve current list of
merchants from Navy Cash server.

On Normal Mode Menu, touch “Merchants” button.
Current Merchants screen displayed.

Touch “Done” button at any time to return to Normal
Mode Menu.

Current Merchants screen contains list of current
configured merchants (if any) and buttons to add, remove,
or clear merchants.

“Add” button is disabled if POS is offline.

“Remove” button is disabled if there are no configured
merchants.

“Clear” button is disabled if there are no configured
merchants.

c. Add Merchants

On Current Merchants screen, touch “Add” button.

If maximum number of 10 configured merchants already
reached, “Merchant Limit Reached” message is displayed.
Touch “Remove Merchant” button to remove a merchant,
or touch “Cancel” button to return to Current Merchants
screen.

If maximum number of merchants not reached, POS
displays “Please Wait ...Getting Available Merchants”
message with a progress bar while it queries Navy Cash
server for list of available merchants.

If POS goes offline, an error message is displayed, and
POS returns to Current Merchant screen.

A list of available merchants from the Navy Cash server
is displayed. Select one or more new merchants.

If you choose not to add any merchants, touch “Cancel”
button to return to Current Merchants screen. Touch
“OK” button to add selected merchants to configured
merchants on POS and return to Current Merchants
screen.
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NavyCash

Select Merchant{s) to Remove

v 15T CLS AS
MISC EVNTS
WM FOOD

NavyCash

sure you want to

evenls?

=

NavyCash

MNormal Mode Mernu

2T BT
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d. Remove Merchants

On Current Merchants screen, touch “Remove” button.
A list of configured merchants is displayed.

If you choose not to remove any merchants, touch
“Cancel” button to return to Current Merchants screen.

Select one or more merchants to remove.

Touch “OK” button to remove selected merchants from
configured merchants on POS and return to Current
Merchants screen.

e. Clear merchants

On Current Merchants screen, touch “Clear” button.

Warning message, “Are you sure you want to remove all
merchants and events?”, is displayed.

To remove all configured merchants and their events from
POS, touch “Yes” button.

If you do not want to remove all configured merchants
and events, touch “No” button.

Current Merchants screen is then displayed.

f. Events. Events are merchant sale items, goods, or
services.

A merchant is not required to have an event set up in
order to complete a sale.

If merchant conducts a sale with no events configured,
Event Selection screen is not displayed during the sale.

To display the Event Selection screen during a sale, there
must be at least one event configured for the selected
merchant.

You can view and configure up to ten events for each
merchant on the POS.
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=) NavyCash g. View and Configure Events

Select Merchant On Normal Mode Menu, touch “Events” button. Select
1ST CLS AS Merchant screen is displayed.

MISC EVNTS .
If you do not want to view or configure an event, touch

“Cancel” button to return to Normal Mode Menu.

Select a merchant, and touch “OK” button.

The events menu for the selected merchant is displayed.

Touch “Done” button at any time to return to Normal
Mode Menu.

NavyCash Logoff Events menu contains list of current configured events (if
WM FOOD any) and buttons to add, remove, and clear amounts.

Event Expires
DINNER11 12f31/2009

DINNER12 01/29/2010 « » . . . .
DINNER4 08/20/2009 Add” button disabled if POS is offline.

Expired events appear in red font.

DINNE i 1;10[}9 “Remove” button disabled if there are no configured

events.

“Clear” button disabled if there are no configured events.

h. Add Events

On events menu, touch “Add” button.
Event Limit Reached.

If maximum number of 10 configured events per
merchant already reached, “Event Limit Reached”
message displayed. Touch “Remove Event” button to
remove an event or “Cancel” button to return to events
menu.

Remove an Event or Cancel.

Remove Event
. If maximum number of 10 configured events per
m merchant not reached, “Please Wait ...Getting Available
Events” message displayed with progress bar while Navy

Cash server is queried for list of available events.
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= NavyCash

Select up to B more Events

v DINNER10O 12/01/2009
DINNER11 12/31/2009

L DINNER12 01/29/2010

DINNER13 01/29/2010

=) NavyCash

Select Events to Remove

¥ DINNER10 12/01/2009
DINNER12 01/29/2010

= NavyCash

Are you sure you want to
remove all events for this
merchant?
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A list of available events and their expiration dates from
the Navy Cash server is displayed.

The list defaults to “No Event”. Select one or more
events, or select “No Event” if no event is to be specified
for the merchant.

If you choose not to select any events, touch “Cancel”
button to return to events menu.

Touch “OK” button to add selected events to the
configured events for the merchant and return to event
menu.

1. Remove Events

On events menu, touch “Remove” button.

List of configured events and their expiration dates for the
merchant is displayed.

If you choose not to remove any events, touch “Cancel”
button to return to events menu.

Select one or more events to remove.

Touch “OK” button to remove selected events from
configured events for the merchant and return to event
menu.

j. Clear Events

On events menu, touch “Clear” button.

Warning message, “Are you sure you want to remove all
events for this merchant?”, is displayed.

To remove all configured events for this merchant, touch
“Yes” button.

If you do not want to remove all configured events for
this merchant, touch “No” button.

Events menu is then displayed.
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=2 NayyCash

MNormal Mode Menu

k. Amounts. The POS can be configured with up to ten
pre-defined amounts for each event.

1. View and Configure Amounts

=  NavyCash On Normal Mode Menu, touch “Amounts” button.

Current Amounts .. . )
Current Amounts menu is displayed showing list of

Amount configured amounts on the POS, and buttons to add,

$1.00 remove, and clear amounts.
$ 2.00

$ ?Dﬂgﬂ Touch “Done” button at any time to return to Normal
¥ Mode Menu.

“Remove” button disabled if there are no configured
amounts.

“Clear” button disabled if there are no configured
amounts.

m. Add Amounts

On Current Amounts menu, touch “Add” button.

Amount Limit Reached.
If maximum number of 10 configured amounts per event

Remove Cfr:clunt o already reached, “Amount Limit Reached” message
displayed.
Touch “Remove Amount” button to remove an amount,
- or touch “Cancel” button to return to Current Amounts
menu.

Cancel
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= NavyCash

Enter MNew Amount

siod i

= NavyCash

Enler Amount

= NavyCash

Select Amount(s) To Remove

$1.00

$ 2.00
¥'$5.00

% 10.00
vig 20.00
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If maximum number of 10 configured amounts per event
not reached, Enter New Amount screen is displayed.

If you choose not to enter any amounts, touch “Cancel”
button to return to Current Amounts menu.

If you want to enter an amount, touch the
“keypad” button to enter amount on numeric
keypad.

I

If any digits are entered incorrectly, touch “CLR” button
to clear entry textbox.

If you choose not to enter an amount, touch “Cancel”
button to return to Enter New Amount screen.

Entry textbox turns green and “OK” button is enabled
when at least 0.01 is entered. Touch “OK” button to add
entered amount.

If amount already exists, entry textbox turns red, and
“Amount Exists. Re-Enter.” message displayed. Re-enter
an amount or touch “Cancel” button to return to Enter
New Amount screen.

If amount does not already exist, new amount added to

configured amounts on POS, and Current Amounts menu
displayed.

n. Remove Amounts

Touch “Remove” button on Current Amounts menu.
List of configured amounts is displayed.

If you chose not to remove any amounts, touch “Cancel”
button to return to Current Amounts menu.

Select one or more amounts to remove.

Touch “OK” button to remove selected amounts from
configured amounts on POS and return to the Current
Amounts menu.
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= NavyCash

Are you sure you want to
remove all amounts?

“

0. Clear Amounts

On Current Amounts menu, touch “Clear” button.

Warning message, “Are you sure you want to remove all
amounts?”, is displayed.

To remove all configured amounts, touch “Yes” button.

If you do not want to remove all configured amounts,
touch “No” button.

Current Amounts menu is displayed.

10. Proxy Mode — Enforce User Logon

After setting the operational state of the POS to Proxy Mode, you can determine whether or not
successful operator logon is required before any other action can be taken by setting either
“Force Operator Logon” or Do Not Force Logon.” To set the Enforce User Logon option:

= NavyCash

Enforce User Logon

@ Do Mot Force Logon

@ Force Operator Logon

On Device State screen, select “Proxy Mode” and touch
“OK” button.

Enforce User Logon screen is displayed.

If you do not want to change the current setting, touch the
“Cancel” button to return to the Admin Menu screen. POS
will remain set to Proxy Mode operational state.

Select desired operational mode, “Do Not Force Logon”
or “Force Operator Logon”, and touch “OK” button to
apply changes and return to the Admin Menu screen.

In the ship’s store, when ROM and Navy Cash are
integrated, "Enforce User Logon" must be set to "Force
Operator Logon." ROM and Navy Cash operator IDs
must match for sales receipts to be reported properly, and
the “Force Operator Logon” setting prevents Navy Cash
sales in the ship’s store unless a successful operator
logon occurs.
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=» NavyCash

Admin Menu

11. Error Messages

Section 5D —Software & Devices User Guide

a. Exit Admin Mode. To exit Admin Mode:

On the Admin Menu screen, touch the “Done” button.

If the Terminal ID is set, the device returns to the current
operational state, either Normal Mode or Proxy Mode.

If the Terminal ID is not set, a “Terminal ID Required”
message is displayed, followed by the Terminal ID Entry
screen.

If a Navy Card is inserted, a “Please Remove Card”
message is displayed.

The POS device uses a common error screen to display messages with descriptions and details of
errors that may occur during POS operations.

=1  NavyCash

Error Initializing SAM

SAM Not Present

Darow

>  NavyCash Logoff

Error Authenticating Card

Card Blocked

a. Error Initializing SAM

Error. May occur during POS initialization and shows
there was an error initializing the SAM because the SAM
was not present.

Corrective Action. Install SAM in POS device.

b. Error Authenticating Card

Error. May occur when authenticating a Navy Cash
card after it is inserted in POS. The card is blocked and
cannot be authenticated. While this error is displayed on
POS to the Navy Cash cardholder, additional error
information is also sent to the Navy Cash server.

Corrective Action. Have cardholder report to
disbursing office to correct problem with Navy Cash card.
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=  NavyCash

SD Card Error

SD Card Not Present

=0  NavyCash

SAM Error

Please Clean or Replace SAM

=1  NayyCash

Error Initializing SAM

SAM Not Present

Sarow O
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c. SD Card Errors

Error. POS device is inoperable if an SD card is not
present, if SD card message queues are full, or if the
internal message cues are full. If there is not enough
memory to complete a sales transaction, a “Memory
Full...Sale Cancelled” error message displays. The POS
prompts the cardholder to “Please Remove Card” and
displays a memory full error.

Corrective Action. If an error shows the SD card is
not present, then install an SD card. If the POS is offline
and the internal and/or SD card message queues are full,
plug POS into network connection point. POS will
automatically upload messages to the Navy Cash server.

d. SAM Errors

Error. The POS keeps track of consecutive SAM
errors and allows for five errors before halting normal
processing. If a Navy Cash card is inserted when this
condition occurs, the POS prompts the cardholder to
remove the card. The POS device displays an error
message until the error count is reset.

Corrective Action. Clean SAM or replace if
necessary. The error count is reset after a successful SAM
operation is completed or the POS is rebooted.

e. Bootup Errors

Error. If an error occurs when starting the POS Navy
Cash application after bootup, an error message is
displayed.

Corrective Action. SAM errors and SD card errors can
be corrected automatically by inserting a good SAM or
SD card. All other errors during startup require a reboot
of the device to re-initialize all application components.
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12. POS Administrative and Troubleshooting Tasks
a. Reboot POS Device. Rebooting the device should always be the first step in
troubleshooting the POS. To reboot the POS device:

(1) Touch small RESET button on the upper right-hand side of the POS with stylus.
(2) Rebooting re-initializes all POS operating system and Navy Cash components.

b. Hard-Reset POS Device. Ifthe POS device becomes unstable or stops functioning
correctly and you have exhausted all other troubleshooting options, then you should perform a
hard-reset on the device. A hard-reset clears device memory and returns the operating system on
the device to its original state. Review the POS Navy Cash application documentation prior to
performing a hard-reset. To hard-reset the POS device:

(1) Hold down small RESET button on the upper right-hand side of the POS.

(2) While holding down the RESET button, hold down the number ‘4’ key on the
numeric keypad.

(3) Release the RESET button while continuing to hold down the number ‘4’ key.
After a few seconds, a screen briefly appears that says “Memory Clear” and a few other status
messages as the hard-reset re-flashes the device.

(4) Release the number ‘4’ key. The device then continues to boot normally.
(5) Configure the Time Zone.

(6) Either click “Recover Now” to perform application recovery immediately or let
applications recovery start on its own automatically in a few seconds.

(7) The POS Navy Cash application should start, and the device should be in its
original state. Refer to your POS Navy Cash application documentation if the Navy Cash
application is not running.

c. Install SAM. To install or replace a SAM in the POS device:

(1) Use a screwdriver to open the battery cover on the back of the device, towards the
bottom, where it says, “OPEN”.

(2) Remove the battery pack to gain access to the SAM slots.

(3) Install or replace the SAM in the bottom-left corner SAM slot.
Note: this is the only slot that works.

(4) Replace the battery pack.
(5) Turn the battery locking screw to lock it in place.

d. Install SD Card. To install or replace an SD card in the POS device:

(1) Look on the left side of the device, towards the middle, for a slot labeled “SD”.
(2) Pull back the rubber cover on the slot.

(3) Ifan SD card is present, push in the SD card to unlock it and then pull it out.
(4) Insert the new SD card until it clicks.

(5) Carefully replace the rubber cover, to prevent unlocking the SD card.

S5D-133



Section 5D —Software & Devices User Guide NAVSUP Pub 727 Part 2

13. POS Operations

= NavyCash

Enter Operator ID

= NavyCash

Please Wait...

Logging Operator On

= NavyCash Logoff

Welcome to Navy Cash

DISBO, DL - TEST

Insert Card or Select Beqin Sale

Begin Sale

a. Operator Logon. You must log on to the POS device
before beginning any transactions. To log on:

Ensure POS is connected to the network, and start POS
device.

Enter Operator ID when prompted. Operator IDs assigned
at disbursing office. To be assigned Operator ID, you
must be a Navy Cash cardholder.

If any digits are entered incorrectly, touch “CLR” button
to clear the Operator ID textbox, and re-enter Operator
ID.

After four digits entered, Operator ID textbox turns green,
and “OK” button enabled.

POS sends message to Navy Cash server to log operator
on. “Please Wait...Logging Operator On” message is
displayed.

If the server denies the logon, POS displays an error
message for a few seconds before returning to the Enter
Operator ID screen.

If Navy Cash server accepts Operator ID, then you are
logged on, and the Normal Mode Welcome Screen is
displayed.
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b. Operator Logoff. You may log off from the POS
device after successfully logging on and when the device

is not processing messages or transactions. To log off of
the POS device:

=) NavyCash Logoff

= NavyCash Logoff (D Ensure POS is connected to the network.

2) Touch the Logoff option on header bar.

Please Wait...

3) POS will prompt you to confirm logoff with
Logaing Operator OFf “Are you sure you want to log off?”” message.

4 Touch “Yes” button to log off, or “No” button
to cancel.

®)] POS sends message to Navy Cash server to log
operator off. “Please Wait...Logging Operator Off”
message is displayed.

(6) If Navy Cash server accepts logoff, then you
are logged off, and Enter Operator ID screen is displayed.

(7) If the server denies the logoff, POS displays an
error message for a few seconds, before returning to the
Normal Mode Welcome Screen.

- c¢. Welcome Screen. In Normal Mode, the Welcome
=} NavyCash Logoff Screen is displayed after an operator has successfully
logged on and when there are no pending sales.

Welcome o Navy Cash
The Normal Mode Welcome Screen displays the name of

DISBO, DL - TEST the operator currently logged on the POS. The Operator
ID is displayed if the operator’s name is not available
Insert Card or Select Beqgin Sale from the NaVy Cash server.

When the Welcome Screen is displayed, you may insert a

- Navy Cash card or touch the “Begin Sale” button to begin
Begin Sale .
a transaction.

If you insert a Navy Cash card before a sale, the you must
perform a Single Purchase. If you insert a card at the end
of a sale, then Multiple Purchases are allowed.
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14. Normal Mode — Purchases

Sales transactions may be composed of one or more items or purchases. The purchase amounts
are debited from a cardholder’s Navy Cash card. Each purchase within a sale is composed of a
Merchant and an Amount and optionally an Event.

= NavyCash Logoff
Welcome to Mavy Cash

DISBO, DL - TEST

Insert Card or Select Begin Sala

Beqgin Sale

= NavyCash Logoff
WM FOOD

Select Merchant

WM FOOD -
e

Insert Card to Complete Sale
Total: § 1.00

Cancel Sale

a. Merchant Selection. The Merchant Selection screen is
the first in the sequence of three screens in the process of
entering a purchase during a sale. To start a sales
transaction:

On Welcome Screen, touch “Begin Sale” button.

Merchant Selection screen is displayed. Choose a
merchant from the “Select Merchant” pick list. Entire
name of each configured merchant is visible on pick list
even if merchant’s name is wider than pick list.

Name at top of Merchant Selection screen updates to that
of chosen merchant. POS device always maintains
currently selected merchant. You do not have to
repeatedly select the same merchant.

Sales total displayed at bottom of screen.

After merchant is selected, touch “Enter Purchase” button
to continue with the sale, or touch “Cancel Sale” button to
return to Welcome Screen.
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= NavyCash Logoff
Wi FOOD

Ho Evant

Select Evant

MNo Event

Total: $ 1.00

= NavyCash Logoff

Wi FOOD

DINNER 12
Expires 01/29/2010

Select Evant

DINNER12 v

IDINNER11 =

DINNER12

DB 152005
1531 GMT

NavyCash Logoff

Wi FOOD

Select Event
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b. Event Selection. The Event Selection screen is the
second in the sequence of three screens in the process of
entering a purchase during a sale. Events are merchant
sale items, goods, or services. To select an event:

(1) A merchant is not required to have an event
selected in order to complete a sale.

(2) If merchant conducts sale with no events
selected, Event Selection screen is not displayed during
the sale.

(3) There must be at least one event selected for POS
to display Event Selection screen during sale.

(4) Select Event pick list allows operator to select an
event. POS defaults to “No Event” selection. Select “No
Event” if you do not want to specify an event.

(5) Choose an event from the “Select Event” pick
list.

Currently selected event name and expiration date are
displayed below merchant name on Event Selection
screen and are updated as you select events in the “Select
Event” pick list.

If selected event has expired, event name and expiration
date are displayed in red. Enter Amount button is
disabled if selected event has expired.

Choose another event from “Select Event” pick list, or
touch “Cancel” button to return to Merchant Selection
screen.

If selected event has not expired, currently selected event
name and expiration date are displayed below merchant
name and are updated as you select events in the “Select
Event” pick list.

The sales total is displayed at the bottom of the screen.

Once desired event is selected and displayed, touch
“Enter Amount” button. Amount Entry screen is
displayed allowing you to enter an amount for the
purchase.
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= NavyCash Logoff

WM FOOD

DINNERS
Expires 12/01/2009

Select or Enter Amount

[ -Js 2000 Jiif

Total: $ 0.00

= NavyCash Logoff
WM FOOD

DINNERS
Expires 12/01/2009

Select or Enter Amount

al: & 0.00

=) NavyCash

Enter Amount

LAE0 GMT

o|l@|wv| N

1
4
4
4
7
4
CLR
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c. Amount Entry. The Amount Entry screen is the third
and last in the sequence of three screens in the process of
entering a purchase during a sale. To enter an amount:

You may either select a predefined amount from a pick
list or enter a specific amount.

If you select from the pick list of predefined amounts,
then the amount textbox is automatically populated with
the selected amount.

If you choose to enter a specific amount, use the
POS numeric keypad, or touch the “keypad”
button to enter the amount using the touch-screen ===
keypad.

1

Touch the “Cancel” button to return to the amount entry
screen without entering an amount.

If you enter an incorrect amount, touch the “CLR” button
to clear the amount entry text.

If you use the touch-screen keypad, touch the “OK”
button to apply the specific amount entered, and return to
the Amount Entry screen.

On the Amount Entry screen, touch the “Complete”
button to add the purchase to the total sale and return to
the Merchant Selection screen.

For multiple purchases, select additional merchants and
events, and enter additional amounts.
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= NavyCash Logoff
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Select Merchant

WM FOOD

Reviow Sale

Insert Card to Completa Sale
Total: $ 1.00

Cancel Sale

= NavyCash Logoff
Sale Review
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d. Sale Review. Once all merchants and events have
been selected, and amounts entered, you may review the
sale. To review the sale:

Touch “Review Sale” button on Merchant Selection
screen.

Summary of all purchases entered during current sale is
displayed, including Merchant Name, Event Name (if
any), and Amount.

Entries in list are grouped according to Merchant/Event
combination.

Each line item could consist of multiple purchases for
given Merchant/Event combination.

Touch “Done” button to return to Merchant Selection
screen.

Sale Confirmation. To complete a sale, the customer
(cardholder) must insert his / her Navy Cash card.

Insert Navy Cash card in card slot in POS. “Please
Wait...Accessing Card” message is displayed while POS
authenticates the card.

POS verifies card is not on hotlist—a list of negative
cards maintained on Navy Cash server and downloaded to
each POS that denies cards that are to be removed from
operation / circulation.

If card is on hotlist, “Card Blocked. Please Remove
Card.” message is displayed on POS.

If card is not on hotlist, sale can be completed.
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If card valid, POS prompts cardholder to enter his / her
PIN. Cardholder enters PIN.

If PIN entered incorrectly, touch “CLR” button to clear
PIN entry textbox, and re-enter PIN.

If there are no PIN digits entered and cardholder touches
“CLR” button, PIN-entry is canceled and “Please Remove
Card” message is displayed.

Once PIN is entered, touch “OK” button. POS verifies
that PIN entered matches PIN on card. If the PINs do not
match, then an “Invalid PIN” message is displayed
followed by a “Re-Enter PIN” message. The customer
may re-enter their PIN up to the retry limit enforced by
the card.

POS verifies total sale amount does not exceed card
balance. If it does, “Card Balance Exceeded by
$X.XX...Sale Cancelled” error screen is displayed, and
sale is canceled.

After Navy Cash card authenticated, Sale Confirmation
screen displays total amount of sale and list of all
purchases entered during the current sale, including
merchant name, event name (if any), and amount.

Cardholder touches “OK” button to confirm and complete
the sale.

If there is not enough memory to complete the sales
transaction, current sale is canceled and “Memory
Full...Sale Cancelled” error message is displayed for a
few seconds. POS prompts cardholder to “Please
Remove Card” and then displays a memory full error
screen. If POS is offline and internal and / or SD card
message queues are full, plug POS into network
connection point. POS will automatically upload
messages to Navy Cash server.

If there is enough memory to complete the sale, POS

displays “Please Wait...Completing Sale” while
processing the transactions.
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e. Sale Results. Sale Results screen is displayed after all
sales transactions are processed. Screen shows processing
status of each transaction and how many were Approved
or Denied.

Numbers of Approved and Denied transactions are
displayed at the top under Sale Results, and detailed
results for each transaction are displayed under Details.

It is possible for transactions to fail if Navy Cash card has
enough funds to complete some, but not all of the
transactions.

Transactions may also fail because of errors writing to the
Navy Cash card.

Detailed results show which transactions were Approved
and which transactions were Denied. Approved
transactions are marked with “Success” and Denied
transactions are marked with an error message, such as
“Card Error.”

If a printer is attached to the POS, the Print Receipt button
will be enabled.

If enabled, touch “Print Receipt” button to print sales
receipt.

After reviewing Sale Results and/or printing a receipt,
touch “Done” button to return to Normal Mode Welcome
screen.

f. Single Purchase Sale. The single purchase sale is a
special case that allows cardholder to purchase only one
item. To start a single purchase sale:

Have the customer insert their Navy Cash card without
touching the “Begin Sale” button.
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POS displays “Please Wait...Accessing Card” message
while authenticating card and verifying it is not on hotlist.
If card is on hotlist, a “Card Blocked Please Remove
Card” message is displayed.

When prompted, cardholder enters PIN. If PIN entered
incorrectly, touch “CLR” button to clear PIN entry
textbox, and re-enter PIN.

If there are no PIN digits entered and cardholder touches
“CLR” button, PIN-entry is canceled and “Please Remove
Card” message is displayed.

Once PIN entered, touch “OK” button. Card balance
displays on Normal Mode Welcome screen.

Touch “Begin Sale” button.

Select merchant from list of configured merchants on
POS, and touch “Enter Purchase” button.

Select event from Event Selection screen (if applicable).
Enter amount on Amount Entry screen.

POS device verifies total sale amount does not exceed
card balance. Iftotal sale amount exceeds card balance,
error screen displayed and sale canceled.

POS displays Sale Confirmation screen. Cardholder
touches “OK” button to complete the sale.

If there is not enough memory to complete transaction,
current sale is canceled and “Memory Full...Sale
Cancelled” error message is displayed for a few seconds.
POS prompts cardholder to “Please Remove Card” and
then displays a memory full error screen.

If there is enough memory to complete the sale, POS
displays “Please Wait...Completing Sale” while
processing the transaction.

POS displays the Sale Results screen. To print receipt for
the transaction (if a printer is attached to the device),
touch “Print Receipt” button.

When finished reviewing Sale Results, touch “Done”
button to return to Normal Mode Welcome screen.
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15. Proxy Mode

In order to communicate with the Navy Cash Disbursing Application, or with the Retail
Operations Management (ROM) application in the Ship’s Store/Sales Office, the POS device
must be connected to a workstation/laptop via a USB connection and must be set up in the Proxy
Mode operational state. The Navy Cash Proxy application installed on the workstations/laptops
handles communications between the POS and the ROM or Disbursing Application and between
the POS and the Navy Cash server.

= NavyCash

Welcome to Mavy Cash

Proxy Mode
a. Proxy Mode Welcome Screen. The Proxy Mode
Welcome Screen is displayed when the POS is started or
running idle, i.e., when no card is inserted, and no
transactions are pending.

Please Insert
Mavy Cash Card

= NavyCash

Welcome to Mayy Cash
Proxy Mode . . .
If the POS is operating offline, the Proxy Mode Welcome

e Screen is displayed with an “Offline” message.
J e
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= NavyCash Logoff

The POS device cannot operate in Proxy Mode if an SD
Card is not present or if either the internal message queue
or SD card message cue is full. An “Internal Memory
Full” or SD Card Memory Full” error message will
display in red. Notify the Navy Cash Accountable Officer
(NCAO) of any error messages displayed in red.

= NavyCash

b. Card Entry. A cardholder may insert his/her Navy
Waiting for Command Cash card when the POS is idle or when the POS displays
a message requiring card insertion.

If the POS is idle, a “Waiting for Command” message is
displayed. No card validation is done until a command is
received from the ROM Application or Navy Cash
Disbursing Application.

= NavyCash

If no card is inserted and the ROM or Disbursing

Please Insert Navy Application sends a command that requires the card to be
Cach Card inserted, a “Please Insert Navy Cash Card,” message is

displayed.
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=) NavyCash Logoff Whgn cardholder inserts Navy Cash card, “Please
Wait...Accessing Card” message displayed.

Please Wait... POS verifies card is not on hotlist. If card is on hotlist,
POS displays “Card Blocked. Please Remove Card.”
Accessing Card message.

If card not on hotlist, cardholder prompted to enter his /
her PIN.

If PIN is entered incorrectly, touch “CLR” button to clear
PIN entry textbox.

If there are no PIN digits entered and cardholder touches
“CLR” button, PIN-entry is canceled and “Please Remove

= NavyCash Card” message is displayed.

Waiting lor Commanrad
Balance; § 164.07

Once PIN is entered correctly and verified, POS displays
card’s closed-loop account balance.

16. Proxy Mode-Disbursing Application Interaction

In order to communicate with the Navy Cash Disbursing Application, the POS device must be
connected to a workstation/laptop via a USB connection and must be set up in the Proxy Mode
operational state. The Navy Cash Proxy application installed on the workstations/laptops
handles communications between the POS and the Disbursing Application and between the POS
and the Navy Cash server. The POS and Disbursing Application provide for the transfer of
funds to and from the card and for various card maintenance functions, such as changing or
unblocking a cardholder’s PIN. The POS device must be online to send and receive all message
requests to and from the Disbursing Application.

In the ship’s store, when ROM and Navy Cash are integrated, "Enforce User Logon" must be set
to "Force Operator Logon." ROM and Navy Cash operator IDs must match for sales receipts to
be reported properly, and the “Force Operator Logon” setting prevents Navy Cash sales in the
ship’s store unless a successful operator logon occurs.
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= NavyCash

Please Insert Mavy
Cash Card

a. Get Chip Information. The Disbursing Application has
a “Get Chip Info” button that is used throughout the
application to request the card ID and closed-loop account
balance. Chip information may be obtained when the
POS is in the Proxy Mode operational state, not
processing messages, and online. To get chip
information:

(1)  Touch “Get Chip Info” button on Disbursing
Application (see Chapter 8 of SOP for additional
information).

(1)  Disbursing Application sends message to POS.
If no card is inserted, “Please Insert Navy Cash Card”
message is displayed to prompt cardholder.

(2)  If card not already inserted, cardholder inserts
his/her card.

(3) POS displays “Please Wait...Accessing Card”
while it authenticates the card.

(4)  POS verifies card is not on hotlist. If card is on
hotlist, then POS “burns” the chip, sends an error message
to the Navy Cash server, and displays “Card Blocked.
Please Remove Card.” message.

(5) Ifcard is not on hotlist, POS reads card ID and
closed-loop balance from card and sends message back to
Disbursing application with card ID and closed-loop
account balance.

(6) POS displays “Waiting for Command” message
and continues to wait for commands from Disbursing
Application.

(7)  If errors occur when accessing the card, POS
sends failure response message back to Disbursing
Application, and the card must be removed. POS returns
to Proxy Mode Welcome Screen after card is removed.

b. Funds Transfer to Chip. The POS supports funds
transfer requests from the Disbursing Application that
credit an amount to the closed-loop account on the Navy
Cash card. To complete a funds transfer credit
transaction:

Enter the amount of the transfer in the Disbursing
Application and initiate the funds transfer.
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= NavyCash

xase Insert Mavy

Cash Card

= NavyCash Logoff

Enter PIN

NavyCash

Confirm Credit

$ 0.01
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Disbursing Application sends funds transfer message to
POS.

If no card inserted, “Please Insert Navy Cash Card”
message displayed to prompt cardholder.

Cardholder inserts Navy Cash card.

POS displays “Please Wait...Accessing Card” while it
authenticates card.

POS verifies card is not on hotlist. If card is on hotlist,
then POS “burns” the chip, cancels the transaction, and
displays “Card Blocked. Please Remove Card.” message.

If card is not on hotlist, POS prompts cardholder to enter
his / her PIN.

Cardholder enters PIN and touches “OK” button. “Please
Wait...Verifying PIN” message displays.

POS verifies PIN entered matches PIN on card. If PINs
don’t match, “Invalid PIN” message displayed, followed
by “Re-Enter PIN” message. Cardholder may re-enter
PIN up to the retry limit enforced by card.

Confirm Credit screen is displayed. Touch “OK” button
to confirm transaction, or touch “Cancel” button to cancel
transaction.

If credit amount is confirmed, “Please Wait...Querying
Network™ message is displayed.

Navy Cash server will approve the transaction, unless the
amount is over soft limit on closed loop, in which case
Navy Cash server will deny the transaction. If transaction
is denied, then it is canceled, and POS sends failure
message to Disbursing Application.

If transaction approved by Navy Cash server, POS credits
the amount to the card.
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NavyCash

ase Insert Mavy

NavyCash Logoff

Enter PIN

If transaction was successful, “Success” message is
displayed for a few seconds. If transaction failed, a
descriptive error message followed by an error code is
displayed for a few seconds.

If Navy Cash card still inserted, POS displays “Waiting
for Command” message followed by closed-loop account
balance on card and continues to wait for commands from
Disbursing Application. If card is not inserted, POS
returns to Proxy Mode Welcome Screen.

c. Funds Transfer from Chip. The POS supports funds
transfer requests from the Disbursing Application that
debit an amount from the closed-loop account on the
Navy Cash card, e.g., in exchange for cash. To complete a
funds transfer debit transaction:

(1) Enter the amount of the transfer in the
Disbursing Application and initiate the funds transfer (see
Section SE for additional information).

(2) Disbursing Application sends funds transfer
message to POS.

(3) Ifno card inserted, “Please Insert Navy Cash
Card” message displayed to prompt cardholder.

(4) Cardholder inserts Navy Cash card.

(5) POS displays “Please Wait...Accessing Card”
message while it authenticates card.

(6) POS verifies card is not on hotlist. If card is on
hotlist, then POS “burns” the chip, cancels the
transaction, and displays “Card Blocked. Please Remove
Card.” message.

(7) If card is not on hotlist, POS prompts cardholder
to enter his/her PIN.

(8) Cardholder enters PIN and touches “OK” button.
“Please Wait...Verifying PIN” message displays.

(9) POS verifies PIN entered matches PIN on card.
If PINs don’t match, “Invalid PIN” message displayed,
followed by a “Re-Enter PIN” message. Cardholder may
re-enter PIN up to the retry limit enforced by card.
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Confirm Debit screen is displayed. Touch the “OK”
button to confirm transaction, or touch “Cancel” button to
cancel transaction.

If debit amount is confirmed, “Please Wait...Updating
Card” message is displayed.

POS debits the amount from the card. If any errors occur
debiting the amount from the card, the transaction is
canceled.

POS generates an EFT message to be sent to the Navy
Cash server for the transaction amount.

POS device sends response message back to Disbursing
Application with a success code.

If funds transfer was from closed-loop account to
Merchant, “Print receipt?” message with a “Yes” and
“No” button is displayed (if a printer is attached to the
POS). Cardholder has five seconds to touch “Yes” or
“No” button before screen disappears.

If cardholder touches “Yes” button to print a receipt, POS
prints receipt and returns to idle.

If cardholder touches “No” button, POS returns to idle.

If transaction succeeded, “Success” message is displayed
for a few seconds. If transaction failed, an error message
followed by an error code is displayed for a few seconds.

If Navy Cash card still inserted, POS displays “Waiting
for Command” message followed by closed-loop account
balance on card and continues to wait for commands from
Disbursing Application. If card is not inserted, POS
returns to Proxy Mode Welcome Screen.

Change / Unblock PIN. The POS supports PIN reset and
change requests from the Disbursing Application. To
change or unblock a PIN:

Initiate the PIN reset or change process in the Disbursing
Application (see Section SE for additional information).

Cardholder inserts Navy Cash card.
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=) NavyCash Logoff “Please Wait...Accessing Card” message displayed while

Eota BT POS authenticates the card.

POS verifies card is not on hotlist. If card is on hotlist,
then POS “burns” the chip, cancels the transaction, and
displays “Card Blocked. Please Remove Card.” message.

If card is not on hotlist, Enter PIN screen is displayed
prompting cardholder to enter his / her PIN.

If any digits entered incorrectly, touch “CLR” button to
clear PIN textbox, and re-enter PIN.

After four digits entered, PIN textbox turns green, and
NayyCash “OK” buttongenabled. Touch “OK” button. ‘%Please
i <o Wait... Verifying PIN” message displays.
POS verifies PIN entered matches PIN on card. If PINs
don’t match, “Invalid PIN” message displayed, followed
by a “Re-Enter PIN” message. Cardholder may re-enter
PIN up to the retry limit enforced by card.

-

If PINs match, Enter New PIN screen is displayed
prompting cardholder to enter his / her new PIN. New
PIN must contain four digits.

NavyCash If any digits entered incorrectly, touch “CLR” button to
N —— clear PIN textbox, and re-enter PIN.

After four digits entered, PIN textbox turns green, and
3 “OK” button enabled. Touch “OK” button.

Re-Enter PIN screen is displayed prompting cardholder to
re-enter and confirm new PIN.

POS verifies both PIN entries match. If they don’t match,
“PIN Mismatch...Try Again” message is displayed. The
customer must again enter and confirm new PIN.
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If PINs match, POS displays “Please Wait...Changing
PIN” message.

POS sends message to Navy Cash server requesting
unblock PIN for PIN change. Server sends response back
to POS with unblock PIN. If transaction is denied by
Navy Cash server, then transaction is canceled.

POS uses unblock PIN from server to unblock the card
and sets the new PIN on the card.

If transaction successful, “Success...PIN Changed”
message is displayed for a few seconds.

If Navy Cash card still inserted, POS displays “Waiting
for Command” message followed by closed-loop account
balance on card and continues to wait for commands from
Disbursing Application. If card is not inserted, POS
returns to Proxy Mode Welcome Screen.

17. Proxy Mode-ROM Application Interaction

In order to communicate with the Retail Operations Management (ROM) application in the
Ship’s Store/Sales Office, the POS device must be connected to a workstation via a USB
connection and must be set up in the Proxy Mode operational state (see paragraph 2.2.2.k above).
The Navy Cash Proxy application installed on the workstation handles communications between
the POS and the ROM Application and between the POS and the Navy Cash server.

In the ship’s store, when ROM and Navy Cash are integrated, "Enforce User Logon" must be set
to "Force Operator Logon." ROM and Navy Cash operator IDs must match for sales receipts to
be reported properly, and the “Enforce User Logon” setting prevents Navy Cash sales in the
ship’s store unless a successful operator logon occurs (see paragraph 2.2.2.k above).

= NavyCash

Enforce User Logon

@ Do Mot Force Logon

® Force Operator Logon

OB/ 1512005
1519 GMT

a. Operator Logon. An operator may log on to the POS
device from the ROM application. The Navy Cash server
must approve the logon. The POS must be in the Proxy
Mode operational state, have no pending transactions, and
online. Consult ROM application documentation for
information about ROM operations. To logon to the POS
from the ROM application:

From ROM application, initiate logon.
ROM application sends message to POS.

If Enforce User Logon setting is set to Force Operator
Logon, then the POS verifies that an operator is not
already logged on to the POS.

If an operator is already logged on to the POS, the POS
sends a failure message back to the ROM application, and
the operator is not logged on to the POS.
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= NavyCash

Please Wait...

Logaing Operator On

= NavyCash Logoff

Please Wait...

Lagging Operator Off

If an operator is not already logged on to the POS, the
POS displays a “Please Wait...Logging Operator On”
message.

POS sends message to Navy Cash server to log on the
operator.

POS sends a success/failure message back to the ROM
application.

If successful, a “Success...” message is displayed for a
few seconds, the operator is logged on, and the POS
returns to the screen displayed before the logon request.

If unsuccessful, an error message is displayed for a few
seconds, the operator is not logged on, and the POS
returns to the screen displayed before the logon request.

b. Operator Logoff. An operator may log off the POS
device from the ROM application. The Navy Cash server
must approve the logoff. The POS must be in the Proxy
Mode operational state, have no pending transactions, and
online. Consult ROM application documentation for
information about ROM operations. To logoff the ROM
ES application using the POS device:

(1)  From ROM application, initiate log off.
(2)  ROM application sends message to POS.

(3)  If Enforce User Logon setting is set to Force
Operator Logon and an operator is already logged on,
then the POS verifies that the Operator IDs match.

(4)  If the Operator IDs do not match, the POS
sends a failure message back to the ROM application, and
the operator is not logged off of the POS.

(5)  If'the operator IDs match, POS displays a
“Please Wait...Logging Operator Off” message.

(6)  POS sends message to Navy Cash server to log
off the operator.

(7)  POS sends a success / failure message back to
the ROM application.
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If logoff is successful, a “Success...” message is
displayed for a few seconds, the operator is logged off,
and the application returns to the screen displayed before
the logoff request.

If logoff is unsuccessful, an error message is displayed for
a few seconds, the operator is not logged off, and the
application returns to the screen displayed before the
logoff request.

c. Purchase Transactions. Amounts may be deducted
from the Navy Cash card using the POS in conjunction
with the ROM application. The POS must be in the Proxy
Mode operational state and not processing any messages
or transactions. These closed-loop debit purchase
transactions may occur either online or offline. Consult
ROM application documentation for information about
ROM operations. To perform a closed-loop debit
transaction:

(1) The purchase amount is entered by the ROM
application.

(2) The ROM application sends a purchase message
to the POS to initiate the funds transfer.

(3) Ifthere is no Navy Cash card inserted, POS
displays “Please Insert Navy Cash Card” message to
prompt cardholder.

(4) Cardholder inserts Navy Cash card.

(5) POS displays “Please Wait...Accessing Card”
message while it authenticates card.

(6) POS verifies card is not on hotlist. If card is on
hotlist, then POS “burns” the chip, cancels the
transaction, and displays “Card Blocked. Please Remove
Card.” message.

(7) If card is not on hotlist, POS prompts cardholder
to enter his/her PIN.

(8) Cardholder enters PIN. If PIN entered
incorrectly, touch “CLR” button to clear PIN entry
textbox, and re-enter PIN.

(9) [If there are no PIN digits entered and cardholder
touches “CLR” button, PIN-entry is canceled and “Please
Remove Card” message is displayed.
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= NavyCash Logoff

= NavyCash

Confirm Withdraw
% 0.01

Once PIN entered, touch “OK” button. POS verifies PIN
entered matches PIN on card.

If PINs don’t match, “Invalid PIN” message displayed,
followed by a “Re-Enter PIN” message. Cardholder may
re-enter PIN up to the retry limit enforced by card.

POS displays Confirm Withdraw screen. Cardholder
touches “OK” button to confirm purchase transaction
(withdraw) amount or “Cancel” button to cancel purchase
transaction.

If cardholder touches “Cancel” button, transaction is
canceled, and POS sends failure message back to ROM
application.

If cardholder touches “OK” button, POS displays “Please
Wait...Updating Card” message.

The POS debits the amount from the cardholder’s Navy
Cash card and generates an EFT message to be sent to the
Navy Cash server for the transaction amount.

If transaction succeeded, “Success ...Purchase
Succeeded” message is displayed for a few seconds. If
the transaction failed, then an error message followed by
an error code is displayed for a few seconds.

If Navy Cash card still inserted, POS displays a “Waiting
for Command” message followed by closed-loop account
balance and continues to wait for commands from ROM
application. If card is not inserted, POS returns to Proxy
Mode Welcome Screen.
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B - Card Accepting Device (CAD)

1. General

The CAD is installed in vending machines and can read the closed-loop account on the Navy
Cash card and interact with the Navy Cash server. The CAD allows cardholders to purchase
items from the vending machines and records the sales transactions in the Navy Cash system.
Because the transactions in vending machines are small in value, CADs don’t support entry of
Personal Identification Numbers (PINSs).

2. Interfaces

a. Ship’s Local Area Network (LAN). The CAD connects to the Navy Cash server
through the ship’s LAN (Ethernet), e.g., the Integrated Shipboard Network System (ISNS). The
CAD requires a network connection to the Navy Cash server to initially log in to the Navy Cash
server and to send messages after any transactions. The CAD can support transactions when it is
off line. Transaction messages are saved if the CAD is off line. Once the CAD is back on line,
the stored messages are sent to the Navy Cash server.

b. Navy Cash Card. The chip on the Navy Cash card provides a means of user
authentication and a Secure Authenticated Counter (SAC), or closed-loop account, to and from
which funds can be transferred. The CAD recognizes two types of cards, cardholder cards and
vending merchant cards. Cardholder cards are synonymous with Navy Cash cards. Vending
merchant cards are used to activate the End-Of-Month (EOM) message at the CADs. Each CAD
can be associated with only one vending merchant. Vending merchant cards are used only for
EOM reporting and must never be funded or used to purchase products.

c. Secure Access Module (SAM). The CAD uses a SAM (chip) to interact with the chip
on the Navy Cash card.

d. Secure Digital (SD) Card. The SD card provides a means of storing transactions when
the CAD is off line. Once the CAD is back on line, the stored transaction messages are sent to
the Navy Cash server automatically. The transactions stored on the SD card can be uploaded to
the Navy Cash server “manually” in the event the CAD itself fails.

€. Multi-Drop Bus (MDB). The MDB standard enables communications between a CAD
and a vending machine. The MDB interface also supplies power to the CAD.

3. Messages

The CAD displays startup, error, transaction, card, and admin messages to indicate its current
state of operation.

a. Startup Messages. Prior to initially starting a CAD, an IP address must be set up in the
Navy Cash server, and the CAD must be assigned in the Disbursing Application (see Section
SE).
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Initializing

Navy Cash
Trying to Log On

Navy Cash
Unable to Log On

When starting up, a message is displayed to indicate the
CAD is initializing.

After initialization is complete, the CAD should receive a
PING message from the Navy Cash server. Upon receipt
of the PING, the CAD displays a message to indicate it is
trying to log on to the Navy Cash server.

If a PING is not received, the CAD displays a message to
indicate it is unable to log on to the Navy Cash server. To
correct the problem,

Open the vending machine to access the CAD. Make sure
all cables are plugged in, and troubleshoot network
connections.

Ensure CAD has an IP address set up in the Navy Cash
server.

Ensure CAD has been assigned in the Disbursing
Application.

Restart CAD, and close vending machine.

b. Error Messages. The CAD will display error messages when the SD card is not present,
the CAD is disabled, the vending machine is out of stock, or there is a system error.

Out Of Service
SD

lIE!!IH!!!!!!!II

An “Out of Service — SD”” message is displayed if there is
no SD card in the CAD. An SD card must be inserted to
continue CAD operations.

Open the vending machine to access the CAD. The SD
card slot is located on the back of the CAD.

Insert an SD card. SD High-Capacity (SDHC) cards are
not compatible with the CAD. SD cards should be 1 GB
or greater and have a standard size form factor. A
standard size adapter is required if SD-Mini or SD-Micro
cards are used.

Restart CAD; close vending machine.

A “CAD Disabled” message is displayed if there is no
communications between the CAD and the MDB
interface.
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Out of Stock

System Error
03AE

c. Transaction Messages

S XXXX.XX
Paid

S XX.xXX
Card Balance
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An “Out of Stock™ message is displayed if the vending
machine is out of stock or the CAD is unable to vend due
to an MDB system failure.

To correct an MDB problem, open the vending machine
to access the CAD.

Make sure the power is connected and restart the CAD.

Contact the vending machine vendor if the problem
persists.

A “System Error” message with a four-digit hexadecimal
number is displayed if there is an internal error.

Restart the CAD and the vending machine.
If the problem persists, contact the CSU at 1-866-
6NAVYCASH / 1-866-662-8922,

navycashcenter@frb.org, www.navycash.com, or Fax 1-
813-533-5711.

A transaction message is displayed at the end of a
transaction. For successful transactions, first the amount
paid and then the new card balance are displayed on the
screen.
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d. Card Messages.

Please A “Please Remove Card” message is displayed if, at any
Remove Card point during the transaction, the CAD determines the card
should be removed.

e. Admin Messages. If the SAM is not in the CAD, the CAD will not work, and an “Out of
Order — S1” message is displayed on the screen. To insert the SAM into the CAD:

Open the vending machine.
Insert the new SAM in the slot in the center of the CAD.
Restart the CAD, and close the vending machine.

4. Administrative Functions

The CAD administrative functions provide tools that can be helpful in managing the operation of
the CADs and in diagnosing and solving any problems with the CADs.

a. Diagnostic Information.

The diagnostic screens display analytic information about the CAD. CAD diagnostics are
categorized into five groups and a restart function. The “Restart” function displays no diagnostic
information; it simply restarts the CAD application.

General Network Queue

Current date/time (GMT) Terminal ID number Total number of items in queue
CAD application version Network connectivity status (online / Number of transactions in queue
Operating system information offline) Number of errors in queue
Application updated date/time Server log-on status (logged on /not Number of reversals in queue
SAM status (present/not present) logged on) Number of card burn messages in
Main battery status (%remaining) Device IP address queue

Backup battery status (%remaining) ~ Port Message queue capacity remaining
Database version Hotlist (percentage)

Backup database version Hotlist size (number of entries) Backup

Date / time of last hotlist update Total
(GMT mm/dd/yyyy hh:mm) Number of transactions
Number of errors
Number of reversals
Number of card burn
Capacity remaining (percentage)
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b. Accessing Diagnostic Information. Navigation of the CAD “Diagnostic Menu” is depicted

in the graphic below. Diagnostic information is accessed via the “hidden” front panel buttons on the
CAD.

The buttons are located below the screen and above the
card reader, as shown in the picture of the CAD to the
left. There are three buttons, one on the left, one in the
center, and one on the right. The buttons are also shown
in the graphic on the diagnostic menu below, labeled
“DONE” on the left, “SELECT” in the middle, and
“NEXT” on the right.
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The diagnostic menu can be accessed when the CAD is in
an idle state with no card inserted and the “Welcome
Screen” is displayed. To access the diagnostic menu,
press and hold the center (SELECT) button for three
seconds.

The CAD will display the “CAD Diagnostics” screen.
Press the left (DONE) button to “Exit” and return to the
“Welcome Screen.” Press the center (SELECT) button to
“Start” the diagnostic menu and continue to the next
screen.
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General
Done Select Next

Date: 01/21/2009
Time: 21:19 GMT
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The CAD will then display the first diagnostic group
name, i.e., “General.” Press the right (NEXT) button until
the desired diagnostic group is displayed (see the CAD
“Diagnostic Menu” in the graphic above for the
diagnostic group names).

To select the desired diagnostic group, press the center
(SELECT) button.

The CAD will then display the first item in the list of the
selected group’s diagnostic information. Press the right
(NEXT) button to view each diagnostic item in the group.

After completing the review of desired diagnostic items in
the group, press the left (DONE) button to return to the
diagnostic group selection screen.

c. Port and IP Address Settings. A CAD’s port and IP address settings can be edited from

the diagnostics screens. To edit the address settings:

Navigate through the diagnostic group selection screens to the “Network™ group. Press the center
(SELECT) button to select the Network group.

Press the right (NEXT) button several time until the “IP Address” diagnostic screen is displayed.

Press and hold the center (SELECT) button for three to four seconds until the “Addressing

Mode” screen is displayed.

Mode: DHCP
Exit DHCP Static

Port: 32999
Exit Change

The addressing mode screen displays the current “Mode”,
as well as options to “Exit” and to edit “DHCP” and
“Static” IP.

If you choose not to edit the address settings, press the left
(DONE) button to “Exit” the addressing mode screen and
return to the “Network™ group screen.

Edit Port Number. To edit the port number, press the
center (SELECT) button to select “DHCP”.

The “Port Selection” screen displays the current “Port.”
If you choose not to change the port number, press the left
(DONE) button to “Exit” and return to the addressing
mode screen. Press the center (SELECT) button to
“Change” the port number.
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Mode: DHCP
Exit DHCP Static

Set Static IP
192.168._ 1.100

Port: 3999
Exit Change

A cursor will appear positioned at the most significant
digit of the port number.

Press the right (NEXT) button to increment the current
digit.

Press the center (SELECT) button to move the cursor to
the next digit.

When the change to the port number is completed, press
the left (DONE) button to return to the addressing mode
screen.

Edit IP Address. To edit the IP address, press the right
(NEXT) button on the addressing mode screen to select
“Static”.

The current IP address is displayed, with the cursor
positioned at the most significant digit of the third octet.

Press the right (NEXT) button to increment the current
digit.

Press the center (SELECT) button to move the cursor to
successive digits and to the next octet.

Press the right (NEXT) button to increment successive
digits.

To position the cursor at the most significant digit of the
first (left-most) octet to edit the entire IP address, enter
“999.999” in the third and fourth octets.

Press the right (NEXT) button to increment the current
digit.
Press the center (SELECT) button to move the cursor to

successive digits and to the next octet.

When finished editing the IP address, press the left
(DONE) button. The CAD will return to the “Port
Selection Screen.”

Once the port and/or IP address have been edited, press
the center (SELECT) button to select “Change” and save
the changes.
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A “Commit Change” Screen is displayed. Press the left
Commit Change (DONE) button to discard the changes, or press the center
No Yes (SELECT) button to apply the network settings changes.

The “IP Address” diagnostic screen is displayed.

d. Terminal ID. The “Terminal ID” for the CAD is set automatically using the Media Access
Control (MAC) address assigned to the CAD’s Network Interface Card (NIC). Since the CAD has no
user interface that allows for the entry of a terminal ID, the NIC card’s MAC address is obtained when the
CAD application starts up. The MAC address is then loaded into memory, right-padded with zeroes to
form a 16-digit terminal ID number, and used any time the Terminal ID is required.

e. Merchant ID. The “Merchant ID” for the CAD is set by the Navy Cash server using the
Disbursing Application. The CAD receives its merchant ID with the hotlist message that is sent from the
Navy Cash server.

5. CAD Operations

a. End-Of-Month (EOM) Reporting. EOM reporting is initiated at each CAD using the
vending merchant cards (for detailed EOM procedures see Part 2, paragraphs 16b and 21b).
Each CAD can be associated with only one merchant. The CAD must be on line to perform
EOM reporting. To activate the EOM messages at the CAD:

Insert the vending merchant card associated with the
appropriate merchant into the card reader on the CAD.

Processing . . o
Please Wait A Proce551ng Please Wait” message is dlsplayqd.
During processing, the merchant card is authenticated,

and the CAD verifies the card is not on the hotlist.

MM/DD/YY hhmmss If the merchant card is valid for the CAD, but EOM has
1234567890123456 never been performed, an “EOM Not Done Yet” message
is displayed. If EOM has previously been performed, the
CAD displays the last EOM date and time in mm/dd/yy
and hhmmss format and the CAD terminal ID.
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Press the right (NEXT) button on the hidden front panel
of the CAD to activate EOM. The “EOM Activation
Notification” message is displayed, and the CAD begins
sending EOM messages to the Navy Cash server.

Once the EOM messages have been sent to the Navy Cash
server, the CAD displays the new EOM date and time.
Remove the merchant card from the card reader. The
“Welcome Screen” will display on the CAD.

6. Message Queue

The CAD generates and sends messages to the Navy Cash server advising of actions performed,
including Electronic Funds Transfer (EFT) debit transactions, card errors, and card burns. These
messages are always stored on the CAD’s internal database and on the SD card’s database.
Storing the messages in both databases ensures no transactions are lost. If the CAD is on line, the
messages are immediately sent to the Navy Cash server. If the CAD is off line, the messages
remain in queues in both the internal and SD card databases until the CAD comes on line again.
Once the CAD is on line again, the messages are sent to the Navy Cash server. The messages
are removed from the queues in both the internal and SD card databases once a satisfactory
response is received from the Navy Cash server. The CAD will not work if an SD card is not in
the CAD.

All EFT messages have a globally unique ID. Anytime a message is stored in the queue on the
CAD, the message is also stored in the queue on the SD card. While on line with the Navy Cash
server, the CAD processes the internal queue first. When the message has been successfully sent
to the server, the device uses the unique ID to search for the same message in the SD card queue,
and deletes it if found. After processing the internal queue, the device processes the messages in
the SD card queue. This is necessary because the SD card may have come from another CAD
that failed and may contain transactions that need to be uploaded to the server.

7. Transaction Recovery

Each transaction is stored in a backup queue on the SD card until all transactions are uploaded
successfully to the Navy Cash server. Then, each transaction is removed from the backup queue
on the SD card. If a CAD is off line, an upload will occur when the CAD is brought back on line.

Should a CAD fail, the transactions in the backup queue on the SD card can be recovered. To
recover transactions, remove the SD card from the failed CAD, and place it in a functioning
CAD. The transactions are automatically uploaded from the SD card to the Navy Cash server
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once the working CAD is on line.

8. Admin Message Support

Navy Cash Admin Messages (NCAM) may be sent to the CAD to retrieve information from the
CAD or to perform various administrative functions on the CAD. The CAD only processes
NCAM messages when in an idle state, i.e., when no card is inserted, and there are no pending
transactions. While processing NCAM messages, the CAD displays a “Please Wait...Under
Maintenance” message to the user, and all other requests are ignored. Upon completion of the
NCAM message processing, the CAD returns to an idle state, and the “Welcome Screen” is
displayed.

9. CAD Maintenance and Set Up

Installation of the CAD application is completed prior to delivery to the ship. Updates and
upgrades for the application are generally installed remotely.

10. CAD Installation

Open the vending machine door and the interior panel.

Attach the CAD using the four screws and secure with four nuts.
Carefully attach Ethernet and MDB cables to the CAD.

Close the interior panel and door, making sure not to pinch the cables.

/e o o e

e. Ensure the network settings are correct and the CAD is assigned to the vending
machine in the Disbursing Application (see Section SE).

f.  Test the CAD by inserting a Navy Cash card. The card balance will display if
the installation was successful and the CAD is operating correctly.

11. SAM Installation

Open the vending machine door and the interior panel to access the CAD.
Carefully unplug the Ethernet and MDB cables from the CAD.

Unscrew the four nuts securing the CAD, and remove the CAD.

Flip the CAD over so that you are looking at the bottom of the CAD.

If a SAM is already installed, it will be visible on the circuit board.

o ae oe

12. To install a new SAM

a. Slide SAM holder in the direction of the arrow; remove any existing SAM.

b.  Without touching gold contact points of the new SAM, place it in the SAM
holder with the gold contacts facing the circuit board.

c. Press down on the SAM and slide it forward to lock it in place.
d. Reattach the CAD to the vending machine, and secure it with the four nuts.
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e. Carefully attach the Ethernet and MDB cables to the CAD.
f.  Close the interior panel and door, making sure not to pinch the cables.

g.  Test the CAD by inserting a Navy Cash card. The card balance will display if
the installation was successful and CAD is operating correctly.

13. SD Card Installation

The SD card may be replaced by accessing the CAD in the same manner described above. To
install an SD card:

If an SD card is already installed, it will be visible on the board.

Depress the SD card so that it ejects from the card slot.

Insert the new SD card into the slot.

Reattach the CAD to the vending machine, and secure it with the four nuts.
Carefully attach the Ethernet and MDB cables to the CAD.

f.  Close the interior panel and vending machine door, making sure not to pinch the
cables and ensuring nothing is pressed against the SD card, as objects pressing against the SD
card may cause it to eject from the card slot.

°© oo o

g. The CAD application automatically creates and updates the database on the SD
card anytime a new card is inserted into the card slot on the CAD.

14. Remote Update

Remote update software is used to install application updates from the Navy Cash server onto the
CAD automatically. No user intervention is required.

System Update A “System Update In Progress” message is displayed
In Prggre sS until the update is complete.

If the CAD application is running before an update is installed, the CAD will gracefully finish
any pending processes. Once the CAD application is idle, it shuts down and the update installs.
The CAD application restarts automatically after the update is completed.

15. Technical Support

Should technical support be required, contact the Central Support Unit (CSU) at 1-866-
6NAVYCASH (1-866-662-8922), navycashcenter@frb.org, www.navycash.com, or Fax 1-813-
533-5711.
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C - Navy Cash Kiosk

1. General

The Navy Cash kiosk is a self-service kiosk that can read the chip on the Navy Cash card and
interact with the Navy Cash server. The kiosk allows cardholders to move funds between their
bank and credit union accounts ashore and their Navy Cash closed-loop and open-loop accounts,
to change their Personal Identification Numbers (PINs), and to check in to the ship.

2. Interfaces

a. Secure Access Module (SAM). The kiosk uses a SAM to interact with the chip on the
Navy Cash card. If a SAM is not in the kiosk, the kiosk will not work, and an out-of-service error
message is displayed on the screen.

b. Ship’s Local Area Network (LAN). The kiosk connects to the Navy Cash server
through the ship’s LAN (Ethernet), e.g., the Integrated Shipboard Network System (ISNS). The
kiosk requires a continuous network connection to the Navy Cash server to process any
transaction. The kiosk cannot support transactions when it is off line.

The kiosk receives PING messages from the Navy Cash server every 30 seconds. If the kiosk
has not received a PING message within 30 seconds, an out-of-service message is displayed on
the screen.

3. Welcome Screen

The main screen for the kiosk is the “Welcome Screen”. Cardholders may insert their Navy Cash
card and begin a transaction anytime the “Insert Card to Begin” prompt is displayed on the
screen.

NAVYCASH |

Irs&it Caid Lo E‘-;-::_;,:ll

a. Status Bar. A status bar is at the bottom of every screen. The current date and time are
displayed in the lower-right corner of the status bar. The time is synchronized with the Navy
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Cash server. In Navy Cash, all dates and times are recorded, reported, and displayed in
Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

Do not change the time or time zone on the Navy Cash server. Changing the clock may result in
errors and delays in End-Of-Day (EOD) processing. These errors can only be resolved through
manual intervention guided by technical support personnel ashore.

b. Offline Indicator. If the kiosk does not receive a “PING” message within 30 seconds, it
will go off line. An offline indicator appears in the left hand corner of the status bar, and an out-
of-service message is displayed on the screen.

' T i
4. Admin Mode

a. Create Admin Password. When the kiosk application is initially installed and runs for
the first time, a six-digit numeric admin password must be created. The kiosk cannot proceed
past the “Create Admin Password” screen until a password has been successfully set. To create
an admin password:

Enter the desired six-digit password using the kiosk’s
touch screen or keypad.

The password entry box turns green, and the “OK” button
enables, when six digits are entered. Touch the “CLR”
button to discard the previously entered password and
enter a different one.

If the password is acceptable, touch the “OK” button after
the entry box turns green.

S5D-168



NAVSUP Pub 727 Part 2

Create Admin Password

-}
T

S5

EEEE
:olole

L}
3
i

ter Now Password

o @ ol
| ol 2l

T
-
-
-

Admimistrative Functions

—————
m

Section 5D —Software & Devices User Guide

The kiosk prompts you to confirm the admin password.
Re-enter the desired password.

The password entry box turns green, and the “OK” button
enables, when six digits are entered. Touch the “CLR”
button if you would like to discard the previously entered
password and enter a different one.

If the password is acceptable, touch the “OK” button after
the entry textbox turns green.

The kiosk verifies that both passwords match.

If the passwords do not match, a “Password Mismatch —
Try Again” message displays in red. You must enter and
confirm the admin password again.

If the passwords match, the kiosk sets the admin
password, and the Admin Menu displays.
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b. Entering Admin Mode. Admin mode is used to change device settings or view
diagnostic information. To access admin mode, the “Welcome Screen” must be visible and there
must not be any cards in the kiosk. To enter admin mode:

Touch the middle area of the “Status Bar” below the welcome screen three times. The “Admin
Mode” button itself is not labeled on the status bar.

NAVYCASH

Insert Card 1o Begin

Press in ths areato
access .5.'.‘||:n|.n. Mﬂ'i‘f

L

Enter Admin Password Enter the six-digit admin password when prompted.
Password characters are masked with asterisks (“*”).

The password entry box turns green, and the “OK” button
enables, when the correct six digits are entered.

If you enter an incorrect digit and would like to make a
correction before submitting the password, touch the
“CLR” button to discard the previously entered password
and enter the correct one.

j—
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If the wrong password is entered three times in a row, the
admin mode is locked out for a period of one hour. The
lockout remains in effect even if the system is rebooted.

Touch the “OK” button.

The kiosk verifies the password. If the password is not
valid, a “Password Invalid — Re-enter” message displays
inred. Enter the correct password, or touch the “Quit”
button to return to the welcome screen without entering
admin mode.
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If the password is valid, the Admin Menu displays.

5. Administrative Functions

The Admin Menu allows you to view and configure kiosk settings. You must enter the admin
password and be in admin mode to access the Admin Menu. You may exit the Admin Menu and
return to the welcome screen at any time by touching the “Quit” button.

a. Change Admin Password. The admin password may be changed whenever necessary.
To change the admin password:

Touch the “Password” button on the “Admin Menu”.

A “Change Admin Password” screen displays prompting
you to enter the current admin password.

Use the touch screen or keypad to enter the six-digit
password.

The kiosk verifies that the current password is correct. If
the current password is not correct, a “Current Password
Invalid — Re-enter” message displays in red. Either re-
enter the correct current password, touch the “Main
Menu” button to return to the admin mode, or touch the
“Quit” button to exit the admin mode.

If the current password is correct, the current password
entry box turns green, and you are prompted to enter the
new admin password.
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Enter the new six-digit password in the “New Password”
entry box.

After six digits are entered, the “New Password” entry
box turns green, and you are prompted to re-enter the new
password for verification.

The Admin Menu screen displays if the new password
entries match.

If the new password entries do not match, a “Password
Mismatch — Try Again” message displays.

Correctly enter and confirm the new password, then touch
the “OK” button on the keypad.

If you choose not to change the admin password, touch
the “Main Menu” button to return to the Admin Menu, or
the “Quit” button to exit admin mode.
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b. Change Terminal ID. The kiosk’s terminal ID may be changed whenever necessary. To

change the terminal ID:

Terminal ID

1234567887654321

Set Terminal ID

ﬁ
—_— -
nﬁ
——

s
H

Touch the “Terminal ID” button on the “Admin Menu”.

The Terminal ID screen appears showing the current
terminal ID for the kiosk.

If you do not wish to change the terminal ID, touch the
“Main Menu” button to return to the Admin Menu screen.

Touch the “Update” button to continue.

The “Set Terminal ID” screen is displayed. Use the touch
screen keypad to enter the new 16-digit terminal ID.

After 16 digits are entered, the terminal ID entry box
turns green, and the “OK” button is enabled.

Touch the “Quit” button to return to the Terminal ID
screen.

Touch the “OK” button to initiate the change.

The kiosk’s terminal ID is updated, and the “Change
Successful” screen is displayed. Touch the “Main Menu”
button to go to the Admin Menu. Touch the “Quit” button
to return to the welcome screen.
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c. SetIP Address. The kiosk’s IP address configuration may be changed whenever
necessary. To modify the first two octets of the IP address, you must enter “999” for the last two
octets. This “999.999” key sequence also allows you to change the TCP Port that the device
listens on for incoming connections from the Navy Cash server. To change the IP address
configuration:

Touch the “IP Address” button on the “Admin Menu”.
IP Address

sovce  port [HEEE The “IP Address” screen displays the current IP address
* Static IP configuration for the kiosk.

Select either the “DHCP” or “Static IP”” radio button.

IP Address If you choose “Static IP”, then you may change the last

two octets.
* DHCP iont ([
* Siatic IP )
E B 60 | Use the touch screen keypad to make the octet entries.

Set IP Address

]
&

If you enter “999” for the last two octets (999.999), the
first two octets and the “Port” will become editable.

-
3
4

If you change the port, it must be in the range between 1
and 65,535.

BH
uﬁ

—

S5D-174



NAVSUP Pub 727 Part 2 Section 5D —Software & Devices User Guide

If you do not wish to change the IP and/or port

IP Address ' conﬁguration, touch the “Mair} Menu” button to go to the
Admin Menu. Touch the “Quit” button to return to the
*DHCP  Pom welcome screen..

® Static IP

G2 I3 20 &8

If you wish to set the new IP and/or port configuration,
touch the “OK” button.

If the port is not valid, a “Port Must Be 1 to 65,535
message displays in red. If you change the IP address, all
octets must have a value. If an octet does not have a
value, it highlights in red, and an “IP Address Invalid”
message displays in red.

sy Sucoosshul

The kiosk displays the “Change Successful” screen, and
the kiosk’s IP address configuration is updated.

Touch the “Main Menu” button to go to the Admin Menu.
Touch the “Quit” button to return to the welcome screen.

d. Display Diagnostic Screen.

The “Diagnostic Screen” displays diagnostic information about the kiosk.

General Network Queue
Current date/time (GMT) Terminal ID number Total number of items in queue
Kiosk application version Device IP address Number of transactions in queue
Device database version Port Number of errors in queue
Operating system information Network connectivity status (online  Number of reversals in queue
SAM status (present/not present) / offline) Number of card burn messages in
Chip version (if card inserted) Server log-on status (logged on / queue
Chip date (if card inserted, not logged on) Number of any other messages in
mm/dd/yyyy format) Hotlist queue
Hotlist size (number of entries) Message queue capacity remaining
Date / time of last hotlist update (percentage)
(GMT mm/dd/yyyy hh:mm)

Any information in an “error” or “abnormal” state displays in red text.

To view the information on the Diagnostic Screen:

Touch the “Diagnostic” button on the Main Menu to display the screen.
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ATM Diagnostics

Tt A by 1553

~ General

r Netwaork

~ Hotlist

Insert a Navy Cash card to display chip version and date information. The card may be removed
after the information is displayed.

When review of diagnostic information is complete, touch the “Main Menu” button to return to
the Admin Menu or touch the “Quit” button to return to the Welcome Screen.

6. Restart

Touch the “Restart” button on the Admin Menu to re-initialize all kiosk application components.
Using the restart function should always be the first step in troubleshooting the kiosk to
determine if a simple re-initialization of the kiosk application fixes the problem.

S5D-176



NAVSUP Pub 727 Part 2 Section 5D —Software & Devices User Guide

7. Messages

a. Startup Messages. When the kiosk application starts, a series of startup screens shows
the current state of the kiosk as it starts up. Screens indicating an error during startup also
display a warning symbol. The following startup messages and startup error messages are
possible:

(1) Startup Messages
“Loading Drivers” — when application is loading

“Init Connections” — when device is initializing
communications

“Loading Configurations” — when the device is loading
saved configuration information

(2) Startup Error Messages

“Out of Service — C1”” — when the main card reader cannot be
activated

“Out of Service — S1”” — when the SAM is not present or is
malfunctioning

“Out of Service — N1”” — when network communications
cannot be established

“Out of Service — T1” — when the Terminal ID for the
device has not yet been set
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b. Error Messages. When the kiosk is inoperable, it displays an “Out of Service”
message. The message is followed by an error code showing the reason for the out-of-service
status. Common error codes the kiosk may display are listed in the table below.

=l Reason for Out-of-Service Status
Code

Cl General card reader error.

DI Error creating database.

D2 Error opening database.

D3 Database on device is more recent than application database version. Application needs to
be updated.

D4 Error updating database.

D5 Application database version does not match version of database on device.

D6 Error getting database version.

D7 General database error.

DF Database capacity has been exceeded.

Bl Error creating backup database.

B2 Error opening backup database.

B3 Backup database on SD card is more recent than application backup database version.
Application needs to be updated.

B4 Error updating backup database.

BS5 Application database version does not match version of backup database on SD card.

B6 Error getting backup database version.

B7 General backup database error.

BF Backup database capacity has been exceeded.
S1 SAM not present.
S2 Error powering on SAM.

S3 Maximum number of allowed SAM errors reached. Please clean or replace SAM.
N1 Network initialization error.
NN Network down. No response from Navy Cash server.

P1 General PIN pad error.
SD SD card not present.

T1 Terminal ID has not been set.

C21 Chip-to-chip failure after first card entered. Message being sent to server.
C2D Chip-to-chip failure after second card entered. Message being sent to server.
C2E Chip-to-chip failure after first card reentered. Message being sent to server.
Cp Change PIN — shown during a PIN change.

GT General transfers — shown during transfers.

CR Card removal error
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c. Message Queue. The kiosk generates and sends messages to the Navy Cash server
advising of actions performed, including Electronic Funds Transfers (EFTs), Card Errors,
Reversals, and Card Burns. These messages are always stored on the kiosk’s internal database.
If the kiosk is on line, the messages are immediately sent to the Navy Cash server. If the kiosk
loses its connection to the Navy Cash server during a transaction, the messages remain in the
internal database until the kiosk comes on line. Once the kiosk is on line again, the messages are
sent to the Navy Cash server. The messages are removed from the queue once a satisfactory
response is received from the Navy Cash server. The number and types of messages in the
message queue can be displayed on the Diagnostic Screen.

d. Admin Message Support. Navy Cash Admin Messages (NCAM) may be sent to the
kiosk to retrieve information from the kiosk or to perform various administrative functions on the
kiosk. The kiosk only processes NCAM messages when in an idle state, i.e., when no card is
inserted, and there are no pending transactions. While processing NCAM messages, the kiosk
displays a “Please Wait...Under Maintenance” message to the user, and all other requests are
ignored. Upon completion of the NCAM message processing, the kiosk returns to an idle state,
and the “Welcome Screen” is displayed.

8. General Maintenance and Troubleshooting

Installation of the kiosk application is completed prior to delivery to the ship. Updates and
upgrades for the application are generally installed remotely.

If there are any errors during initialization or general operation of the kiosk, an “Out of Service”
message is displayed with a specific error code, e.g., “C1” for a card reader error, “NN” when
the connection to the Navy Cash server is lost, and “S2” for error powering on SAM (see
paragraph 2.4.4.b above for a table of error codes).

a. Admin Mode. The administrative functions in the admin mode (see paragraphs 2.4.2
and 2.4.3 above) provide tools that can be helpful in diagnosing and solving problems with the
kiosk. Enter the admin mode by tapping on the status bar at the bottom of the Welcome Screen
three times and entering the admin password. The admin menu is displayed upon entry of a valid
password.

b. Restart Feature. The restart feature in the admin menu (see paragraph 2.4.3.e above)
re-initializes all kiosk application components and should always be a first step in
troubleshooting to determine if a simple restart fixes the problem.

c. Diagnostic Screen. The diagnostic screen feature in the admin menu (see paragraph
2.4.3.d above) displays information that can be helpful in solving a problem with the kiosk.
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9. Reset Admin Password

Should the admin password for a kiosk be forgotten, it can be reset remotely. The NCAO must
contact the Central Support Unit (CSU) (see paragraph “g” below, Technical Support) and
identify the specific kiosk that requires the password be reset. The Navy Cash Technical Support
Team (NCTS) group ashore will create a remote update package to reset the password. Once the
update package is ready, when the next round trip is completed between the ship and the shore,
the remote update function will reset the password automatically. The next time a user enters
admin mode on the kiosk, they are prompted to verify the reset password and then create a new

password.

10. Replace SAM

To install or replace a SAM chip in the kiosk: Open the Kiosk case to gain access to the SAM
slots. Install or replace the SAM in the top-left corner, or SAM2 slot. Note: the SAM?2 slot is the
only slot that works.

Ensure this locking tab
15 pushed upward, to the
“locked” position

| SAM Install location
(SAM?2 slot)

Secure the Kiosk case.

To ensure the SAM is working properly, use the Restart Feature in the admin menu to verify that
no out-of-service conditions exist.

11. Severe Troubleshooting

Severe troubleshooting may be necessary when there is question of the status of a physical
component, such as the PIN pad, network card, or smart-card reader, or when access to the
underlying Windows Operating System (OS) is required. The secure case protecting the kiosk
must be removed to access the physical components.

a. Technical Support. Should technical support be required, contact the Central Support
Unit (CSU) at 1-866-6NAVYCASH (1-866-662-8922), navycashcenter@frb.org,
www.navycash.com, or Fax 1-813-533-5711.
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b. Navy Cash Equipment Checklist. A sample Navy Cash Equipment Checklist is included
in Section 5B. This checklist will be tailored for each ship as a part of the Navy Cash
installation. The checklist provides an aid to assist in troubleshooting any equipment or software
problems and should also be used to review the status of all the ship’s Navy Cash devices on a
periodic basis.

12. CAD Failure

a. Troubleshooting Procedures

If a vending machine CAD is not working, ship’s store personnel should follow Navy Cash
troubleshooting procedures. See the Navy Cash Troubleshooting Manual and Maintenance CD
for detailed procedures.

If the ship’s network is down, do not cycle power to the vending machine. Once the vending
machine and CAD are powered down, the network connection is needed to reset the CAD for
operation when power is restored. The CAD can operate in the offline mode and store about 741
transactions, and the vending machine can continue to operate, at least until the CAD is full.

For maintenance assistance, all trouble calls, whether forwarded by phone call or e-mail, should
be directed to the Navy Cash Central Support Unit (CSU) (see Section 5A). The CSU will assign
a case number that will be used to track the trouble call until it is resolved. The CSU will handle
the trouble call directly, if at all possible, or forward the call to the proper person. Each issue
will be handled as quickly as possible. E-mail trouble calls can include the appropriate technical
and support personnel as additional addressees. To report hardware, software, communications,
or operational problems, contact the CSU. As the Navy Cash Accountable Officer, the
Disbursing Officer should be kept apprised of all trouble calls.

If the CAD itself fails, ship’s store personnel can replace it with a spare device from stock. All
such replacements must be coordinated with the disbursing office so that the CADs are
associated with the correct vending machines in the Navy Cash application, thus ensuring sales
are recorded to the proper merchants.

13. Failed Equipment

When directed to return failed equipment to the Navy Cash depot, record the traceable tracking
number and date shipped on the Trouble Call Worksheet. The case number assigned by the CSU
and the equipment serial number should be included with all Navy Cash equipment returns.

14. Stuck Transactions

POSs or CADs with stuck transactions should be sent to SAIC. When directed to return a POS or
CAD to SAIC, retain a copy of the case opened with the CSU with the monthly reports for Sales.
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Proper cleaning of the card readers can significantly reduce the incidence of card readers failing
to read the Navy Cash card.

If the shipboard network or Navy Cash server are likely to be down for an extended period or
there are no spare CADs in stock, the sales division can revert to accepting cash, if authorized by
the Commanding Officer, by replacing the CAD with a dollar bill validator and/or turning on the
coin changer for each vending machine. Procedures outlined in the NAVSUP P487 for collecting
cash will be followed.
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SECTION SE - Disbursing Application User Guide

This section contains screen captures and detailed
instructions for using the Navy Cash Disbursing Application.
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NAVY CASH DISBURSING APPLICATION

NavyCASH

-
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1. NAVY CASH DISBURSING APPLICATION

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)). Do not change the time or time zone on the Navy Cash
server. Changing the clock may result in errors and delays in End-Of-Day (EOD) processing.
These errors can only be resolved through manual intervention guided by technical support
personnel ashore.

1.1. STARTING THE NAVY CASH DISBURSING APPLICATION

a. First, Start the Navy Cash Service

From the Windows desktop screen, click on the “Services” icon, the 4th or 5th icon in
the box at the bottom of the screen to immediate right of Start button. A window will
open with the title “Services” in upper left hand corner.

Locate the “Navy Cash Messaging Service” line and click on it once. Line will
be highlighted.

Click on “Play” button at top of window (looks like play button on a tape
recorder). Status will change to “Started”.

b. Second, Start the Proxy Application

From the desktop screen display, click Start.
Point to Programs.
Point to Navy Cash Disbursing Interface.

Click on Navy Cash Proxy application. The card reader proxy icon, a green and
blue cable connector, appears in the status bar next to the clock when the application starts.

c. Third, Start the Navy Cash Disbursing Application

From the windows desktop screen display, click Start.
Point to Programs.
Point and click on Navy Cash Disbursing Interface application.

Disbursing Application menu screen is presented. The Disbursing Application
has different levels of access. Menu items are grayed out if the current user does not have access
to that particular function.
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Disbursing Notifications Alerts. “Disbursing Notifications™ notes appear as alerts at startup of
the Disbursing Application if there are new alerts since the last time an operator logged on or
when a new operator logs on. These notes are sent by the Navy Cash shore side primarily to
notify the ship of any replication conflicts between ship and shore. See paragraph 15d(4)for the
actions that should be taken when one of these alerts appears. An operator will see all the
Disbursing Notifications notes that have been received by the ship since the last time they logged
on to the Disbursing Application. A brand new operator will see only the last 30 days of
accumulated notifications notes. Click the “Cancel” button to close the note(s).

1.2. CLOSING THE NAVY CASH DISBURSING APPLICATION

a. First, Close the Navy Cash Application

Click on “Logout” in the upper left of the menu screen.
Then click on “OK”.

b. Second, Close the Proxy Application

Right click or double click the Card Reader Proxy icon in the status bar. A window
will open titled “Navy Cash S-D-I Proxy”.

Click the quit button.

c. Third, Close the Navy Cash Service

Click on Services icon at bottom of screen.
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2. FUNDS TRANSFER

Using the Disbursing Application, funds can be transferred to and from the closed-loop account
on the card and directly to the open-loop account on the card. To access the funds transfer
functions, the Disbursing Officer clicks on the “Funds Transfer” pull-down menu in the
Disbursing Application. The pull-down menu displays the funds transfer options, each of which
will be discussed in turn.

2.1. FUNDS TRANSFER TO CHIP

A cardholder can plus up the electronic value on his or her Navy Cash card at the disbursing
office with a check or cash or from an existing Navy/Marine Cash account.

a. To access the closed-loop account on the cardholder’s card and add value, the
Disbursing Officer selects “Funds Transfer to Chip” in the “Funds Transfer” pull-down menu.

b. The cardholder inserts the card into the POS, and the Disbursing Officer clicks “Get
Chip Info”.

c. The Disbursing Application displays the card ID number and balance received from
the POS and then displays the account number and account name associated with the card.
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d. The Disbursing Officer verifies ownership of the Navy Cash Card.

e. The Disbursing Officer chooses the correct funding source, and specifies the transfer
amount requested by the cardholder.

(1) The Disbursing Application displays two funding sources, “Cash” and “SSN”.

(2) Check or Cash. When a cardholder is exchanging either a check or cash to plus
up his or her Navy Cash card, “Cash” is selected as the funding source. All transactions will be
recorded automatically on the Navy Cash server and added to the daily reports. In addition, all
transactions will be recorded manually on the Daily Cash Transaction Ledger, which shall be
kept in the safe.

(3) Checks that are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the DoD FMR Volume 5.

(4) SSN. A cardholder can request that the Disbursing Officer transfer funds from
his or her closed-loop account to another card’s closed-loop account using the cardholder’s
Social Security Number (SSN) to designate the account. This capability could be used to
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transfer funds from an open-loop account, e.g., split pay funds, to the closed loop on a visitor
card for a cardholder who, for one reason or another, has a Visitor Navy Cash card rather than an
instant issue or embossed permanent Navy / Marine Cash card and therefore can’t use the Navy
Cash Kiosk to effect the transfer. An account must be in an “open” status to enable a transfer.
“SSN” is selected as the funding source. Enter the cardholder’s SSN without dashes or spaces.

f. The Disbursing Officer clicks “Submit” to initiate the funds transfers.
g. The POS will require the cardholder to enter his PIN and click OK.

h. The POS will then display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK™ or “CLR”. If the cardholder chooses “OK”, the
transaction is complete, and the card can be removed. If the cardholder chooses “CLR”, the
transaction will be rejected and cancelled, and the process will need to be repeated for the correct
amount.

1. All authorized military personnel who request Navy Cash privileges and enroll in
Navy Cash consent in writing, using the Navy Cash enrollment form, to immediate collection
against their pay for the face value of or resulting negative Navy Cash balance due the U.S.
Treasury funds pool from all dishonored transactions. With this procedure, dishonored
transactions will not become a delinquent debt; therefore, there is no authority to assess a service
charge (Reference DoD FMR, Volume 5, Chapter 4).

2.2. FUNDS TRANSFER FROM CHIP

a. To convert electronic value in the closed-loop account to cash or to transfer value to a
retail merchant account, the Disbursing Officer selects “Funds Transfer from Chip” in the
“Funds Transfer” pull-down menu.

b. Availability of Cash in Port. Cardholders can obtain the cash they need in homeport
and during port visits in a number of ways.

(1) Local ATMs Ashore. Cardholders can obtain cash (local currency) from ATMs
that are available in the local area by using their Navy Cash cards or their bank or credit union
ATM debit cards. Navy Cash cardholders can access funds in their open-loop accounts at over
1,000,000 ATMs in over 120 countries worldwide using their Navy Cash cards. Overseas, these
local ATM transactions generally provide the best exchange rate for foreign currency.
Cardholders who use their Navy Cash cards ashore will pay any local ATM surcharge fees but
will not have to pay the ATM fee normally charged by their bank or credit union.

(2) Navy Cash Card Open-Loop Debit Feature. Cardholders can purchase gifts and
souvenirs and pay for meals in restaurants using the Navy Cash card. This open-loop debit
feature is available at more than 23 million locations worldwide and at any retail locations that
allow point-of-sale signature- or PIN-based purchases. Cardholders must remember to transfer
funds to their open-loop accounts 24 to 48 hours prior to attempting to use their Navy Cash cards
ashore.

(3) Currency Exchange on Board Ship. During port visits in foreign ports, currency
exchange can be provided on board ship through the local husbanding agent, and this service can
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be requested as a part of the LOGREQ sent prior to a port visit. Navy Cash Point of Sale devices
(POSs) will be available to the husbanding agent so that Navy Cash cardholders can use the
closed-loop account on their Navy Cash cards to “purchase” currency (see paragraph 30.2,
Currency Exchange by Vendors in a Foreign Port).

(4) Cash Out Navy Cash Card. Cardholders can also cash out the value in the
closed-loop account on their Navy Cash cards at the disbursing office. However, because
cardholders can transfer value from the closed loop to the open loop on the card themselves
using the Navy Cash kiosk on the ship and obtain cash (local currency) from ATMs that are
available in the local area using their Navy Cash cards, cashing out the Navy Cash card should
be the exception rather than the rule. There is little or no need to cash out Navy Cash cards in
homeport. There may be more of a need prior to and during port visits, but cashing out Navy
Cash cards should still be the exception. Local ATM transactions generally provide the best
exchange rate for foreign currency.

(5) Cash Personal Checks. The Disbursing Officer will continue to cash personal
checks as necessary, particularly for guests and other visitors on the ship. However, like cashing
out the Navy Cash card, because cardholders can obtain cash from ATMs that are available in
the local area by using their Navy Cash cards or their bank or credit union ATM debit cards,
cashing personal checks should also be the exception rather than the rule. There is little or no
need to cash personal checks in homeport. There may be more of a need prior to and during port
visits, but cashing personal checks should still be the exception. Again, local ATM transactions
generally provide the best exchange rate for foreign currency.

c. Closed-Loop-to-Cash Transactions.

(1) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts the card into the POS.

(2) The Disbursing Officer clicks “Get Chip Info”, and the Disbursing Application
displays the card ID number and the closed-loop balance received from the POS and then
displays the account number and account name associated with the card.

(3) The Disbursing Officer chooses the funding destination, “Cash,” specifies the
transfer amount requested by the cardholder, and then clicks the “Submit” button to initiate the
funds transfer.

(4) The POS prompts the cardholder for a PIN. The cardholder enters the PIN and
presses OK.

(5) The POS will display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “OK”, the
transaction is complete and the card can be removed. If the cardholder chooses “CLR”, the
transaction will be rejected and cancelled. The transaction will need to be repeated for the correct
amount.

(6) All transactions will be recorded on the Navy Cash server and added to the daily
reports. In addition, all transactions will be manually recorded on the Daily Cash Transaction
Ledger, which shall be kept in the safe.
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d. Closed Loop to Merchant Account (Individual and Bulk Retail Sales). The

Disbursing Application is designed to handle electronic value transfers from the closed-loop
account on the card to the various Navy Cash accounts held by retail merchants on the ship for
retail sales, for example, Wardroom, Chiefs Mess, ship’s store. Because these transactions
represent electronic merchant retail sales, they are handled completely within the Disbursing
Application and do not affect the Disbursing Officer’s accountability or other responsibilities for
funds.

(1) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts card into POS.

(2) The Disbursing Officer clicks the “Get Chip Info” button, and the Disbursing
Application displays the card ID number and balance received from the POS and then displays
the account number and account name associated with the card.

(3) The Disbursing Officer chooses the funding destination, “Merchant”, and the
appropriate retail merchant account, specifies the sales amount requested by the cardholder, and
then clicks the “Submit” button to initiate the retail sales transaction.
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(4) The POS will prompt the cardholder for his or her PIN. After the PIN is entered,
the cardholder presses OK.

(5) The POS will prompt the cardholder to verify the sales transaction amount. If
the cardholder clicks OK, the transaction is completed. If the cardholder clicks CLR, the
transaction is cancelled and the entire process needs to be repeated with the correct amount.

(6) The Navy Cash server records the retail transaction, and it is included in the
appropriate daily merchant transactions reports.

e. Disbursing Officer Merchant Not a Retail Sales Merchant. The Disbursing Office
merchant should never be used as a retail sales merchant in the “Chip to Merchant Account”
function. When using the “Chip to Merchant Account” function, ensure the correct merchant is
selected for the retail sale, e.g., Wardroom Mess—Food when an officer is paying a monthly
Wardroom food bill or General Mess—Food when the Wardroom Mess Treasurer is paying the
Food Service Officer for the Wardroom’s monthly food bill. Using the Disbursing Office
merchant will cause a variance at the end of the month that the disbursing office will have to
research and correct. When collecting on negative balances from individual cardholders (see
Section 4, paragraph 2.2.3.2, Collecting on Negative Balances), the Disbursing Officer can
transfer value directly to the cardholder’s open-loop account (see Section SE, paragraph 4,
Deposit Cash to Strip).

f. Cash Out Visitor Cards. Navy Cash visitor cards are reusable. When a cardholder no
longer needs a visitor card and prior to leaving the ship, the card should be turned in to the
disbursing office, and any value remaining in the closed-loop account must be cashed out and
returned to the cardholder immediately in accordance with paragraph 2.2.c above. The return
date shall be entered on the Card Issue Log, and the card can then be returned to the stock of
visitor cards for reissue.

(1) Residual Funds on Visitor Cards. After a visitor has left the ship, even if the
visitor card is turned in after hours or “‘under the door,” the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder in accordance with the DoD FMR, Chapter 10, Paragraph 100505. Refer to the Navy
Cash Card Issue Log to identify the person the card was issued to. For each visitor card issued,
the card sequence number, which is printed on the back of the visitor card, should be listed on
the log.

(2) If'the Cardholder Can Be Identified.

(a) The Disbursing Officer shall cash out any value remaining on the card and
either cut an ex-cash check for the amount and mail it to the cardholder or do a collection for the
amount using a Cash Collection Voucher (DD 1131) to the MPN appropriation (C203/C903) so
the cardholder’s pay can be credited.

(b) Record the closed-loop-to-cash transaction on the Daily Cash Transaction
Ledger. Enter the date of the transaction in Block 1, the cash value in the closed loop in Block 3,
and the ex-cash check number or cash collection voucher number in Block 5.

(c) After the normal closed-loop-to-cash transaction is processed, the amount of
the ex-cash check or DD 1131 shall be reflected as follows.
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((1)) The ex-cash check will be posted on the DD 2657 as an increase to line
2.1B (checks issued) and line 6.9 (other). Update the check issue log and any other applicable
documents required by DoD FMR Volume 5.

The cash collection voucher ( DD 1131) will be posted on the DD 2657 as an
increase to line 6.9 (other) and line 4.1B (collections). Forward a copy of the DD 1131 to the
PSD so the amount can be properly credited to the cardholder's pay account.

(d) The card can then be returned to the stock of visitor cards for re-issue.

(3) Ifthe Cardholder Cannot Be Identified

(a) After good faith efforts to identify and locate the individual cardholder and
return the residual funds have been exhausted, the Disbursing Officer must cash out any value
remaining on the card and do a collection for the amount using a DD 1131.

(b) Credit the funds to one of two Treasury accounts, Payment of Unclaimed
Moneys, 20X6133, when the amount is $25 or more, or Forfeitures of Unclaimed Money and
Property, 17R1060, when the amount is less than $25.

((1)) Once any value that was remaining on a card has been credited to either
of the Treasury accounts, 20X6133 or 17R1060, the Disbursing Officer cannot recover the funds.

((2)) Cardholders, however, retain the right to submit a claim for a refund to
the U.S. Department of the Treasury, Bureau of the Fiscal Service. Any claim must include
enough facts to validate the accuracy of the claim and justify the refund.

(¢) Record the closed-loop-to-cash transaction on the Daily Cash Transaction
Ledger. Enter date of the transaction in Block 1, the cash value in the closed-loop in Block 3,
and the cash collection voucher number in Block 5.

(d) After the normal closed-loop-to-cash transaction is processed, the amount of
the DD 1131 will be posted on the DD 2657 as an increase to line 6.9 (other) and line 4.1B
(collections).

(¢) The card can then be returned to the stock of visitor cards for re-issue.

(4) Collect and Destroy Expired Visitor Cards. When visitor cards are turned in to
disbursing office and cashed out, the Disbursing Officer should check the expiration dates on the
cards. Any expired Navy Cash cards must be collected and destroyed. Cards can be destroyed by
cutting them up or shredding them. Document destruction of the cards using the Navy Cash
Card Issue Log.

3. REFUNDS
3.1 INDIVIDUAL REFUND

a. When a cardholder desires a refund from a merchant on the ship (for example, ship’s
store, MWR, General Mess), they must first obtain authorization (for example, from the Sales
Officer, MWR Officer, Food Service Officer, or a designated representative) on a standard,
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serialized, Navy Cash Refund Chit. In addition, the approving merchant must record the refund
on the Navy Cash Merchant Refund Log. A sample refund log and refund chit are included in
Section 5B.

b. The cardholder will then take the refund chit to the disbursing office and present it to
the Disbursing Officer or Deputy. On ships with a separate Sales Officer, refunds for Ship’s
Store and vending will be taken care of at the Sales Office by the Sales Officer or Deputy.

(1) To access the closed-loop account on cardholder’s card and add value of the
refund, the Disbursing Officer (Sales Officer) selects “Individual Refunds” in the ”Funds
Transfer” pull-down menu.

(2) After the Disbursing Officer (Sales Officer) verifies ownership of the Navy
Cash card, the cardholder inserts the card into the POS.

(3) The Disbursing Officer (Sales Officer) clicks the “Get Chip Info” button, and
the Disbursing Application displays the card ID number and balance received from the POS and
then displays the account number and account name associated with the card.

(4) The Disbursing Officer (Sales Officer) then selects either “Chip Purchase
Refund” or “Miscellaneous Refund” as the funding source.
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(5) Chip Purchase Refund. This function allows the Disbursing Officer (Sales

Officer) to select a single specific purchase transaction for the refund from a list of the
cardholder’s purchases. Multiple-item purchases are treated as a single total if all the items were
purchased at the same time. To limit the number of transactions displayed when selecting the
chip purchase refund option, the Disbursing Officer (Sales Officer) should either specify a date
range (“From Date” and “To Date”) or select a specific event (see paragraph 3.2, Bulk Refunds,
for an explanation of events) and click the “Refresh” button. In Navy Cash, all dates and times
are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTC)). When the transaction is selected, the transfer amount for the refund is specified by the
Disbursing Application. The chip purchase refund helps to ensure that a particular purchase is
only refunded once. For purchases at vending machines or for a single item within a multiple-
item purchase, the miscellaneous refund should be used, since the specific sales transaction may
be difficult or impossible to identify (see paragraph (6) below). Generally, in ship’s store, the
miscellaneous refund is the preferred method for refunds.
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(6) Miscellaneous Refund. This function allows the Disbursing Officer (Sales

Officer) to specify a transfer amount for the refund_and select a Navy Cash merchant (for
example, vending soda, vending snack, or ship’s store) from which the refund should originate.

(a) The Disbursing Officer (Sales Officer) clicks the “Submit” button to initiate
the funds transfers.

(b) The POS will require the cardholder to enter his PIN and click OK.

(c) The POS will display the amount for credit and ask if the amount is correct.
The cardholder selects either “OK” or “CLR”. If the cardholder chooses “OK”, the transaction is
complete, and the card can be removed. If the cardholder chooses “CLR”, the transaction will be
rejected and cancelled. The transaction will need to be repeated for the correct amount.

(d) This will return the amount of the refund to the card and deduct that amount
from the originating merchant’s (e.g., ship’s store, MWR) collections for that day. Individual
refunds are credited on the ship to a cardholder’s closed-loop account immediately.

(e) The Navy Cash server records the transaction, and it is included in the
appropriate daily merchant transactions reports for the day.
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(f) The Disbursing Officer and other responsible individuals, for example,
Sales Officer or MWR Officer, should verify that the amounts reported by the Navy Cash server
are correct and match the approved chits. They should also verify that the amounts refunded
plus the amounts deposited (for example, in ship’s store accounts, MWR bank account, or Navy
Cash open-loop account) match the total collections (for example, ship’s store or MWR) for that
day.

(g) For all refunds processed in the disbursing office, the Disbursing Officer
shall retain one copy of the approved chit, an updated Refund Log, and the end of month reports
summarizing all refunds. The original chit will be returned to the approving merchant for
verification against the serialized logs. Similarly, for all refunds processed in the Sales Office,
the Sales Officer shall retain one copy of the approved chit, an updated Refund Log, and the end
of month reports summarizing all refunds.

(7) Distribution of Ship’s Store Profits to MWR: See Section 3, para 9.3 for detailed
instructions.

3.2. BULK REFUNDS

a. Refunds for single cardholders and single transactions can be handled readily using
the “Individual Refund” function. When a large number of cardholders needs a refund, handling
them individually would be time consuming. For example, MWR may sell a significant number
of tickets to a concert or sporting event that must be cancelled at the last minute because of
operational requirements or a change in the ship’s schedule. The bulk refund function allows the
Disbursing Officer to initiate a refund to everyone who purchased a ticket in a few simple steps.
Bulk refunds are credited to each cardholder’s open-loop account on the ship. This credit will be
reflected ashore as soon as the ship completes its end-of-day processing between ship and shore.
Purchases made with visitor cards, which do not have an open-loop account associated with
them, must be refunded individually at the Disbursing Application.

b. Bulk Refunds consists of four basic parts, each of which will be discussed in turn.

Event Processing

Programming the Point-Of-Sale Device (POS)
Bulk Refunds

Reporting

c. Event Processing. Although developed primarily for MWR, event processing allows
any merchant on the ship to specify events for collections and reporting (see paragraph 22).

(1) To set up event processing, the merchant must coordinate with the
Disbursing Officer, who will use the Event Maintenance function in the Disbursing
Application to enter an event name and event description and create an event code.

(2) Event Codes. Event codes provide the ability to track events that
are purchased using Navy / Marine Cash so that sales transaction data can be reported by
event and a bulk refund can be performed at a later time if necessary. Once an event code
is created, a merchant can use it during sales by selecting the appropriate function key on a
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POS that has been configured with event codes, although selecting an event is not required
to complete a sale.

(3) Event Codes Are Not Reusable. Each event code must be unique
within the Disbursing Application on each ship. Do not reuse event codes; event codes
can only be used one time. This becomes especially important if an event is canceled and
the Disbursing Officer performs a bulk refund. To ensure the correct amount for a
particular event is refunded to the correct cardholders who participated in that event, event
codes must be unique. For a repeating function, each instance must be renamed as a new
event with a new event code.

d. Programming the POS Device. Follow instructions in Section 5D to program up to
ten event codes for each of ten merchants. When transactions are collected on a POS that has
been properly configured, the sales clerk will be able to indicate which event the cardholder is
purchasing by selecting the appropriate event. This event code information is then held in the
database for reporting purposes and for a bulk refund if one should become necessary. When
programming the POS for multiple MWR events, the event code must correspond with the
descriptions set within the Event Maintenance function of the Disbursing Application.

e. Bulk Refunds. When requested by an appropriate merchant, the Disbursing Officer
can initiate a bulk refund on the ship using the Disbursing Application. For each event refunded,
the full purchase amount will be credited to each cardholder’s open-loop account on the ship.
This credit will be reflected ashore after the next end-of-day round trip is completed. A bulk
refund can only be initiated one time for any one event.

(1)  To enter the “Bulk Refunds” function, the Disbursing Officer selects
“Bulk Refunds” in the “Funds Transfer” pull-down menu.

(2)  Select Event. To refund an event, select the appropriate event in the
“Select Event for Refund” box and click the “Refund” button.

(3)  Check Status. To check the status of a refunded event, look at the
appropriate event in the “View Refund Request Status Details” box.

(a) Review Bulk Refund Exceptions Report. Although the status of a
refund request may indicate “Processed Successfully”, the Disbursing Officer and MWR Officer
must review the Bulk Refund Exceptions Report to ensure that all transactions were refunded.
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(h) Visitor Cards. Purchases made with visitor cards, which do not have an
open-loop account associated with them, will always be listed on the Bulk Refund Exceptions
Report and must be refunded individually at the disbursing office.

f. Bulk Refund Reports.

(1) Bulk Refund Exceptions Report. The bulk refund procedure will generate a
Bulk Refund Exceptions Report for transactions that it cannot refund, for example, purchases
made with visitor cards or transactions that have already been refunded individually. This report
will be placed automatically in the reports directory “Q:\files\navydata\report\ship\bulkrefund”.
On the Disbursing Application workstation or laptop, the report can be found in the
S:\files\navydata\report directory, which maps to the Q:\files\navydata\report directory on the
Navy Cash server. The “Shore Reports” folder (icon) on the Disbursing Application desktop
provides a short cut to the shore report directory.

(2) Merchant Reports. Merchant daily and monthly reports will group sales
transaction data by event codes if one or more have been created (and used) for any “events”
within a merchant’s sales, for example, a concert, golf tournament, cruise book, flower sales. If
no event codes were indicated during sales, all sales transactions will be reported together.
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4. DEPOSIT CASH TO STRIP

a. A cardholder can plus up or deposit value directly to his or her open-loop account at
the disbursing office with a check or cash.

(1) Clear a Negative Open-Loop Account Balance. For a cardholder with a
negative balance, a funds transfer directly to his or her open-loop account provides an additional
option to clear the negative balance (see Part 1, paragraph 2.2.2, Negative Navy Cash Balances).
The cardholder can provide cash to the Disbursing Officer in an amount sufficient to return the
open-loop account balance to zero or a positive amount.

(2) Representment. With automatic representment, if a cardholder’s ACH transfer
request at the Navy Cash Kiosk is returned for NSF, the ACH transaction will automatically be
presented up to two more times on successive pay days.

(a) Because Navy Cash access to a bank or credit union account is blocked
automatically when a transfer request is returned for NSF and an open-loop account goes
negative, a cardholder may opt to go to disbursing office to clear a negative balance and unblock
access. Just prior to initiating automatic representment, the Navy Cash system ashore checks the
open-loop account balance. If the account is no longer negative, i.e., the account balance is
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“zero” or positive, the transaction returned for Non-Sufficient Funds (NSF) will not be
represented. It is important to note that the cardholder must clear the negative balance in
sufficient time for a round trip to be completed between ship and shore. Although a zero or
positive balance will be reflected on the ship immediately, the new open-loop account balance
must be posted ashore before the Navy Cash system checks the account balance. If the account
balance ashore is still negative, the returned ACH transaction will be represented. Cardholders
should be sure there are sufficient funds available in their bank or credit union account to cover
any representment.

(b) With representment, the majority of returned ACH transactions and
resulting negative balances will be handled automatically. However, the Disbursing Officer
must continue to review the Negative Balance and Returned Items Detail Reports on a daily
basis and collect on any negative balances not covered by automatic representment. If a
cardholder’s open-loop account balance has gone negative for a reason other than NSF, if the
transaction returned for NSF is under $5, or if there have been two representments since the
account went negative, the Disbursing Officer is responsible for collecting on that debt.

(3) The Disbursing Officer should ensure the cardholder’s Navy Cash access to his
or her bank or credit union account ashore remains blocked until the negative balance is cleared.

b. To access the cardholder’s open-loop account and add value, the Disbursing Officer
selects “Deposit Cash to Strip” in the ”Funds Transfer” pull-down menu.

c. To search for the appropriate open-loop account:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or Mastercard® card number or the cardholder’s last name or the
initial letter or letters of the last name in the “Card not Present” box and then clicks the “Account
Search” button.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the POS and clicks the “Get Card Info” button in the “Card Present” box.

(3) The Disbursing Application brings up the cardholder names associated with the
search criteria.

d. After verifying the cardholder’s identity, the Disbursing Officer highlights the correct
name, and the cardholder’s name and SSN are displayed in the “Member Profile” window.

e. The Disbursing Officer chooses the correct funding source, and specifies the deposit
amount requested by the cardholder.

(1) Check or Cash. The Disbursing Application displays one funding source,
“Cash”. When a cardholder is exchanging either a check or cash to plus up his or her open-loop
account, “Cash” is selected as the funding source.

(2) Checks that are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the DoD FMR Volume 5.
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(3) All transactions will be recorded automatically on the Navy Cash server and
added to the daily reports. In addition, all transactions will be recorded manually in accordance
with paragraph 6 on the Daily Cash Transaction Ledger, which shall be kept in the safe.

f. The Disbursing Officer clicks the “Process Deposit” button to initiate the deposit to
the cardholder’s open-loop account.

g. The Disbursing Application asks to verify the deposit amount and the cardholder’s
name. The Disbursing Officer clicks the “Yes” button to complete the deposit.

5. CORRECTING UNMATCHED CHIP-TO-CHIP TRANSACTIONS

a. Two cardholders can transfer electronic value from the closed loop account on one
cardholder’s Navy Cash card to the closed loop account on the other cardholder’s card.
Cardholders conduct these transactions at the Navy Cash Kiosks following the instructions
presented on the Kiosk screen.

b. The transfer is completed in two parts. First, the sending card initiates the transfer, the
funds are removed from the card and placed into an escrow account, and the card is removed
from the Kiosk. Second, the receiving card is put into the Kiosk, authenticated with PIN entry,
and the funds are moved from the escrow account to the receiving card. The receiving card must
be placed into the Kiosk and authenticated within 60 seconds (more time can be requested if
needed).

c. Ifthe process is interrupted for any reason before it is completed, e.g., a power failure
at the Kiosk or time expires before the process is completed, the result of the transaction is stored
in the escrow account on the Navy Cash server as an unmatched transaction.

d. Automatic Chip-to-Chip Correction. Navy Cash corrects unmatched closed-loop to
closed-loop transactions automatically by returning the value to the sending card.

(1) Once every 24 hours, the Navy Cash server on the ship will scan the escrow
account for unmatched closed-loop to closed-loop transactions.

(2) For each unmatched transaction detected, the automatic correction process will
first determine if the sending card was an instant issue or embossed permanent card or a visitor
card. If the sending card was an instant issue or embossed permanent card, the electronic value
will be returned to the cardholder’s open-loop account automatically. Because a visitor card
does not have an open-loop account associated with it, the electronic value will be transferred to
the Navy Disbursing Office merchant card open-loop account.

(3) Automated Chip-to-Chip Corrections Report. When the automatic correction
process is completed each day, an Automated Chip-to-Chip Corrections Report will be generated
by the Navy Cash server on the ship and placed in the reports directory
(Q:\files\navydata\report\ship\pspo). On the Disbursing Application workstation or laptop, the
report can be found in the S:\files\navydata\report directory, which maps to the
Q:\files\navydata\report directory on the Navy Cash server. The “Shore Reports” folder (icon)
on the Disbursing Application desktop provides a short cut to the reports directory. The report
lists the closed-loop to closed-loop corrections that were successfully completed that day. The
Disbursing Officer should review these reports daily. For every closed-loop to closed-loop
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correction completed for a visitor card, the Disbursing Officer must take action to restore the
value to the appropriate visitor card cardholder.

(4) Restoring Value to a Visitor Card. The Disbursing Officer should take the
Disbursing Office merchant card to the Navy Cash Kiosk, and move the appropriate funds from
the open loop to the closed loop. Then, the Disbursing Officer can either cash out the closed
loop and use the cash to fund the cardholder’s visitor card in the amount of the unmatched
closed-loop to closed-loop correction; or cash out the appropriate amount from the closed-loop
account and give the cardholder the cash; or go to the Kiosk and do a chip-to-chip transfer from
the Disbursing Office merchant card closed-loop account to the closed-loop account on the
cardholder’s visitor card.

(a) Ifavisitor card cardholder is no longer on aboard the ship, the individual
cardholder should be contacted, if at all possible, and asked to provide a mailing address.

(b) The Disbursing Officer should then cut an ex cash remittance check in the

amount of the unmatched closed-loop to closed-loop correction and mail the check to the visitor
cardholder.

(c) If for some reason, an unmatched chip-to-chip transaction could not be
reimbursed to the cardholder, the overage must be collected to the Treasury Department Receipt
Account, Forfeiture of Unclaimed Money and Property, in accordance with DoD FMR, Volume
5, Chapter 6, Paragraph 0608. For example, a visitor card may have been turned in after hours or
“under the door” or after a visitor has left the ship and cannot be attributed to a specific
individual. If not cashed out, any value remaining on a card after it has been turned in will be
handed over to Treasury and cannot be recovered.
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6. DAILY CASH TRANSACTION LEDGER

Note: A cardholder’s signature is required only for a closed-loop-to-cash transaction. .
a. If a cardholder uses cash (or check) to put monies into his or her closed-loop account:
(1) In Block 1, enter the date of the transaction.
(2) In Block 2, enter the amount of the cash value added to the closed loop.
b. Ifa cardholder converts electronic value into his or her closed loop account to cash:
(1) In Block 1, enter the date of the transaction.
(2) In Block 3, enter the amount of the cash value removed from the closed loop.

(3) In Blocks 5 and 6, have the cardholder print and sign his or her name for the
amount of cash received.

c. If acardholder uses cash (or check) to put monies into his or her open loop account:
(1) In Block 1, enter the date of the transaction.
In Block 4, enter the amount of the cash value added to the open loop.
d. Close out the Daily Cash Transaction Ledger as follows:
(1) Total Column 2, and enter the amount in Block 7, Total Cash to Closed Loop.
(2) Total Column 3, and enter the amount in Block 8, Total Closed Loop to Cash.
(3) Total Column 4, and enter the amount in Block 9, Total Cash to Open Loop

(4) In Block 10, Net Sum for Cash Transactions, enter the difference between the
sum of Blocks 7 and 9 and Block 8.

(5) This value should be the value recorded as an increase to line 6.2A and a
decrease to line 6.9 of the DD 2657.

e. [Each individual operator, e.g., Disbursing Officer, Deputy Disbursing Officer, agent
cashier, must use a separate Daily Cash Transaction Ledger. The completed Daily Cash

Transaction Ledger(s), along with the supporting Disbursing Transactions Detail Report sorted
by operator, shall be retained with the balanced DD 2657.

f. A blank copy of the Daily Cash Transaction Ledger is included in Section 5B.
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NAVY CASH® DAILY CASH TRANSACTION LEDGER

NAVSUP Pub 727 Part 2

CLOSED LOOP OPEN

DATE s PRINT CARDHOLDER

CARDHOLDER NAME SIGNATURE
) CASH CLOSED CASH ® ®
TO TOCASH | TO OPEN
CLOSED ® @

11/01/02 | 100.00
11/01/02 | 60.00
11/01/02 | 50.00
11/01/02 | 50.00
11/01/02 50.00
11/01/02 40.00
11/01/02 100.00
11/01/02 40.00
11/01/02 20.00

Total 260.00 90.00 160.00

@ ©)
TOTAL CASH TOTAL CLOSED LOOP TOTAL CASH NET SUM FOR CASH
TO CLOSED LOOP TO-CASH TO OPEN LOOP TRANSACTIONS
$260.00 $90.00 $160.00 $330.00
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NavyCAsH
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7. RESETTING OR CHANGING THE PIN

Cardholders who elect to reset or change the PIN associated with their Navy Cash cards would
normally use the Navy Cash Kiosk and follow the screen prompts. To change a PIN at
disbursing office:

a. The NCAO must verify the cardholder and selects “PIN Reset or Change” in the
“Card Maintenance” pull-down menu.

b. The NCAO instructs the cardholder to insert the card into the POS and clicks on the
“Get Chip Info” button. The NCAO must then verify the information displayed and the
cardholder’s identity and ownership of the card.

c. The NCAO then clicks the “Submit” button to initiate the PIN change.
d. The cardholder then follows instructions on POS and enters and reenters a new PIN.

e. A pop-up window on the Disbursing Application screen will indicate PIN change was
successful.
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If a card is blocked, it must be unblocked before the PIN can be changed.
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8. CHANGE CARD STATUS

The “Change Card Status” screen can be used to “activate” a new embossed permanent Navy
Cash card that has been delivered to the ship and to report a card that has been lost, stolen, or
damaged, or needs to be canceled.

a. Card Activation for Embossed Permanent Cards. For security reasons and to prevent
fraud, all embossed permanent Navy Cash cards are delivered to the ship in a “pendactive” status
and must be activated before they will work. Occasionally, a cardholder will come to disbursing
office to report a card that no longer works, when, in fact, the card has never been activated. For
example, the cardholder may have been given a new embossed permanent card just as they were
leaving a previous ship, and the card was not activated at the time. Because the card does not
work, the cardholder will not be able to do a ship check-in until the card has been activated.

(1) Disbursing Activates Card at Disbursing Application

(a) To activate a card, the NCAO selects “Change Card Status” in the “Card
Maintenance” pull-down menu.
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(b) If the cardholder has an instant issue or embossed permanent card that is
about to expire, disbursing personnel must first insert the card into the POS and click on the “Get
Card Info” button so that card can be canceled before activating the new card.

(¢) To provide quicker access to any funds remaining in the closed-loop
account on the instant issue or embossed permanent card, the cardholder can move the funds in
the closed loop to the open loop using the Kiosk before coming to disbursing office. Otherwise,
the system will automatically do a closed-loop to open-loop transfer to restore the value in the
closed loop when the NCAO clicks the “Update Card Status” button in the step below, and the
funds won’t be available in the open-loop account until the next end-of-day processing is
completed between the ship and the shore.

(d) The Disbursing Application brings up the card ID number(s) associated with
the search criteria. After verifying the cardholder’s identity and ownership of the card, the
NCAO selects the correct card in the “Cards Found” window, selects the “Canceled” status in the
“Report Card Status” window, and clicks “Update Card Status” to initiate the change in card
status.

(¢) The NCAO must immediately destroy a canceled card in the presence of the
cardholder. Cards can be destroyed by cutting them up or shredding them. The cardholder
should sign the card issue log to document the destruction of the card.

(f) The NCAO then inserts the new embossed permanent Navy Cash card into
the POS and clicks on the “Get Card Info” button.

(g) The NCAO selects the correct card in the “Cards Found” window, selects
the “active” status in the “Report Card Status” window, and clicks “Update Card Status” to
initiate the change in card status.

(h) The new embossed permanent Navy Cash card is now active and
immediately usable on the ship. Since the active status of the card will not be reported to the
Navy Cash backend ashore until the next end-of-day processing is initiated, the card will not be
usable ashore until the end-of-day processing between the ship and the shore is completed.

b.  Reporting Embossed Permanent and Instant Issue Cards That Are Lost, Stolen,
Damaged, or Need To Be Canceled

(1) Lost, Stolen, or Damaged Cards. If a cardholder’s Navy Cash card is lost,
stolen, or damaged, they must report to the disbursing office immediately so that the status of the
old card can be reported appropriately as “Lost”, “Stolen”, or “Damaged” and a new card can be
issued.

(2) Canceled Cards. If a cardholder is being discharged from the Navy or Marine
Corps or no longer desires to have a Navy/Marine Cash account or is simply turning in an
expiring card in order to be issued a new instant card, they must report to the disbursing office to
turn in and cancel his/her card.

(a) Prior to reporting to the disbursing office, cardholders being discharged
from the service or otherwise closing their Navy/Marine Cash accounts should move all the
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funds on their Navy/Marine Cash cards from the closed-loop and the open-loop accounts back to
their home bank or credit union accounts using the Kiosk. Alternatively, they may move all the
funds in the open loop to the closed loop and “cash out” the closed loop at the disbursing office.

(b) For cardholders being discharged or closing their accounts, the NCAO must
first verify that their Navy / Marine Cash card is empty before changing the card status to
“Canceled.” For cardholders turning in an expiring card in order to be issued a new instant issue
card, the system will automatically start a closed-loop-to-Navy Cash transfer on the ship to
restore the value on the closed loop (see below and para 8 on page SSE-206).

(3) The NCAO clicks on the “Change Card Status” link in the Disbursing
Application.

(4) If'the card is present.

(a) The NCAO inserts the card into the POS and clicks on the “Get Card Info”
button.

(b) The Disbursing Application brings up the card ID number(s) and associated
information. The cardholder’s name is displayed but cannot be modified. After verifying the
cardholder’s identity and ownership of the card, the NCAO selects the correct card in the “Cards
Found” window, selects the correct card status in the “Report Card Status” window, and clicks
“Update Card Status” to initiate the change in card status.

(c) Ifthe card’s status is being changed to “Cancelled”, the system will
automatically start a closed-loop to open-loop transfer. This allows the system to move the exact
amount in the closed-loop account to the individual’s open-loop account on the ship. The
updated open-loop account balance will not be reflected on the shore until the next end-of-day
processing is completed between the ship and the shore.

Note: If the cardholder has not checked in to the particular ship, his or her open-loop
account balance cannot be displayed because the account balance information is not available
on the shipboard server. The open-loop account balance can only be displayed after the
individual cardholder has done a “Ship Check In” at the Kiosk and a subsequent round trip has
been completed between ship and shore.

(1)  The POS will require the cardholder to enter his PIN and click OK.

() The POS will display the amount for credit and ask cardholder if amount is
correct. The cardholder will select either “OK” or “CLR.” If the cardholder chooses “OK”, the
closed-loop to open-loop transfer is completed and the card can be removed. If the cardholder
chooses “CLR”, the transaction will be rejected and cancelled, and the process will need to be
repeated for the correct amount.

(k) Document Destruction of Navy Cash Cards. The NCAO must immediately
destroy a canceled card, whether it is embossed permanent or instant issue, in the presence of the
cardholder and notify the CSU via phone or email if an account is being closed. Cards can be
destroyed by cutting them up or shredding them. The cardholder should sign the card issue log
to document the destruction of the card (see paragraph 6, Custody of Navy Cash Cards).
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(5) If'the card is not present (or the chip is damaged).

(a) The NCAO enters cither the individual’s SSN, the Mastercard® number, or,
for visitor cards, the card ID number (with just one criterion needed) and clicks the “Card
Search” button. The Mastercard® number can be used to search when an instant issue card is
brought to the disbursing office and no one has signed the card, the chip is damaged and not
readable, or there is no way to determine to whom the card belongs.

(b) The Disbursing Application brings up the card ID number(s) associated with
the search criteria.

((1)) After verifying the cardholder’s identity and ownership of the card, the
NCADO selects the correct card in the “Cards Found” window, selects the correct card status in
the “Report Card Status” window, and clicks “Update Card Status” to initiate the change in card
status.

((2)) When multiple card ID numbers match the search criteria, the NCAO
must carefully verify that the card selected is the correct card.

(c) Ifthe card’s status is being changed to “Lost”, “Stolen”, “Damaged”, or
“Cancelled”, the system will automatically notify the shore-side when the next Navy Cash data
transmission occurs to do a closed-loop to open-loop transfer to restore the value in the closed-
loop account. The balance that was in the closed-loop account at the close of the business day
the card was reported lost, stolen, or damaged is transferred automatically by the shore-side to
the cardholder’s open-loop account. This action will not be completed until the next end-of-day
processing is initiated from the ship, and the updated Navy / Marine Cash account balance will
not be reflected on the ship until the end-of-day processing is completed between the ship and
the shore.

(6) The system then changes the card’s status, and the card is now “hotlisted” on
the ship. All the card readers on the ship, for example, the POSs in the ship’s store and post
office and the CADs in the vending machines, will be updated with this hotlist information
within five minutes, and, if the card is inserted into a POS or CAD, the device will lock the card
from further use and actually render the chip permanently unusable.

(7) Since the hotlisted status of the card is not “reported” to the Navy Cash backend
ashore until the next round-trip processing is initiated from the ship, the NCAO must also notify
the CSU that the card has been hotlisted. A telephone call is the preferred way to notify the
CSU, but email notification is also acceptable.

(8) To issue a replacement card, the NCAO then clicks on the “Assign Replacement
Card” link in the Disbursing Application.

c. Visitor Cards

(1) Reporting Lost, Stolen, Damaged, or Expired Visitor Cards

(a) Ifacardholder’s Navy Cash visitor card is lost, stolen, damaged, or expired
they must report to the disbursing office immediately so that the status of the old card can be
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reported appropriately as “Lost”, “Stolen”, “Damaged”, or “Cancelled”, any unused value
remaining on the card can be restored, and a new card can be issued if needed.

(b) If the card is not available or if the card is damaged or has expired and the
chip no longer functions, the NCAO can no longer insert the card and use the “Get Card Info”
function to pull up the appropriate card information and change the status of the “old” visitor
card. The NCAO must enter the visitor card sequence number, which is printed on the lower
right of the back of the card, and click the “Card Search” button in order for the system to bring
up the correct card in the “Cards Found” window. If the card is
lost or stolen, and the cardholder has not recorded the card
number, the NCAO can refer to the Navy Cash Card Issue Log.
The log contains the last four digits of the card number for
instant issue and embossed permanent cards and the entire card
sequence number for visitor cards.

e
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(c) After verifying the cardholder’s identity and ownership of the card (see
paragraph 6, Custody of Navy Cash Cards), the NCAO selects the correct card in the “Cards
Found” window, selects the correct card status in the “Report Card Status” window, and clicks
“Update Card Status” to initiate the change in card status.

(d) Visitor cards are not normally canceled (unless they have expired) but
should be turned in and cashed out at disbursing office when the visitor departs, so that they can
be reissued to another visitor.

(2) Restoring Value on Lost, Stolen, or Damaged Visitor Cards.

(a) Because a Navy Cash Visitor Card is anonymous and does not have a pre-
paid debit open-loop account associated with it, the funds that were in the closed-loop account
cannot be moved automatically from the closed- to the open-loop account.

(b) To retrieve funds from a visitor card, the NCAO must first change the card
status of the “old” visitor card to “Lost”, “Stolen”, “Damaged” or “Cancelled” as appropriate
(see above).

(c) Contact CSU to Move Funds to Disbursing Office Merchant Open-Loop
Account. The Disbursing Officer must provide CSU the visitor card sequence number (from the
lower right corner of the back of the card or from the Navy Cash Card Issue Log). CSU can then
debit the closed-loop account and credit the Disbursing Office merchant open-loop account.
After the next round trip, the Disbursing Officer can take the Disbursing Office merchant card to
the Kiosk, move the funds from the open-loop to the closed-loop account. Then, they can either
cash out the closed loop and use the cash to fund a new visitor card; or cash out the closed loop
and give the cardholder the cash; or go to the Kiosk and do a closed-loop-to-closed-loop transfer
from the Disbursing Office merchant card to the cardholder’s new visitor card.

(3) Collect and Destroy Expired Visitor Cards. When visitor cards are turned in to
disbursing office and cashed out, the Disbursing Officer should check the expiration dates on the
cards. Any visitor cards that have expired or will soon expire must be collected and destroyed.
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Cards can be destroyed by cutting them up or shredding them. Document destruction of the
cards using the Navy Cash Card Issue Log (see Section 5B).
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9. UNBLOCK CARD.

a. If a cardholder’s Navy Cash card becomes blocked because they entered their PIN
incorrectly more than three times, they must report to the NCAO so that the card can be
unblocked.

b. The NCAO selects “Unblock Card” in the ”’Card Maintenance” pull-down menu and
enters either the individual’s SSN, the Mastercard® number, or, for visitor cards, the card ID
number (with just one criterion needed). The NCAO then clicks the “Card Search” button.

c. The Mastercard® number can be used to search when an instant issue card is brought
to the disbursing office and no one has signed the card, the chip is damaged and not readable, or
there is no way to determine to whom the card belongs.

d. The Disbursing Application brings up the card ID number(s) associated with the
search criteria.
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e. After verifying ownership of the Navy Cash card, the NCAO selects the correct card,
instructs the cardholder to insert the card into the POS, and clicks the “Submit” button to initiate
unblocking the card.

f. The cardholder then follows instructions presented on the POS.

g. Successful unblocking of the card will be indicated on the Disbursing Application
screen. When a blocked card is inserted, the POS may display the error codes “Card
BlockedR09” or “Card BlockedR0O9A.” RO09 is displayed the first time a blocked card is inserted
into a POS, and RO9A is displayed each subsequent time the card is inserted. Experience has
shown that, when the error codes R09 or RO9A are encountered, several unblock attempts may
be required to successfully unblock the card. Disbursing personnel should attempt to unblock a
card several times before deciding to replace the card.

h. If a cardholder entered his or her PIN incorrectly ten or more times prior to bringing it
to the disbursing office to be unblocked, the card becomes permanently blocked and must be
replaced. If the POS displays the error code “Unusable CardR7”, the card is permanently
blocked, cannot be unblocked, and must be replaced.
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10. CARD REPORT.

a. To view information on all closed-loop transactions for a specific account, a Card
Report can be generated which displays a breakdown of all transactions that have occurred on a
closed-loop account.

b. To generate the Card Report, the NCAO selects “Card Report” in the “Card
Maintenance” pull-down menu.

c. The NCAO then has the cardholder insert his or her card into the POS and clicks the
“Get Chip Info” button. If the card is not available to be inserted, a search can be created based
on the prescribed search criteria. The NCAO must then identify the appropriate account from the
search results listing.

d. Once the account has been identified, the NCAO will select start and end dates for the
report and click on the generate button. This will produce the report on screen. If a hardcopy
printout is required, simply click on the Print button and a paper report will be generated.
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11. ASSIGN REPLACEMENT CARD.

a. Ifacardholder’s Navy Cash card is lost, stolen, or damaged, they must report to the
NCAO so the status of the old card can be reported appropriately. Prior to assigning a
replacement card, normally by issuing an instant issue Navy Cash card or, on rare occasions, by
requesting an embossed permanent Navy Cash card, the NCAO must update the status of the
lost, stolen, or damaged card in accordance with paragraph 8), Change Card Status. (Note:
NCAQO shall only give out one card, either by issuing an instant issue card or by requesting an
embossed permanent card, they cannot do both.) As arule, an instant issue Navy Cash card
will be issued on the spot as a replacement card. When there is a bona fide need to request an
embossed permanent Navy Cash card as a replacement card, a visitor Navy Cash card can be
issued to the cardholder to use until the embossed permanent card is delivered to the ship.

(1) Visitor Navy Cash Cards. Visitor cards should only be used for short-term
periods when it is not possible to enroll someone due to member being a Foreign rider with no
SSN, time constraints, or member does not have a U.S. bank account.

(2) Instant Issue Navy Cash Cards. Instant issue cards, on the other hand, provide
individuals immediate access to all Navy Cash capabilities. A cardholder can, for example,
transfer funds at the Kiosk on the ship to the closed-loop or open-loop account from a bank or
credit union account ashore. As soon as the account information ashore has been updated with
the new card number, which occurs when the next “round-trip” processing is completed between
ship and shore, a cardholder can access funds in the open-loop account at ATMs ashore or to pay
for purchases at retail locations ashore.

b.  Issuing a Replacement Card. To issue a replacement card, the NCAO selects
“Assign Replacement Card” in the “Account Maintenance” pull-down menu. To search for the
appropriate card ID number for the lost, stolen, or damaged card, the NCAO enters an
individual’s SSN or selects an appropriate merchant from the drop down menu and then clicks
the “Card Search” button.

c. The Disbursing Application brings up the card ID numbers associated with the search
criteria. The cardholder’s name is displayed but cannot be modified. The Disbursing Officer
must verify the information displayed and the cardholder’s identity and ownership of the card.
The NCAO then selects the card that is to be replaced in the “Cards Found” window.

d. Issue Instant Issue Navy Cash Card As Replacement Card.

(1) After selecting an instant issue Navy Cash card from the stock of spare cards,
the NCAO shall document issuing the card in the Navy Cash Card Issue Log, recording the last
four digits of the card number, name and last four digits of the SSN of the card owner, issue date,
signature of the recipient, and the name and signature of the issuer (see paragraph 6, Custody of
Navy Cash Cards).

(2) The NCAO inserts the instant issue (generic) card into the POS and clicks the
“Get Card Info” button.

(3) The Disbursing Application receives the card ID number from the POS, which it
then displays. The NCAO then clicks the “Request New Card” button, which assigns the instant
issue card to the account and activates the card.
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(a) Once the instant issue card has been assigned to the account (activated), it
can be used on the ship immediately. Any funds available in the open-loop account can be
transferred to the closed-loop account for use on the ship, and any funds remaining in the closed-
loop account of the lost, stolen, or damaged card will be transferred to the open-loop account
automatically when the next end-of-day processing is completed between the ship and the shore .
This is normally within 24 hours.

(b) The new instant issue Navy Cash card cannot be used ashore until the
account information ashore has been updated with the new card number, which occurs when the
next “round-trip” processing is completed between the ship and the shore.

e. Request Embossed Permanent Card as Replacement Card

(1) To request an embossed permanent card as a replacement card, rather than
inserting a new instant issue Navy Cash card into the POS and clicking the “Get Card Info”
button, the NCAO simply clicks the “Request New Card” button.

HavyCash sbursing Application
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(2) The Disbursing Application will ask the NCAO to verify they want to assign
(request) a new (replacement) card without assigning a generic (instant issue) card. The NCAO
then clicks the “Yes” button to create a request for a new embossed permanent card without
issuing an instant issue card.

(a) For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a “pendactive” status and must be activated before it will
work.

(b) The NCAO can activate the card at the Disbursing Application.

(3) [Ifavisitor card is issued to the cardholder to use until the embossed permanent
card is delivered, the NCAO shall document issuing the visitor card in the Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer.

(a) Visitor cards are closed-loop-only cards. They are issued by the disbursing
office and are intended only to make purchases on the ship. They do not have an open-loop
account associated with them. They cannot be used for purchases ashore or to access
commercial ATMs off the ship.

(b) Visitor cards are reusable. The visitor card should be cashed out and turned
in when the embossed permanent Navy Cash card arrives so it can be reissued.

f. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting “Operations Reports”
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and “Navy Cardholder Issued Card Report” in the “Reports” pull-down menu, filling in the start
and end dates for the period, and clicking on the “Generate” button. The Navy Cardholder
Issued Card Report lists by operator ID the last four digits of the card numbers, name and last
four digits of the SSN of the cardholders, and issue dates for any cards issued during the period.

g. Delivery of Cards. For security reasons and to prevent fraud, instant issue and
embossed permanent Navy Cash cards arrive on the ship in a “pendactive” status and must be
activated before they will work. If there are less than 10 cards being sent to a ship, they are sent
via the U.S. Postal Service (USPS) directly to the individual cardholder. Shipments of 10 or
more cards are FedEx’ed to the NCAO for further distribution to the individual cardholders.
FedEx shipments can be tracked. Navy / Marine Cash cards shipped via FedEx should arrive at
NAVSUP FLC LSCs about 10 business days after the Navy Cash backend ashore receives the
enrollment data electronically. Contact the ship’s LSR to check the status of any card FedEx
shipments.

h. Unclaimed or Returned Navy/Marine Cash Cards. Any card received for an
individual who has left the ship should be cancelled and destroyed. . The ship’s Post Office
should not be “returning to the sender as undeliverable” Navy / Marine Cash cards sent via U.S.
mail that are unclaimed or returned unopened.

(1) Unclaimed or Returned Navy Cash Cards. Cards mailed to Sailors who have
left the ship but are still in the Navy should be forwarded using the forwarding address left with
the ship’s Post Office during the check-out process. If the next command is not known or can’t
be identified or the individual was discharged from the service, the NCAO should cancel and
destroy the card (see paragraph 8, Change Card Status). The action taken should be annotated on
either the Bulk Navy Cash Card Log or the Navy Cash Card Issue Log. PIN envelopes that are
unclaimed or returned unopened should also be destroyed to avoid the expense of forwarding
them—individual cardholders can go to disbursing office when they receive the cards to have the
PIN reset using the Disbursing Application.

(2) Unclaimed or Returned Navy Cash Cards. Cards mailed to embarked Marines
who have left the ship should be turned over to Marine Disbursing on the ship. If there is no
Marine Disbursing detachment, or if the Marines have disembarked, cards should be sent via
FedEx or UPS to the appropriate MEF Disbursing Office, I MEF for West Coast ships, Il MEF
for East Coast ships, and III MEF for ships in Japan.

I MEF Disbursing Office IT MEF Disbursing Office III MEF Disbursing Office
MARFORPAC MARFORLANT MARFORPAC

15th St, Bldg 1164, Room 238  Bldg 10, McHugh Blvd Bldg 5714, Unit 38405

Camp Pendleton, CA 92055 Camp Lejeune, NC 28542 Camp Foster, Okinawa, Japan
(760) 725-5550 (910) 451-7807 FPO AP 96604-8405

011-81-611-745-7020

12. BEFORE CARDHOLDERS LEAVE THE SHIP FOR A PENDING TRANSFER OR
DISCHARGE

a. Before Navy Cash cardholders leave the ship, the NCAO must ensure:

(1) Any negative account balances have been cleared.
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(2) Any remaining funds in Navy Cash closed-loop and Mastercard® debit open-
loop accounts) have been zeroed out.

(3) Any Split Pay Option (SPO) has been stopped at least 30 days prior.

b. Cardholders depart the ship on a regular basis, some detaching for Permanent Change
of Station (PCS) transfers or to be discharged from the Service, and others returning to their
home units at the end of a deployment. There have been periodic problems when cardholders
leave the ship and have not cleared negative balances or have not “zeroed out” funds remaining
on Navy Cash instant issue and embossed permanent cards (Navy Cash closed-loop and
Mastercard® debit open-loop accounts) and visitor cards (Navy Cash closed-loop account only).
These problems can be magnified when deployed squadrons, air detachments, or Marine
elements disembark and a large number of cardholders leave the ship at about the same time.

c. Monitor Cardholder Transfer Dates. To track cardholders who will be leaving the
ship, the NCAO must work closely with the personnel office, e.g., refer to the report of
Prospective Gains and Losses and the Transfer Information Sheet, to monitor individuals who
are scheduled to transfer within the next 30, 60, and 90 days.

(1) Transfer Type and Date. To assist in monitoring transfer dates for cardholders
who are enrolled in Navy Cash, the NCAO must ensure that the projected “Transfer Date” in
each cardholder’s member profile is current (see paragraph 14g(1), Transfer Type and Date).

(a) Monthly Member Transfer Report. Based on the transfer dates in member
profiles, a shore report will be generated each month listing cardholders whose transfer dates are
within a 30-day window. The Monthly Member Transfer Report will contain closed- and open-
loop account balances (Chip Balance and Strip Balance) and will serve as an additional notice to
clear any negative balances (indicated by angle brackets) and zero out any remaining balances in
the Navy Cash closed-loop and Mastercard® debit open-loop accounts before these cardholders
leave the ship (see Section 5B for a sample report).

(b) Transfer to Shore Command. The transfer dates in member profiles will
also be used to pull accounts of cardholders off the ship’s Navy Cash roster and transfer these
accounts to a “shore command” roster.

((1)) Once these accounts are transferred to the shore command roster, a
standard set of reports will be generated, so that any account activity can continue to be
monitored ashore and any negative account balances that have not been cleared can continue to
be pursued by the Navy Cash debt collection process ashore. Cardholders transferred to the
shore command will continue to appear on the ship’s daily reports for a transition period of two
weeks.

((2)) ACH Access Blocked / Mastercard® Debit (Open-Loop) Account
Suspended Automatically. When transferred to the shore command, a Mastercard® debit open-
loop account is suspended and Navy Cash ACH access to a bank or credit union account is
blocked automatically. Blocking ACH access only prevents Navy Cash access to bank and
credit union accounts from the ship. Suspending an account only prevents online ATM
withdrawals and online PIN-based and signature-based purchases ashore. The cardholder can
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still use the card for signature-based purchases ashore, even when the open-loop account balance
is negative, at merchants who process transactions in an offline mode.

(c) Navy Cash Ship Roster Report. To assist the NCAO in monitoring transfer
dates for cardholders who are enrolled in Navy Cash, the Navy Cash Ship Roster Report lists the
cardholder name and SSN (last four digits), Navy Cash cardholder account number, and date of
the last closed-loop transaction on the ship for all cardholders who are "checked in" or assigned
to the ship within the Navy Cash system. The NCAO can generate the Navy Cash Ship Roster
Report on the ship on demand and compare it with the actual ship roster to identify individual
cardholders who are no longer on the ship and should be transferred to the Navy Cash "Shore
Command".

(d) Monthly Automated Transfer of Dormant Accounts from Ship to Shore. To
assist in maintaining a current Navy Cash roster on the ship, a monthly automated process
detects and transfers member profiles that have not already been transferred to the Shore
Command, if there has been no activity on cardholder Navy Cash accounts (closed-loop, split
pay, or ACH transfer activity) in the past 180 days. After 365 days of no activity, if there is a
valid bank or credit union account linked to the Navy Cash member profile, any funds remaining
in the Mastercard® debit open-loop account will be pushed to the linked account automatically.
If a cardholder attached to the ship has not used their Navy Cash card in the past 180 days and is
transferred to the Shore Command in error, they can simply do a "Ship Check In" at a Navy Cash
Kiosk. Full access to Navy Cash capabilities will be restored as soon as the next round-trip
processing is completed between ship and shore.

(2) Marine Bulk Transfer. The Marine Disbursing Officer can transfer a group of
Marines assigned to a ship or ships as part of a Marine Expeditionary Unit (MEU) off the ship(s)
and to the appropriate Marine Logistics Group (MLG) in bulk by opening a case with the Navy
Cash CSU.

d. Collect on Negative Balances. The amount of any negative balance in a Navy Cash
open-loop account represents a debt to the U.S. Treasury funds pool. Even though the amount of
that debt is not part of his / her accountability, the Disbursing Officer is responsible for
collecting on that debt. After a cardholder has left the ship, it can be much more difficult for the
Navy Cash debt collection process ashore to collect on a negative balance. Ultimately, if a
cardholder does not respond or cannot be located, the Fiscal Service must turn the unpaid debt
over to its Debt Management Services division for collection, at which time administrative fees,
penalties, and interest will be added to the cardholder’s debt.

(1) Review Negative Balance Report. As a part of reviewing the Negative Balance
Report on a daily basis, the Disbursing Officer must ensure cardholders within 30 days of
transfer or discharge are not listed on the report. For cardholders who are listed on the report, the
Disbursing Officer must ensure that the cardholder’s Navy Cash access to their home bank or
credit union account remains blocked until any negative balance is cleared. Don’t unblock
access until the Navy/Marine Cash account balance is zero or positive.

(2) Options and detailed procedures for collecting on negative balances are in Part
1, Section 4. If the name of a cardholder who has transferred off the ship shows up on the Daily
Negative Balance Report, the Disbursing Officer should still take action to produce a DD 139,
Pay Adjustment Authorization, with a copy of the Negative Balance Report attached, and present
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it to the Personnel Officer on board, who will post a “DS01” indebtedness to the cardholder’s
military pay account. A sample DD 139 for Navy Cash negative balances can be obtained from
your servicing FLC, Navy Cash Team. A DS01 debt collection against pay will be processed as
long as the person is still in the Navy.

(3) Prevent Unrecoverable Debt. Within 30 days of a pending transfer or discharge,
the Disbursing Officer should make a judgment whether or not a negative balance condition is
likely on a cardholder’s open-loop account, for example, from an NSF or other returned
transaction, taking into account pending transactions that have not yet been processed by the
Navy Cash system. To help prevent an unrecoverable debt from being posted to Navy Cash, the
Disbursing Officer may decide to suspend a cardholder’s Mastercard® debit open-loop account
and block ACH access manually.

(a) Block ACH Access/Suspend Mastercard® Debit Open-Loop Account
Manually. To suspend the cardholder’s open-loop account “manually”, the Disbursing Officer
must contact the CSU via phone or email and request that the cardholder’s Mastercard® debit
open-loop account be suspended, which will prevent online ATM withdrawals and online PIN-
based and signature-based purchases ashore. To block the cardholder’s Navy Cash access to
their bank or credit union manually, the Disbursing Officer can use either the Disbursing
Application or the Navy Cash Disbursing Website or send a request to the CSU by phone or
email. Any updates to Navy Cash card access done through the Disbursing Application are
effective immediately on board the ship and will regulate any subsequent funds transfer requests
the cardholder attempts at the Kiosk. Updates done through the Disbursing Website do not go
into effect en onboard the ship until a round trip is completed between ship and shore. Updates
done through the CSU do not go into effect onboard the ship until the CSU receives the
information, processes the request, and a round trip is completed between ship and shore.

(b) If necessary, the Disbursing Officer can issue a “closed-loop-only” visitor
card for use on the ship until the cardholder leaves the ship.

e. Zero Out Any Funds Remaining on Card. When a cardholder is transferring to an
activity that does not have Navy Cash or is being discharged from the Navy, they should move
all the funds on the Navy Cash card from the closed-and open-loop accounts back to their home
bank or credit union account using the Navy Cash Kiosk. Alternatively, they can move all the
funds in the open-loop to the closed-loop and “cash out” the closed-loop at the disbursing office.
When a cardholder reports to the disbursing office as a part of the checkout process, the
Disbursing Officer must verify that the cardholder’s Navy Cash card is empty (zero balance in
the closed- and open-loop accounts). Similarly, the Disbursing Officer must make every effort to
cash out and recover visitor cards from anyone leaving the ship, so they can be reissued to
another visitor.

f. Recovering Funds Left on Card. After a cardholder has left the ship, it can be much
more difficult to access any funds in the closed- and open-loop accounts, particularly the closed-
loop.

(1) Funds in Open Loop. If there are funds in the open-loop account, the money
can be spent at any merchant or withdrawn from any ATM that accepts debit Mastercard®®
cards. If the cardholder's linked bank or credit union account is still the same as the account that
was linked to the open-loop account, the cardholder can call and authorize the Navy Cash
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Customer Service Center (CSC) (the number is on the back of the Navy Cash card; see also
Section 5A) to transfer the money from the open-loop account to the linked bank or credit union
account. The customer service representative will ask a series of questions to verify a
cardholder’s identity before they transfer funds, e.g., mother’s maiden name (or other password
provided at time of enrollment in Navy Cash), last four digits of SSN.

(2) Funds in Closed Loop of Expiring Card. When a Navy Cash card expires, the
chip on the card no longer functions. The actual expiration date is the last day of the month
indicated in the “Valid Thru” date embossed on the front of instant issue and embossed
permanent cards. If there has been no activity on a card (closed- or open-loop account) in the
previous six months, the account is considered inactive, and the card is canceled automatically.
As a part of the process, any funds remaining in the closed-loop account are transferred
automatically to the open-loop account associated with the card, and the open-loop account
balance is transferred to the linked bank or credit union account automatically, if the linked
account is still valid.

(3) Funds in Closed Loop of Active Card. If there are funds in the closed-loop
account and the cardholder's Navy Cash instant issue or embossed permanent card is not going to
expire in the near term, the CSC will have to cancel the card, since the chip on the card is still
active. After asking a series of questions to verify the cardholder’s identity, the customer service
representative will cancel the card. As a part of the process, any funds remaining in the closed
loop are transferred automatically to the open-loop account associated with the card. If the
cardholder's linked bank or credit union account is still the same as the account that was linked to
the open-loop account, the customer service representative can now transfer any remaining
balance in the open-loop account (which now includes the closed-loop account balance) to the
linked bank or credit union account.

(4) Ifthe Linked Account Information Is Not Valid. In the three scenarios above, if
there is no linked bank or credit union account or the account information is not valid, the CSC
will direct the cardholder to contact the Navy Cash Fleet Support Group (FSG) representatives at
the NAVSUP Fleet Logistics Center (FLC) in Norfolk or San Diego.

Hugh Chin at NAVSUP FLC Norfolk Andy Yager at NAVSUP FLC San Diego
hugh.chin@navy.mil andrew.yager@navy.mil
(757) 443-1189  DSN: 646-1189 (619) 556-6493  DSN: 526-6493

Vicente Cruz at NAVSUP FLC Yokosuka
vicente.cruz@fe.navy.mil
+81 (46) 816-7324 DSN: (315) 243-7324

The FSG representatives will ask the cardholder for the information they need to verify his/her
identity. The cardholder can then provide a bank or credit union account number, ABA routing
number, and his/her name as it appears on the account, and the FSG representative will contact
the Navy Cash Central Support Unit (CSU) to authorize the CSU to transfer any remaining
balance to that account.

(5) Funds in Closed Loop of Visitor Card. If a cardholder contacts the CSC to
recover funds left in the closed-loop account of a visitor card, the CSC has no way to verify a
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cardholder’s identity or ownership of a card, because a visitor card is anonymous and does not
have an open-loop account or cardholder member profile associated with it. The cardholder
must provide the CSC the card sequence number, which is printed on the lower right of the back
of the card, so the CSC can identify the correct card in the Navy Cash system. In order to verify
the cardholder’s identity, the CSC will direct the cardholder to contact the Navy Cash FSG
representatives at the NAVSUP Fleet Logistics Centers (FLC) in Norfolk or San Diego (contact
information in paragraph above). The FSG representatives will ask the cardholder for the
information they need to verify his/her identity. The cardholder can then provide a bank or
credit union account number, ABA routing number, and his/her name as it appears on the
account, and the FSG representative will contact the CSU to authorize the CSU to transfer any
remaining balance to that account.

g. PCS Transfer. Cardholders transferring PCS should keep their Navy Cash cards and
accounts when they leave the ship. A Navy Cash Debit Mastercard®® does not expire until five
years from the date of issue, so it will remain valid after an individual leaves the ship. If a
cardholder’s next ship is Navy Cash equipped and their card is still valid, they can quickly get
access to all Navy Cash capabilities by completing a “Ship Check In” at a Navy Cash Kiosk.

(1)  Once the ship has completed the next round-trip between ship and shore, the
cardholder’s Navy Cash open-loop account will be restored (unsuspended), which will allow
online ATM withdrawals and online PIN-based and signature-based purchases ashore, and the
cardholder’s Navy Cash ACH access to the home bank or credit union will be unblocked, which
reinstates Navy Cash ACH access to the account from the ship. Once round-trip processing is
completed, the cardholder’s member profile and full access to Navy Cash capabilities should be
available on the ship the same day.

(2) Navy Cash access to a bank and credit union account ashore will be unblocked
automatically only if the ACH Decline Count in the cardholder’s customer profile is 0,1, or 2 (set
to 90, 91, or 92 after being transferred to the Shore Command from the previous Navy Cash
ship).

(3) Transfer Cardholder’s Member Profile to Ship Using Navy Cash Website. If
necessary (e.g., if a cardholder reports to the ship, their Navy Cash card has expired, and they
cannot complete a “Ship Check In” at a Navy Cash Kiosk), the NCAO can transfer a
cardholder’s member profile from the shore command to the ship using the “Location” tab on the
“Cardholders” screen on the Navy Cash disbursing website (see Section 5F). Once the ship has
completed a roundtrip between ship and shore, the cardholder’s member profile will be
transferred to the ship. Transferring a cardholder's member profile from the shore command to
the ship using the Disbursing Website unblocks the cardholder’s Navy Cash ACH access to a
home bank or credit union (see paragraph f.(2) directly above) and restores (unsuspends) the
account automatically.

h. Discharge from Service. Cardholders being discharged from the Navy are required to
report to the disbursing office to close their Navy Cash accounts. Before reporting to disbursing
office, they must transfer any remaining funds from both the closed- and open-loop accounts
back to their home bank or credit union account using the Navy Cash Kiosk. As a last resort, ,
they can move all the funds in the open loop to the closed loop and “cash out” the closed loop at
the disbursing office.
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(1)  When a cardholder reports to disbursing office as a part of the checkout process,
the NCAO must verify that the cardholder’s Navy Cash card is empty (zero balance in the
closed- and open-loop accounts).

(2) Prior to a cardholder’s discharge, the Disbursing Officer must ensure that all
negative balance conditions are cleared and that minimal possibilities exist for a future negative
balance condition.

(3) [Ifacardholder is within the final 30 days of being discharged from the Navy
and has a negative balance, the Disbursing Officer’s only option is to have a “DS01”
indebtedness, Company Code D411179, posted to the cardholder’s military pay account prior to
the cardholder’s separation date by submitting a DD 139 to the Personnel Office on board the
ship.

i. Close Navy Cash Account

(1) To close his or her Navy Cash account, a cardholder must first transfer any
remaining funds from both the closed- and open-loop accounts back to his or her home bank or
credit union account using the Navy Cash Kiosk before reporting to the disbursing office.

(2) As apart of the checkout process, the cardholder must report to the disbursing
office to close his or her Navy Cash account.

(3) After verifying that the cardholder’s Navy Cash card is empty (zero balance),
the Disbursing Officer must change the card status to “Canceled” and transfer account to Shore
Command (see paragraph 8, Change Card Status).

j. Disposition of Navy Cash Visitor Cards. The Disbursing Officer must make every
effort to recover and cash out visitor cards from anyone leaving the ship, so they can be reissued
to another visitor. When visitor cards are turned in to disbursing office and cashed out, the
Disbursing Officer should check the expiration dates on the cards. Any visitor cards that have
expired or will soon expire must be collected and destroyed. Cards can be destroyed by cutting
them up or shredding them. Document destruction of the cards using the Navy Cash Card Issue
Log.

13. ACCOUNT ENROLLMENT

a. To open a Navy Cash account, a person must be enrolled in the Navy Cash program.
To enroll in the Navy Cash program, a person must fill out and sign an enrollment form (FS
Form 2887), Application Form for U.S. Department of the Treasury Stored Value Card (SVC)
Program). A copy of the FS Form 2887 cardholder enrollment form is included in Section 5B,
and is available on the Treasury Fiscal Service Navy Cash website (https.//www.navycash.gov).

(1) Instant Issue Navy Cash Card. Normally, instant issue cards are issued to
personnel newly enrolling in Navy Cash. Once the instant issue card has been assigned to the
account (activated), funds can be loaded in the closed-loop account at disbursing office and used
on the ship right away. The new enrollment itself will not be reflected on the ship until the new
account is established ashore and the new account information is updated on the ship, which
occurs when the next round-trip process is completed between ship and shore. Once the round
trip is completed and the account is established ashore and on the ship, the instant issue card
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provides access to all Navy Cash capabilities. A cardholder can, for example, transfer funds at
the Kiosk on the ship to the closed- or open-loop account from a bank or credit union account
ashore and access funds in the open-loop account at ATMs ashore or to pay for purchases at
retail locations ashore.

(2) Split Pay Option (SPO). Individuals who elect SPO can have a portion of their
pay sent directly to their Navy Cash open-loop account each payday.

(a) Enrolling in Navy Cash and signing up for SPO are two separate actions.
Signing up for SPO does not automatically enroll an individual in Navy Cash; conversely,
enrolling in Navy Cash does not automatically sign an individual up for SPO.

(b) To prevent SPO payroll payments from being rejected, the Disbursing
Officer must ensure that individuals are enrolled in Navy Cash and their Navy Cash open-loop
accounts are open before they sign up for SPO and that the name on the SPO enrollment form
matches the name on the Navy Cash enrollment form.

(¢) Should the Navy Cash backend be forced to reject SPO payroll payments,
e.g., for individuals who do not have Navy Cash open-loop accounts or whose names do not
match, the funds must be returned to DFAS Cleveland to be credited to the individuals’ Master
Military Pay Accounts (MMPASs), which creates additional workload for the Disbursing Officer
and significantly delays receipt of SPO payroll amounts by these individuals.

b. Enrolling in the Navy Cash Program. To enroll in Navy Cash, an individual must
report to the disbursing office to fill out and sign an enrollment form (2887) electronically.

(1) Importance of Enrollment Forms. Enrollment forms are a critical element in the
Navy Cash program. A signed enrollment form must be on file for every Navy Cash cardholder.
By signing the 2887, cardholders acknowledge the program’s Privacy Act statement, authorize
debits and credits to their bank and credit union account, consent to immediate collection from
pay for any negative balances that may result from use of the Navy Cash card, and authorize the
Government to initiate debt collection procedures for amounts that remain or become due and
owing. The signed 2887 is the enforceable agreement between the individual cardholder and the
Navy Cash program.

(2) Consent to Immediate Collection from Pay. All authorized military personnel
who request Navy Cash privileges and enroll in Navy Cash consent in writing, using the Navy
Cash enrollment form, to immediate collection against their pay for the face value of or resulting
negative Navy Cash account balance due the U.S. Treasury funds pool from all dishonored
transactions returned for Non-Sufficient Funds (NSF), closed accounts, inaccurate account
information, or any other return reason. With this procedure, dishonored transactions will not
become a delinquent debt; therefore, there is no authority to assess a service charge (Reference
DoD FMR, Volume 5, Chapter 4).

c. Cardholder Agreement

(1) The Navy Cash, Marine Cash, and Navy Cash Visitor Card Cardholder
Agreement is a key part of the Navy Cash program’s overall efforts to comply with the Federal
consumer financial laws and regulations that govern many consumer financial products and
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services. The Cardholder Agreement lays out the terms and conditions for use of the Navy Cash
card and provides information about cardholder rights, responsibilities, and liabilities. The
Cardholder Agreement also lets the cardholder know how to use the card, how to obtain account
information, and how to deal with specific card-related issues.

(2) Since both new and replacement Navy Cash cards and Navy Cash visitor cards
are issued at the disbursing office, the NCAO must ensure each cardholder is aware of and
receives a copy of the Cardholder Agreement to ensure compliance with Federal laws and
regulations. For instant issue cards, each card issued comes with a Cardholder Agreement in the
envelope. For visitor cards, because they are reusable, the must have copies of the Cardholder
Agreement available to hand to the cardholder. The Cardholder Agreement should be posted on
the bulletin board outside the disbursing office.

d. A copy of the Cardholder Agreement is available on the Treasury Fiscal Service
Navy Cash website (https:/fiscal.treasury.gov/navy-cash/resources.html#cardholder).

e. Safeguard Personally Identifiable Information. Enrollment forms contain sensitive
personal information, and the Disbursing Officer must establish and monitor procedures for the
proper handling and safeguarding of the Personally Identifiable Information (PII) associated with
both Disbursing and Navy Cash operations to ensure the security and confidentiality of that
information.

f. New Account Enrollment. To enroll a person in the Navy Cash program, the
Disbursing Officer selects “Account Enrollment” in the “Account Maintenance” pull-down
menu. The “New Account Enrollment” screen is displayed. Enter the enrollment information
into the on-screen enrollment form. The Date Of Birth (DOB) fields are mandatory fields. It is
critical that the month, day, and year information in the DOB (mmddyyyy) drop-down menus be
updated with the person’s correct DOB. Otherwise, the Disbursing Application will use the
default values (01/01/1940), and this will create problems down the line. The Treasury Agent
bank uses the new enrollees’ DOB, and other information like their SSN, to verify their identity
before enrolling them in Navy Cash and establishing their Navy Cash account. The Customer
Service Center uses the DOB to verify a cardholders’ identity when they call in with questions
about their Navy Cash account. Incorrect DOB information will delay customer support to our
Sailors and Marines. Sample Navy Cash Enrollment Forms can be found in Section 5B.
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NavyCASH

New Account Enroliment

Applicant information:
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(1) General Guidance. Use only letters and numbers in all fields of the “New
Account Enrollment” screen. Do not use any commas, dashes, parentheses, periods, and special

characters in any of the enrollment fields.

(2) Middle Initial. This is a one character field. It should then be left blank when
the person being enrolled does not have a middle initial.

(3) Definition of Terms:

Title = rank, rate, or title, for

example, OS2, LT, Mr., Ms.

Phone = home phone number

Pay Grade = EI-E9, O1-010

Address = Residence/Permanent Address. The Military Duty Address is the
ship’s official mailing address, which is the address actually used by the Navy
Cash system. It is entered into the individual’s member profile automatically,
based on the ship on which the individual is enrolling. The Military Duty Address
is the address entered into the Mastercard® data base for Navy Cash cards. If you
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use a Navy Cash card to pay for something over the phone or at a website, it can
be mailed to almost any address, but, if the merchant asks for the billing address,
use the ship’s mailing address.

Generic Card # = card number on Navy Cash Card taken from the stock of cards
held by the Disbursing Officer (see paragraph 6, Custody of Navy Cash Cards).

The following information can be found on a check or deposit slip associated with
a cardholder’s bank or credit union account. The Disbursing Officer must verify
the ABA or routing number and the account number, either by referring to the
Direct Deposit account in the Master Military Pay Account (MMPA) or to the
micro line (MICR) at the bottom of a personal check or deposit slip.

ABA = transit routing number or bank routing indicator—the first nine numbers
in the micro line (MICR) at the bottom of a check or deposit slip.

Account No = as listed on check in the remaining numbers of micro line (MICR)
or deposit slip, not the name of the bank (depository name).

Account Name = name of individual as it appears on check or deposit slip, not the
name of the bank (depository name).
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If either a bank account name, ABA routing number, or account number is

entered, they must all be entered. If any one of them is missing, an error message will appear. If

the Navy Federal Credit Union ABA

routing number is entered, the system will check to see if

the account number is a Share Savings account, that is, the eighth and ninth positions of the

account number are zero or a one, in

(5) Account Type. For

which case an error message will be displayed.

“Account Type”, use the selections in the drop down box to

indicate whether the account the cardholder is associating with his or her Navy Cash account is a

“Checking” or “Savings” account.

(a) Personal Checks. For contingency planning purposes, all crew members

should be encouraged to associate an account that supports writing of personal checks if at all
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possible. Prior to an extended or overseas deployment, notify all crewmembers via POD notes or
emails to have a minimum number of personal checks available on board ship to use in the event
Navy Cash is at or near complete mission failure for an extended period of time.

(b) ATM, Debit, or Check Cards. Again, for contingency planning purposes, all
crew members should be encouraged to have the ATM, debit, or check card issued by their bank
or credit union available on board ship. Many ports Navy ships visit have an extensive ATM
infrastructure available where the crew can obtain the local currency they need on liberty in the
event Navy Cash is at or near complete mission failure

g. Enroll and Issue Instant Issue Navy Cash Card

(1) After selecting an instant issue Navy Cash card from the stock of spare cards,
the Disbursing Officer shall document issuing the card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer (see
paragraph 6, Custody of Navy Cash Cards).

(2) The Disbursing Officer inserts the new instant issue card into the POS and
clicks the “Get Card Info” button.

(3) The card ID number of the newly issued card will be displayed in the “Generic
Card #” window if the card is unassigned. Otherwise, the current assignment status will be
displayed, and another instant issue card must be used from stock.

(4) The Disbursing Officer then clicks the “Next” button to continue the process to
enroll a new account holder in Navy Cash, assign the instant issue Navy Cash card to the
account, and activate the card.

(5) Again, once the instant issue card has been assigned to the account (activated),
funds can be loaded in the closed-loop account at the disbursing office and used on board the
ship immediately. Once the next round trip is completed and the new account is established
ashore and on the ship, the instant issue card provides access to all Navy Cash capabilities, both
on the ship and ashore.

h. Enroll and Request Embossed Permanent Navy Cash Card

(1) To request an embossed permanent card when enrolling an individual, rather
than inserting a new instant issue card into the POS and clicking the “Get Card Info” button, the
Disbursing Officer simply clicks the “Submit” button to initiate enrollment of a new account
holder in Navy Cash.

=
g

Are you sure you want to enroll without assigning a Generic card?

Yes Mo
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(2) The Disbursing Application will ask the Disbursing Officer to verify they want
to enroll an individual without assigning a generic (instant issue) card. The Disbursing Officer
then clicks the “Yes” button to create a request for a new embossed permanent card without
issuing an instant issue card. If an embossed permanent card is requested as a part of the
enrollment process, the new enrollee will have to wait to receive the new card in the mail. A
visitor Navy Cash card can be issued to the new enrollee to use until the embossed permanent
card is delivered to the ship.

(a) For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a “pendactive” status and must be activated before it will
work.

(b) The Disbursing Officer can activate the card at the Disbursing Application.

i. Verify Enrollment Information and Capture New Enrollee’s Signature Electronically.

When the Disbursing Officer clicks the “Next” button, the “Navy Cash Enrollment and
Authorization Agreement” screen is displayed, pre-populated with the information entered into
the on-screen enrollment form on the “New Account Enrollment” screen.
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(1) The Disbursing Officer must ensure the new enrollee reviews the enrollment
information on the 2887 and verifies that it is correct.
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(a) If the enrollment information is not correct, the Disbursing Officer clicks the
“Back” button to return to the “New Account Enrollment” screen and revise the incorrect entries.

(b) If the enrollment information is correct, the Disbursing Officer clicks the
"Capture Signature" button.

(2) The “Navy Cash Enrollment and Authorization Agreement” screen changes to
display a “Cancel Signature” button and the time remaining to capture the new enrollee’s
signature. The Disbursing Officer can click the “Cancel Signature” button to return to the
previous screen. There is a one-minute time-out to capture the new enrollee’s signature. If time
expires, the Disbursing Application returns to the previous screen.
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(3) At the same time, the main screen of the POS device connected to the
Disbursing Application workstation / laptop displays a signature pad. The new enrollee uses a
stylus (provided with each POS device) on the signature pad to sign the enrollment form
electronically.
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> NavyCAsH (a) If the signature is not satisfactory, the new

enrollee touches the "Clear" button on the POS device to
discard the signature. The new enrollee uses the signature pad
to re-sign the enrollment form.

(b) If the signature is satisfactory, the new
enrollee touches the "I Accept" button on the POS device to

actually sign the enrollment form electronically.

Please Sign

(4) The Navy Cash Enrollment and Authorization
Agreement (2887) is now signed cryptographically and the new
enrollee’s signature is embedded into the 2887 document,
which is then encrypted separately. Once an electronic
signature has been embedded, the document is sealed and can
no longer be altered.

j.  Complete Enrollment Process

(1) If the signature is not satisfactory, the Disbursing Officer clicks the "Re-Capture
Signature" button on the "Navy Cash Enrollment and Authorization Agreement" screen to
discard the signed enrollment form, return to the "Capture Signature" screen, and recapture the
new enrollee's signature.

(2) If desired, the Disbursing Officer can print a copy of the signed enrollment form at
this time by clicking on the "Print Document" button.

(3) Once the electronic signature process
is complete, the Disbursing Officer clicks the “Submit”

MavyCash Disbursing Application [X)

Ervolment complate. Thark you button. This initiates the enrollment of a new account
holder in Navy Cash and, if an instant issue card was
issued during the enrollment process, assigns the instant

issue Navy Cash card to the account and activates the
card. The Disbursing Application returns to the “New
Account Enrollment” screen, and an “Enrollment
complete. Thank you” message is displayed to indicate
the enrollment process is complete.

(4) Establishing New Navy Cash Account. The new account itself will not be
reflected on the ship until the signed enrollment form (2887) is transmitted ashore, the new
account is established ashore, and the new account information is updated on the ship, which
occurs when the next round-trip process is completed between ship and shore.

(5) Instant Issue Navy Cash Card. If an instant issue card was issued during the
enrollment process, the card was activated and funds can be loaded in the closed-loop account at
disbursing office and used on the ship right away. Once the round trip is completed and the
account is established ashore and on the ship, the instant issue card provides access to all Navy
Cash capabilities. A cardholder can then transfer funds at the Kiosk on the ship to the closed- or
open-loop account from a bank or credit union account ashore and access funds in the open-loop
account at ATMs ashore or to pay for purchases at retail locations ashore.
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(6) Enrollment Forms Kept on File

(a) Electronic Enrollment Forms Available on Ship. For new cardholders
enrolled electronically, once the round trip is completed between ship and shore and the new
account is established ashore and on the ship, the signed 2887 will be available on the Navy Cash
server on the ship, where it can be retrieved and viewed or printed by the Disbursing Officer for
reference as needed. Again, even if the full DOB was entered using the “New Account
Enrollment” screen (see paragraph f above) and was uploaded to the Navy Cash database ashore
and became part of the cardholder’s profile, the printed copy of the enrollment form will be the
old DD Form 2887, and only the four-digit month and day (MMDD) will be shown on the form.

(b) Forward Any Manual Enrollment Forms to Treasury Agent. Any hardcopy
cardholder enrollment forms, signed by the individual, must be sent to the Treasury Agent,
where they will be digitally scanned and stored electronically in the document storage system
ashore. For example, hardcopy enrollment forms may still be produced during a bulk enrollment
process.

((1)) Cardholder enrollment forms (2887s) shall be forwarded to the Treasury
Agent at least once every 30 days. Enrollment forms for individual cardholders (2887s) and
accountable officials (2888s) and rules of behavior forms must be sent in separate packages.
Cardholder enrollment forms contain sensitive personal information and must be sent via
traceable means, e.g., FedEx, UPS, registered mail. Do not send enrollment forms via fax, digital
sender, or email.

((2)) Double-pack all cardholder enrollment forms, with the Treasury Agent
address below on each envelope / package, to protect against possible damage during shipping
and handling.

FRB-KC Omaha Branch
Attention: Forms

2201 Farnam St.
Omaha, NE 68102

(866) 662-8922

((3)) Send Email Notification to Treasury Agent. Send an email notification
to the Navy Cash CSU at navycashcenter@frb.org for each package of cardholder enrollment
forms sent. This email notification enables the Treasury Agent to verify that every package sent
and all the enrollment forms have been received. Include the following information in the email:
date package was sent, number of 2887 enrollment forms in package, carrier name (e.g., FedEx,
UPS, registered mail, etc.), tracking information, and the ship's name and Point Of Contact
(POC) on the ship (phone number and email address). A sample memorandum is included in
Section 5B. To report all of the required information, fill out the memorandum, and send it as an
attachment to the email notification. Include a copy of the memorandum in the package with the
enrollment forms. Finally, retain a copy of each email and memorandum sent on file for
inspection.

(c¢) Electronic Enrollment Forms. For new enrollees enrolled electronically on
the ship, or through self-enrollment, the signed enrollment forms (2887s) are uploaded
automatically to the document storage system ashore, so packages of hardcopy enrollment forms
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and email notifications for each package no longer need to be sent to the Treasury Agent for new
enrollees.

(d) Indication on Disbursing Website That Enrollment Form Is on File. The
Navy Cash Disbursing Website now displays the status of a cardholder's enrollment form (2887)
under the "Personal" tab on the "Cardholder Profiles" screen (see Section 5F, Disbursing
Website, Cardholder Personal Screen).

((1)) Electronic Enrollment. For new cardholders who were enrolled
electronically on the ship, once the round trip is completed between ship and shore, the screen
will indicate that a cardholder signed the 2887 electronically and a copy is available in the
document storage system ashore. The 2887 can be viewed on the website, the Disbursing
Officer can also contact the CSU and request a copy if needed.

((2)) Manual Enrollment. For cardholders who were enrolled manually, the
screen will indicate either that a cardholder's 2887 is not available in the document storage
system ashore, or that a cardholder's 2887 is available in either the i-Vault! or FileNet document
storage system ashore. This information is updated on a monthly basis. The 2887 can be viewed
on the website, but if needed, the Disbursing Officer can contact the CSU and request a copy.

(e) Retention. Electronic enrollment forms will be retained on the Navy Cash
server on the ship for three years. Copies of any hardcopy enrollment forms shall be maintained
on board ship for reference for three years from the date of signature. Enrollment forms can be
purged three years from the date of signature, unless the individual is still on the ship. Because
the FS 2887 contains sensitive personal information, the forms must be kept in the safe. All
enrollment forms (electronic and manual) will be retained in the document storage system ashore
for seven years past the termination of the Agency Agreement with the Treasury Agent for Navy
Cash. The electronic image shall be considered the legal equivalent of the original.

k. Monthly Reports on Missing Enrollment Forms

(1) Each month, two separate shore reports are issued to identify individual
cardholders (with active/pendactive cards and with open/suspended accounts) who do not have a
signed enrollment form (2887) on file electronically in the document storage system ashore.

(a) Ship/MLG Report. Generated ashore as part of the End-Of-Month (EOM)
process, the Ship/MLG Navy Cash/Marine Cash Missing 2887 Report provides a list of Sailors
and Marines whose enrollment forms are either missing or have not yet been received, scanned,
and stored.

((1)) The report lists the last name, first name, middle initial, SSN (last four
digits), service branch, and date the Navy Cash account was opened. Each ship/MLG will
receive its own report.

((2)) Each month, the Ship / MLG Report can be found in the shore reports
directory by date after successful completion of the EOD round trip process at EOM. The
“Shore Reports” folder (icon) on the Disbursing Application desktop provides a short cut to the
reports directory. On the Disbursing Application workstation or laptop, the shore reports can be
found in the S:\files\navydata\report directory, which maps to the Q:\files\navydata\report
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directory on the Navy Cash server. The Ship / MLG Report is also available on the Navy Cash
Disbursing Website on the “Ship Reports” screen using the “Reports” tab.

(b) Comprehensive Report. Generated ashore on the second day of each month,
the monthly Comprehensive Navy Cash / Marine Cash Missing 2887 Report provides a list of
Sailors and Marines whose enrollment forms are either missing or have not yet been received,
scanned, and stored.

((1)) The report is sorted by ship, MLG, and Navy Cash Shore Command
and lists the last name, first name, middle initial, SSN (last four digits), service branch, ship or
MLG or shore command assignment, and date the Navy Cash account was opened.

((2)) The Comprehensive Report is intended for NAVSUP, MCDOSS,
NAVSUP FLC Norfolk, San Diego, and Yokosuka, and Treasury Fiscal Service, so they can
monitor the progress of individual ships and MLGs in meeting the goal of a signed 2887 on file
for every Navy Cash / Marine Cash cardholder. The report is also available on the Navy Cash
Disbursing Website on the “Shore Reports” screen using the “Reports™ tab (see Section 5F, Navy
Cash Website—https://www.navycash.com).

(2) Review Ship / MLG Report Monthly. The Disbursing Officer must ensure the
Ship / MLG Navy Cash / Marine Cash Missing 2887 Report is reviewed each month and verify a
signed enrollment form (2887) has been or will be forwarded to the Treasury Agent for every
cardholder whose name is listed on the report.

(a) Enrollment Form in Transit to Treasury Agent. If the signed 2887 for a
particular cardholder is in the latest package of enrollment forms sent to the Treasury Agent, no
further action is required, other than to review the following month's report to confirm that the
2887 has been received, scanned, and stored and the cardholder's name is no longer listed on the
report.

(b) Enrollment Form Available on the Ship / MLG. If a copy of the
cardholder's signed 2887 can be located in the file of enrollment forms maintained on board the
ship / MLG for reference, a copy shall be included in the next package of enrollment forms sent
to the Treasury Agent. The Disbursing Officer shall review the following month's report to
confirm that the 2887 has been received, scanned, and stored and the cardholder's name is no
longer listed on the report.

(c) Enrollment Form Not Available on the Ship / MLG. If a copy of the
cardholder's signed 2887 is not available in the file of enrollment forms maintained on board the
ship / MLG for reference, the Disbursing Officer shall notify the cardholder to report to
disbursing office to fill out and sign a new, hardcopy enrollment form (FS Form 2887).
Electronic enrollment is only available for a new enrollee’s initial enrollment. A copy of the
signed FS 2887 shall be included in the next package of enrollment forms sent to the Treasury
Agent. The Disbursing Officer shall review the following month's report to confirm that the
2887 has been received and stored and the cardholder's name is no longer listed on the report.

(d) Cardholder No Longer on the Ship / MLG. If a copy of the cardholder's
signed 2887 can be located in the file of enrollment forms maintained on board the ship / MLG
for reference, a copy shall be included in the next package of enrollment forms sent to the
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Treasury Agent. The Disbursing Officer shall review the following month's report to confirm
that the 2887 has been received, scanned, and stored and the cardholder's name is no longer
listed on the report. If a copy of the cardholder's signed 2887 is not available, the Disbursing
Officer shall take action to transfer the cardholder's member profile off the ship / MLG to the
Navy Cash Shore Command, suspend the Navy Cash open-loop account, and block Navy Cash
access to bank or credit union account.

1. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting “Operations Reports”
and “Navy Cardholder Issued Card Report” in the “View Reports” pull-down menu, filling in the
start and end dates for the inclusive period, and clicking on the “Generate” button. The Navy
Cardholder Issued Card Report lists by operator ID the last four digits of the card numbers, name
and last four digits of the SSN of the cardholders, and issue dates for any cards issued during the
period.

m. Delivery of Cards. If there are less than 10 cards being sent to a ship, they are sent
via the U.S. Postal Service (USPS) directly to the individual cardholder. Shipments of 10 or
more cards are sent via FedEx to the Disbursing Officer for further distribution to the individual
cardholders. FedEx shipments can be tracked. Navy / Marine Cash cards shipped via FedEx
should arrive at the NAVSUP FLC LSCs about 10 business days after the Treasury Agent
receives the enrollment data electronically. Contact the ship’s LSR to check the status of any
card FedEx shipments.
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14. ACCOUNT INFORMATION UPDATE

a. To update his or her account information, for example, to change to a new bank or
credit union, the individual or merchant cardholder can report to the disbursing office.

b. The Disbursing Officer should update the bank account information on the Navy
Cash website.

c. Account information is stored in a cardholder’s member profile. To search for the
appropriate “Member Profile”:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN (or selects an appropriate merchant from the drop down menu) or
enters the cardholder’s last name or the initial letter or letters of the last name in the “Card not
Present” box and then clicks the “Account Search” button. When multiple card ID numbers
match the search criteria, the Disbursing Officer must carefully verify that the card selected is the
correct card.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the POS and clicks the “Get Card Info” button in the “Card Present” box.
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(3) The Disbursing Application brings up the cardholder names associated with the
search criteria.

d. After verifying the cardholder’s identity, the Disbursing Officer highlights the correct
name, and the current account information is displayed in the “Member Profile” and “Bank
Account Information” windows.

e. Enrollment Form (2887) on File.

(1) Electronic Enrollment on Ship. For cardholders enrolled electronically on the
ship, the Disbursing Officer can click on the "Form 2887" button to retrieve, view, or print a
cardholder's enrollment form with embedded signature (but only after a round trip has been
completed between ship and shore).

(a) Even if the full DOB was entered using the “New Account Enrollment”
screen and was uploaded to the Navy Cash database ashore and became part of the cardholder’s
profile, the printed copy of the enrollment form will be the old DD Form 2887, FEB 09, and only
the four-digit month and day (MMDD) will be shown on the form.

(b) The "Form 2887" button will be grayed out and cannot be used if the
cardholder does not have an electronic enrollment form on file on the ship or if the cardholder
was enrolled electronically on a different ship.

(2) Indication on Disbursing Website That Enrollment Form Is on File. The Navy
Cash Disbursing Website now displays the cardholder’s enrollment form (2887) under the
“Personal” tab on the “Cardholder Profiles” screen.

(a) For cardholders who were enrolled electronically on a ship, once the round
trip is completed between ship and shore, the screen will indicate that a cardholder signed the
2887 electronically and a copy is available in the document storage system ashore. The 2887
cannot be viewed on the website, but the Disbursing Officer can contact the CSU and request a
copy if needed. Again, even if the full DOB was entered using the “New Account Enrollment”
screen and was uploaded to the Navy Cash database ashore and became part of the cardholder’s
profile, the copy of the enrollment form provided by the CSU will be the old DD Form 2887, and
only the four-digit month and day (MMDD) will be shown on the form.

(b) For cardholders who were enrolled manually, the screen will indicate either
that the cardholder's 2887 was not found in the document storage system ashore, or that a
scanned copy of the cardholder's 2887 is available in either the i-Vault! or FileNet document
storage system ashore. The 2887 can be viewed on the website, the Disbursing Officer can also
contact the CSU and request a copy.

f. Name Change. Changes to the cardholder’s first or last name or middle initial, for
example, to correct a misspelling or to change a last name to reflect a marriage or divorce, will
automatically update the cardholder’s member profile in the Navy Cash system and in the Navy
Cash card management system ashore. Keep in mind that, to avoid failed SPO payroll payments,
a cardholder’s name and SSN in their member profile in Navy Cash must match their name and
SSN in their Master Military Pay Account (MMPA). Updating a cardholder’s name in their
member profile will not generate an automatic request for a replacement Navy Cash card.
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(1) Replacement Cards. A cardholder who is currently using an instant issue Navy
Cash card will continue to use the same card — a replacement card is not needed. A cardholder
who is using an embossed permanent Navy Cash card can continue to use the same card, as long
as the misspelling or name change is considered minor. Because Navy Cash cards are relatively
expensive, the cardholder and the Disbursing Officer should decide jointly whether or not a
replacement card is genuinely necessary. Name changes due to major misspellings or marriage
or divorce would, of course, warrant a replacement card.

(2) Prior to issuing a replacement card, the Disbursing Officer must cancel the old
card.

(3) Instant Issue Navy Cash Card. Normally, an instant issue card will be issued on
the spot as a replacement for an instant issue or embossed permanent card. To provide quicker
access to any funds remaining in the closed-loop account of the old embossed permanent card,
the cardholder can move the funds in the closed loop account to the open loop account using the
Kiosk before coming to disbursing office. Otherwise, the system will automatically do a closed-
to-open-loop transfer to move the value on the closed loop account when the card is canceled,
and those funds won’t be available in the open-loop account until the next round-trip processing
is completed between ship and shore.

(4) Embossed Permanent Navy Cash Card. If there is a bona fide need, an
embossed permanent Navy Cash card can be requested. A visitor Navy Cash card can be issued
to the cardholder to use until the embossed permanent card is delivered to the ship.

(a) Visitor cards are closed-loop-only cards. They are issued by the disbursing
office and are intended only to make purchases on the ship. They do not have an open-loop
account associated with them. They cannot be used for purchases ashore or to access
commercial ATMs off the ship.

g. For security reasons and to prevent fraud, the new embossed permanent Navy Cash
card arrives on the ship in a “pendactive” status and must be activated before it will work (see
paragraph 8a, Card Activation).

Transfer Type and Date

(1) The disbursing office must work closely with the personnel office to keep track
of cardholders who will be leaving the ship within 30, 60, and 90 days. To assist in monitoring
transfer dates, the Disbursing Officer should ensure that the projected “Transfer Date” and
“Transfer Type” in each cardholder’s member profile is current. For “Transfer Type”, use the
selections in the drop down box to indicate whether the transfer is a “Transfer of Command”, in
which the cardholder is transferring to a new ship or shore command, or a “Separation”, in which
the cardholder is leaving the Navy.

(2) Monthly Member Transfer Report. Based on the transfer dates in the member
profiles, a shore report will be generated each month listing cardholders whose transfer dates are
within a 30-day window. The Monthly Member Transfer Report will contain closed- and open-
loop account balances and will serve as an additional notice to clear any negative balances and
zero out any remaining balances in the closed-loop and open-loop accounts before these
cardholders leave the ship (see Section 5B for sample report).
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(3) Transfer to Shore Command. The transfer dates in the member profiles will
also be used to pull accounts of cardholders who have left the ship off the ship’s Navy Cash
roster and transfer these accounts to a “shore” command (this function will only operate if the
transfer date entered is for a date in the future). Once these accounts are transferred to the shore
command, a standard set of reports, including the daily Negative Balance Report and Returned
Items Detail Report, will continue to be generated, so that any account activity can be monitored
ashore and any negative account balances can continue to be pursued.

(4) Automatic Blocking of Navy Cash ACH Access and Suspending of Open-Loop
Account. As soon as they are transferred to the shore command, Navy Cash open-loop accounts
are suspended automatically and Navy Cash access to bank and credit union accounts is blocked
automatically. Blocking access prevents Navy Cash access to bank and credit union accounts
from the ship. Suspending an account only prevents online ATM withdrawals and online PIN-
based and signature-based purchases ashore. The cardholder can still use the value in the closed-
loop account to purchase things on the ship. The cardholder can still use the card for signature-
based purchases ashore, even when the open-loop account balance is negative, at merchants who
process transactions in an offline mode.

(5) Navy Cash Ship Roster Report. To assist the Disbursing Officer in monitoring
transfer dates, the Navy Cash Ship Roster Report lists the cardholder name and SSN (last four
digits), Navy Cash account number, and date of the last closed-loop transaction on the ship for
all cardholders who are “checked in” or assigned to the ship within the Navy Cash system. The
Disbursing Officer can generate the Navy Cash Ship Roster Report on the ship on demand and
compare it with the actual ship roster to identify individual cardholders who are no longer on the
ship and should be transferred to the Navy Cash “Shore Command”.

(6) Monthly Automated Transfer of Dormant Accounts from Ship to Shore. To
assist in maintaining a current Navy Cash roster on the ship, a monthly automated process
detects and transfers member profiles that have not already been transferred to the Shore
Command, if there has been no activity on cardholder Navy Cash accounts (closed loop, split
pay, or ACH transfer activity) in the past 365 days. If there is valid bank or credit union account
linked to the Navy Cash member profile, any funds remaining in the open-loop account will be
pushed to the linked account automatically. If a cardholder attached to the ship hasn’t used their
Navy Cash card in the past year and is transferred to the Shore Command in error, they can
simply do a “Ship Check In” at a Navy Cash Kiosk. Full access to Navy Cash capabilities will
be restored as soon as the next round-trip processing is completed between ship and shore.

h. Navy Cash Card Limits. To change card limits, enter a new limit in the “Chip Load
Limit” block and / or “DDA Account to Navy Cash Transfer Amount” block.

(1) For Individual Cardholders. The NCAO can modify the closed-loop load (and
debit) limit and the ACH transfer limit for cardholders who are “checked in” on that ship, but
only up to the maximum closed-loop ($1,000) and ACH-transfer ($400 per day) limits.

(2) For Accountable Official Merchant Cardholders. For merchants, the standard
closed-loop load (and debit) limit is $10,000 (for a limited number of merchants on a limited
number of ships, the standard closed-loop load limit has been increased to $50,000). The
standard ACH transfer limit is $5,000 per day. The Disbursing Officer can modify the closed-
loop load (and debit limit) and the ACH transfer limit for merchants on board that ship, but only
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up to a maximum of $1,000 on the closed loop and a maximum of $400 per day for ACH
transfers. For any amount above the maximum limits, the Disbursing Officer must contact the
CSU (see Section 5A) and request that a merchant cardholder limit be modified.

(3) Any updates to these card limits done through the Disbursing Application are
effective immediately on board the ship and will regulate any subsequent funds transfer request
attempts at the Kiosk. Updates done through the CSU do not go into effect on board the ship
until the CSU receives the information, processes the request, and a round trip is completed
between ship and shore. The Disbursing Officer cannot change closed-loop load (and debit)
limits or ACH transfer limits using the Navy Cash Disbursing Website, navycash.com.

i. For Individual Cardholders with Negative Open-Loop Account Balances

(1) Navy Cash Card Limits. Reducing the maximum amount that can be transferred
from a bank or credit union account ashore and/or reducing the maximum amount that can be
loaded on the closed-loop are options available to minimize future negative balances for an
individual cardholder who continues to have problems with negative account balances.

(2) Blocking Access to Bank and Credit Union Accounts Ashore. Blocking Navy
Cash access is an option available to minimize future negative balances for a cardholder who
continues to have problems with negative account balance. Any updates to block Navy Cash
access are effective immediately on board the ship and will regulate any subsequent funds
transfer requests the cardholder attempts at the Kiosk. To block account access, click on the
“Block Account Request” button.

(3) Negative Balance Notification at Navy Cash Kiosk. When a cardholder’s open-
loop account balance is negative, a message will be displayed on the Kiosk after they enter their
PIN notifying them that the account is negative and asking them to go to disbursing office to
arrange to clear their negative balance. With automatic representment, transactions returned for
Non-Sufficient Funds (NSF) will normally be cleared automatically on the next pay day when
the transaction is represented.

(4) Guidelines for Negative Balances. , Part 1, Section 2, paragraph 4.4, and
Section 4, Table S4-1 provides recommendations for taking action in the case of a cardholder
whose Navy Cash account balance is negative. These guidelines are based on the number of
times a cardholder’s account has gone negative and are listed in order of severity, from least
severe to most severe. These guidelines are offered as suggestions only; the actual action taken
is at the discretion of the cardholder’s chain of command.

HavyCash Disbursing Application |
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Possible fraudulent transactions detectsd
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(5) Fraud Detection Report. In the event the Disbursing Application detects possible
fraudulent ACH activity on the ship, a pop-up window will appear automatically. If the
Disbursing Officer clicks the “Yes” button, the Fraud Detection Report will be displayed. The
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report is intended to reduce the number of negative account balances, particularly when ship's
communications are not available. If the round trips between ship and shore do not take place,
cardholders could pull non-existent funds from their bank or credit union account to the closed-
or open-loop account several times before Disbursing personnel would see the Negative Balance
and Returned Items Detail Reports. Fraud Detection Reports will include cardholders who have
made more than $400 in transfers from a bank or credit union account since the last round trip
and cardholders who have made more than $1,000 in transfers from a bank or credit union
account over a seven day period. The Fraud Detection Report can also be generated, viewed,
and printed on the ship at any time, by clicking on the report name in the “Operations Reports”
block on the “View Reports” screen in the Disbursing Application, filling in an end date, and
clicking on the “Generate” button. The report will display any possible fraudulent transaction
events leading up to that end date.
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(6) Unblocking Access to Bank and Credit Union Accounts Ashore. Once a
cardholder’s negative balance has been cleared, click on the “Unblock Account” button.

(@) ACH Decline Count. The ACH decline count is used to prevent cardholders
from abusing the system and would not normally be reset. Navy Cash has established returned
transaction thresholds. Every time a cardholder posts an NSF transaction to the Navy Cash
system, a “counter” records the event. When a cardholder reaches a limit of three NSFs, the
ability to access his or her DDA account from the Navy Cash system is permanently blocked.

(b) Once Navy Cash access is permanently blocked, the only way it can be
restored is by authorized Disbursing Officer action, either by unblocking access through the
Disbursing Application or the Navy Cash Disbursing Website or by sending a request to the
CSU.
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(c) The following summarizes ACH decline counts. For a more complete
description of “ACH Allowed” and “ACH Decline Count” flags and codes, see NAVSUP Pub
727, Part 1, Section 4, paragraph 2.2.3.8, Blocking and Unblocking Access to Home Accounts.

0,1,2,3 Number of ACH returns for NSF Allow unblock
90,91, Blocked on transfer Allow unblock
92,93  Previous value 0,1,2,3
95 No linked account information Allow unblock if bank or credit union
provided during enrollment account and ABA numbers updated
96 Unacceptable NFCU account Allow unblock if account number updated
provided
97 Technical error processing account Allow unblock if error corrected
98 Return other than NSF, e.g., invalid Allow unblock if bank or credit union
account number account and ABA numbers updated
99 Manually blocked by disbursing Allow unblock

(7) Daily Blocked Account Report. This shore report lists all cardholders whose
access to linked bank or credit union account is blocked. The report includes cardholders’ first
and last name, the last four of their SSN, their account number, and their decline count. The
Disbursing Officer should review the report on a daily basis. The report will make it easier for
disbursing personnel to research the cause when cardholders find that they do not have access to
their linked bank or credit union account at the Kiosk. Cardholders who appear on the report
because of unacceptable or invalid account information (decline counts 96 or 98) should be
contacted so they can update their home bank or credit union account information (see paragraph
j below).

(8) Again, any updates to Navy Cash access done through the Disbursing
Application are effective immediately on board ship and will regulate any subsequent transfer
requests the cardholder attempts at the Kiosk. Updates done through the Navy Cash Disbursing
Website do not go into effect on board ship until a round trip is completed between ship and
shore. Updates done through the CSU do not go into effect on board the ship until the CSU
receives the information, processes the request, and a round trip is completed between ship and
shore.

(9) Blocking access only prevents Navy Cash access to bank and credit union
accounts from the ship. The cardholder can still use the card for signature-based purchases
ashore, even when the open-loop account balance is negative, at merchants who process
transactions in an offline mode. Suspending an account only prevents online ATM withdrawals
and online PIN-based and signature-based purchases ashore. Neither blocking Navy Cash access
to bank and credit union accounts nor suspending an open-loop account disables the closed-loop
account on a Navy Cash card; the individual can still use the value on the closed loop to purchase
things on the ship.

j.  Bank Account Information. When changing or updating a cardholder’s bank or credit
union account, the Disbursing Officer must verify the ABA routing number and account number,
either by referring to the cardholder’s Direct Deposit account in the Master Military Pay Account
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(MMPA) or to the micro line (MICR) at the bottom of the cardholder’s personal check or deposit
slip. For “Customer Type”, indicate whether the account the cardholder is associating with his or
her Navy Cash account is a “Consumer” or “Business” account. Generally, individual
cardholders will have “Consumer” accounts. A Navy Cash merchant, on the other hand, may
have opened a “Business” account. For “Bank Account Type”, use the selections in the drop
down box to indicate whether the account the cardholder is associating with his or her Navy
Cash account is a “Checking” or “Savings” account.

(1) Personal Checks. For contingency planning purposes, all crew members should
be encouraged to associate an account that supports writing of personal checks if at all possible.
Prior to an extended or overseas deployment, notify all crewmembers via POD notes or emails to
have a minimum number of personal checks available on board ship to use in the event Navy
Cash is at or near complete mission failure for an extended period of time.

(2) ATM or Debit Cards. Again, for contingency planning purposes, all crew
members should be encouraged to have the ATM or debit card issued by their bank or credit
union available on board ship. Many ports Navy ships visit have an extensive ATM
infrastructure available where the crew can obtain the local currency they need on liberty in the
event Navy Cash is at or near complete mission failure.

k. When Are Changes Effective? Once the appropriate updates to the cardholder’s
account information have been completed, the Disbursing Officer clicks on the “Account
Update” button to initiate the changes.

(1) Any updates done through the Disbursing Application are effective in the local
database on the ship immediately and are effective in the database ashore as soon as a round trip
is completed between ship and shore.

(2) When a Navy Cash cardholder or merchant registers or changes the bank or
credit union account linked to Navy Cash, they can use the cardholder website to confirm the
change has taken effect before attempting an ACH transfer request to or from the new account at
a Navy Cash kiosk.
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15. NOTE MAINTENANCE

a. A “Note” is a memo internal to Navy Cash that is stored in a cardholder’s member
profile. “Disbursing Notifications” notes are sent by the Navy Cash shore side primarily to notify
the ship of any replication conflicts between ship and shore. On board the ship, the “Note
Maintenance” function enables the disbursing office to view the notes stored in member profiles
and to add notes to log efforts to clear negative balances. The ability to add notes can be used to
both coordinate actions taken within the disbursing office to clear negative balances and to
document those actions for the chain of command or auditors. Initially, the only “Note Type”
that can be generated on the ship is a “Negative Balance” note.

b. To view or add a note, the Disbursing Officer selects “Note Maintenance” in the
“Account Maintenance” pull-down menu. If the “View Disbursing Notifications” checkbox at
the top of the screen in the “Card not Present” box is checked, only the notes that report
replication conflicts between ship and shore are displayed. If the checkbox is unchecked, all
notes are displayed. To view a particular note:

c. ‘“View Disbursing Notifications” Checkbox Unchecked.
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(1) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the POS and clicks the “Get Card Info” button in the “Card Present” box.

(2) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or the Mastercard® number from the front of the cardholder’s Navy
Cash card or the cardholder’s last name or the initial letter or letters of the last name in the “Card
not Present” box and then clicks the “Search” button.

(3) Ifneeded, the “Help” button can be pressed to display the procedures to search
for a cardholder’s name and to view and add notes.
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(4) The application brings up the names associated with the search criteria.

(5) After verifying the cardholder’s identity, the Disbursing Officer highlights the
correct name in the “List of Members Matching Search Criteria” box, and a listing of all the
notes in the cardholder’s member profile appears in the “List of Notes for Highlighted Member”
box. The most recent note is listed first. With the “View Disbursing Notifications” checkbox
unchecked, this includes both “Disbursing Notifications” and “Negative Balance” notes.

(6) View Note. To view a note, select the appropriate listing and click on the
“View Note” button. The “View Note” window will be displayed, and the “Note Comments”
can be reviewed but not edited. Click on the “Cancel” button to close the note. For a discussion
of “Disbursing Notifications” notes and the actions to be taken, see paragraph d below.
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(7) Add Note. To add a note to the cardholder’s member profile, click on the “Add
Note” button. The “Add Note” window will be displayed. At least initially, the only “Note
Type” that can be generated on the ship is a “Negative Balance” note.

(a) Use the “Note Subject” drop down menu to select an appropriate subject.

(b) In the “Note Comments” box, enter appropriate comments to document any
Navy Cash account actions taken. Comments should be kept relatively simple, but should make
clear what action was taken, who took the action, and what date the action was taken. There is a
limit of 1,000 characters for note comments. Click on the “Add Note” button to save the note.

(c) Once the note is saved, note comments cannot be changed. Take care in
composing the comments. Proofread the comments before clicking the “Add Note” button.
Careful attention is required because all notes are retained permanently as a part of an
individual's member profile and are sent along with the rest of the profile to each new ship when
an individual does a “Ship Check In” at a Kiosk.
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(d) “View Disbursing Notifications” Checkbox Checked.

(1) The Disbursing Officer enters the “Disbursing Note Start and End
Dates” in the “Card not Present” box and then clicks the “Search” button. The start date defaults
to the last time the operator logged on to the Disbursing Application. If no end date is entered,
all “Disbursing Notifications” notes up to the current log-in will be displayed. The “Card
Present” search option is not available if the checkbox is checked.

(2) After verifying the cardholder’s identity, the Disbursing Officer
highlights the correct name in the “List of Members Matching Search Criteria” box, and a listing
of only the “Disbursing Notifications” notes in the cardholder’s member profile appears in the
“List of Notes for Highlighted Member” box. The most recent note is listed first.

(3) To view a note, select the appropriate listing and click on the “View
Note” button. The “View Note” window will be displayed, and the “Note Comments” can be
reviewed but not edited. Click on the “Exit” button to close the note. The “Add Note” option is
not available if the “View Disbursing Notifications” checkbox is checked.

e Replication Conflicts. Replication conflicts can occur when both the
ship and the shore side update a cardholder’s account information between two consecutive
round trips. For example, the ship may initiate a change to a cardholder’s account information
using the “Account Information Update” function in the Disbursing Application (see paragraph
14) on the same day that the shore side updates a cardholder’s account information based on a
separate phone or email request from the ship.

(a) The Navy Cash system, both ship and shore, will apply the
account update received from the ship. When alerted to the replication conflict by the
“Disbursing Notifications™ note, the Disbursing Officer should review the cardholder’s account
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information and update as necessary to resolve any errors that may have resulted from the

conflict.
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(b) When viewing a note, clicking on the “Help” button will display
the options available for “Replication Conflict” notes. Clicking on the “Cancel” button will
return the application to the “Note Maintenance” screen. Clicking on the “Account Information
Update” button will open an “Account Information Update” screen and display the data for the
record in conflict. The Disbursing Officer can then update the data to fix the replication error if
necessary. In the sample screen above, the account name can be changed to reflect the correct
first name, Marcia, if the cardholder desires. From the “Account Information Update Screen”,
clicking on the “Return to Note Maintenance” button will return the application to the “Note

Maintenance” screen.
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(c) Replication Conflict Report. The Disbursing Notifications note
identifies the EOD batch that contains the replication conflict. Disbursing personnel can then
pull the Replication Conflict Report for that period to obtain the details of the conflict. The
Replication Conflict Report is a ship report that can be generated as needed on the ship. To
select, view, and print the report, disbursing personnel can click on the “View Reports” link on
the Disbursing Application, click on the “Replication Conflict Report” link in the “Disbursing
Office Report” box, fill in the start and end dates for the inclusive period desired, click the
“Generate” button, and, once the report appears, click the “Print” button.

(e) Disbursing Notifications Alerts. Disbursing Notifications notes appear as
alerts at startup of the Disbursing Application or when a new operator logs on. Like the
“Negative Balance” notes above, Disbursing Notifications notes are retained permanently as a
part of an individual's member profile. An operator will see all the Disbursing Notifications
notes that have been received by the ship since the last time they logged on to the Disbursing
Application. A brand new operator will see only the last 30 days of accumulated notifications
notes. Click on the “Cancel” button to close the note.
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16. INDICATE END OF DAY

a. Indicate End Of Day (IEOD) Function. Completing the [EOD function starts
automatic system back-ups and begins a “round-trip” process that runs the batch file, connects
through ship’s communications systems to Navy Cash shore facility, transfers all ship
transactions to shore, generates and retrieves shore reports, retrieves updates from shore, and
updates account data on ship and shore. Completing the IEOD function ends all business
transactions for that particular day and begins recording all subsequent transactions on the next
business day. The IEOD function has three components, each of which will be discussed in turn.

Automatic Interim Round Trips
Automatic EOD
Manual EOD

b. Automated Interim Round Trips
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(1) To ensure everyone’s Navy Cash account information is updated on a regular
basis, the Navy Cash system on the ship runs interim round trips automatically at regular
intervals throughout the day to synchronize the ship and shore databases.

(2) These interim round trips do not start automatic system back-ups or generate
and retrieve shore reports. Automated system back-ups are initiated and shore reports are
generated only when IEOD is initiated, either manually from the Disbursing Application or
automatically when the automatic EOD function is selected. If IEOD is not initiated for some
reason, either manually or automatically, Navy Cash continues to operate normally, but shore
reports are not available for that business day. Transactions for that business day appear on the
shore reports for the next business day.

(3) In synchronizing the ship and shore databases, these interim round trips also
ensure Split Pay Option (SPO) payroll payments are retrieved from shore and account balances
updated on the ship on pay day. If communications are completely down around pay day, the
Disbursing Officer has the option to run a provisional payroll on the ship.

(4) By default, automated interim round trips run every six hours. . Any changes
requested in the interval will not go into effect on board the ship until the CSU receives the
information, processes the request, and a round trip is completed between ship and shore.

c. Automatic EOD

(1) Automatic EOD initiates the IEOD function automatically at a preset time and
was originally developed to complete an EOD if no one from the disbursing office would be on
duty at the end of the business day, e.g., on the weekend.

(2) Automatic EOD Mandatory. Automatic EOD is now MANDATORY.

(a) Automatic EOD ensures Navy Cash is closed out each business day and
makes tracking down any problems at a later date much simpler, e.g., problems with
reconciliation and settlement.

(b) Coordinate Time for Automatic EOD. The Disbursing Officer must
coordinate with all Navy Cash merchants on the ship in determining the time to set for automatic
EOD. The time selected should normally be after all merchants have closed out their operations
for the day, in order to ensure all the transactions for the business day appear on the shore reports
for that business day. For example, automated EOD should be set up at a preset time after the
dinner meal, so that any sales receipts for the day are reported in that day’s reports. If
transactions occur during EOD processing, some transactions may be posted to the next day's
business and the next day's shore reports, and merchants need to be aware of this possibility. Do
not use between 2200 and 0200 GMT time, as this may result in daily shore reports not being
generated.

(¢) In Navy Cash, all dates and times are recorded and reported in Greenwich
Mean Time (GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone
on the Navy Cash server. Changing the clock may result in errors and delays in End-Of-Day
(EOD) processing. These errors can only be resolved through manual intervention guided by
technical support personnel ashore.
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(3) Managing Automatic EOD Settings. The settings for automatic EOD are

displayed in the “Auto EOD Settings” box in the “Indicate End-of-Day” screen.

(a) To change the preset time for initiating automatic EOD, select the desired
time using the hours and minutes drop-down boxes for the “Time (24hrs)”, and click the
“Update” button. A pop-up window verifies that the automatic EOD settings were updated
successfully.

(b) To activate automatic EOD, click on the “Automatic EOD On” check box to
insert the “check” mark, and click the “Update” button. A pop-up window verifies that the
automatic EOD settings were updated successfully.

(c) To deactivate automatic EOD, click on the “Automatic EOD On” check box
to remove the “check” mark, and click the “Update” button. Click the “OK” button to verify and
deactivate automatic EOD.

(4) Automatic Versus Manual EOD. There will be times when manual EOD takes
precedence over automatic EOD.
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(a) At End Of Month (EOM). If a particular EOD will also be the EOM close-
out, the Disbursing Officer must initiate the IEOD function manually in order to check the
"Indicate End of Month" block and send the EOM indicators to the Navy Cash back end ashore
and close out Navy Cash business for the month (see paragraph d.(8)(a) below). Navy Cash
must be closed out prior to 2100Z on the 27th of each month or, if the 27th falls on a weekend or
holiday, on the business day prior.

(b) Operational Requirements. In some cases, e.g., when a ship is underway,
certain Navy Cash merchants like the Ship's Store may extend the hours of their retail operations.
If becomes too difficult to coordinate the end of a merchant's business day with the end of the
Navy Cash business day using a preset time in the Automatic EOD function, the Disbursing
Officer can opt to use the Manual EOD function in the Disbursing Application. The objective
remains that IEOD must be run every day, either automatically using the automatic EOD
function or manually from the Disbursing Application.

(c) With automatic EOD, if a current automated round trip is pending and the
Disbursing Officer initiates a manual IEOD, the pending automated round trip will be converted
into a manually initiated round trip.

d. Manual EOD

(1) The Disbursing Officer can initiate the “Indicate End of Day” function
manually, at the end of the business day on the ship, or whenever appropriate, e.g., at Turnover
of the Disbursing Officer or Sales Officer.

(2) Coordinate Time for Manual EOD. The Disbursing Officer must coordinate
with all Navy Cash merchants on the ship in determining the time to initiate a manual IEOD.
The time selected should normally be after all merchants have closed out their operations for the
day, in order to ensure all the transactions for the business day appear on the shore reports for
that business day. For example, manual EOD should be initiated after the dinner meal, so that
any sales receipts for the day are reported in that day’s reports. If transactions occur during EOD
processing, some transactions may be posted to the next day's business and the next day's shore
reports, and merchants need to be aware of this possibility.

(3) Disbursing Officer selects “Indicate End-of-Day” in “Operations” pull-down
menu.

(4) Disbursing Officer then clicks “Submit” button next to “Check for Logged in
Operators” tag.

MavyCash Disbursing Application
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(5) If operators are logged on, for example, in the ship’s store, post office, MWR,
Wardroom, or Chiefs Mess, an Operator Status Report is displayed in the report box to let the
Disbursing Officer know who is still logged on. It is not necessary to delay EOD processing if
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operators are still logged in; however, if transactions occur during EOD processing, some
transactions may be posted to the next day’s business. It is generally recommended that operators
either log out or suspend business until the Disbursing Officer completes the EOD process. The
Disbursing Officer can contact the operator and request that they log out immediately, or the
Disbursing Officer can proceed with the EOD process. Any transactions entered by that operator
after EOD will appear on the next business day. To validate that you wish to proceed with the
EOD process, click the “Yes” button.

NOTE: POSs operating in normal mode are connected to the Navy Cash server directly
through the ship’s LAN. If connectivity to the server is expected to be a problem, an
operator should remain logged on to the POS at the end of the day so that sales
transactions can be processed offline the next day even if connectivity to the Navy Cash
server is not available (see paragraphs 3.12, 4.16, 5.11, 6.8, or 7.7).

NavyCash Disbursing Application

Please verify that you wish to indicate EOD with the Following balances:

Cash Balance = 10281222.22

Check Balance = 35.00

(6) The Disbursing Accountability Summary Report (DASR) will be displayed in
the report box, and the “End of Day Values” frame will be enabled, which will contain the check
balance, cash balance, and EOD date and time (a non-editable variable) reported by the DASR.
In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)). The DASR, which is produced by the Navy Cash system
on the ship, is a handy tool that provides a quick check on the amount of Navy Cash cash on
hand.

(7) Reconciliation Procedures. At this point, the Disbursing Officer should have
closed out the Daily Cash Transaction Ledger in accordance with paragraph 6. The total in block
10 (Net Sum for Cash Transactions) of the Daily Cash Transaction Ledger, the amount shown in
line 6.9 of the Daily Statement of Accountability (DD 2657), and the actual amount of Navy
Cash on hand should match the total balance amounts reported in the DASR. If the amounts do
not match, the Disbursing Officer shall make every effort to identify the correct totals to be
reported for the day (the Disbursing Officer can contact the NAVSUP FLC Fleet Support Group
(FSG) points of contact (see Section 5A) for assistance in clearing the discrepancy).

(a) Generate Disbursing Transaction Detail Report. Select the
“Reports” pull-down menu in the Disbursing Application to generate and print a
Disbursing Transactions Detail Report (view reports in Section 5B). The basic
business rule is that the Navy Cash numbers reported in the Disbursing Transaction
Detail Reports are correct.
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(b) Count the Navy Cash Cash. Count the amount of Navy Cash cash
on hand. The total should agree with line 6.9 of the DD 2657 and block 10 (Net Sum
for Cash Transactions) of the Daily Cash Transaction Ledger. The Navy Cash cash
should be counted each and every day.

((1)) If amount of cash is greater than the amount shown on line
6.9 and the ledger, then increase line 6.9 and correct the ledger. The Disbursing
Transaction Detail Report must be used to substantiate all transaction details.

((2)) If the amount of cash is less than the amount shown on line
6.9 and the ledger, then decrease line 6.9 and correct the ledger. The Disbursing
Transaction Detail Report must be used to substantiate all transaction details.

(c) Compare Disbursing Transaction Detail Report with Daily Cash
Transaction Ledger. If the total balance amounts shown on the DASR are less than or
greater than what is shown on line 6.9 of the DD 2657, compare the Disbursing
Transaction Detail Report for the period to the Navy Cash Daily Cash Transaction
Ledger.

((1)) If the Disbursing Transaction Detail Report and Daily Cash
Transaction Ledger agree, then go to the “Safe Bank Transactions” function (see
paragraph 19). Select the Transaction Type and enter the amount of cash that would
be needed to adjust the system value reported in the DASR. The “Transaction Type”
drop down menu lists “Deposit to Bank™, which subtracts the designated amount from
the Disbursing Officer account to balance the total if the DASR amount is positive,
and “Deposit to Safe”, which adds the designated amount to the Disbursing Officer
account to balance the total if the DASR amount is negative. Click the “Submit”
button to adjust the system value. The correction will be documented in the DASR
and the Disbursing Accountability Detail Report for the day for future reference.

((2)) If the Disbursing Transaction Detail Report and Daily Cash
Transaction Ledger agree and the actual amount of Navy Cash cash on hand is greater
than or less than that the amount shown on the reports, then follow the procedures in
Chapter 6 of DoD FMR Volume 5 to report an overage or shortage (loss of funds/loss
of accountability).

(8) After any necessary corrections have been made, the Disbursing Officer can
proceed with the IEOD process.

(a) Indicate End of Month. If that particular IEOD will also be considered the
End Of Month (EOM) close-out, the Disbursing Officer must check the “Indicate End of Month”
block, and then enter the month and year being closed, before clicking the “Submit”. The
“Indicate End of Month” block will be grayed out and cannot be used until the Sales Officer has
performed the EOM process at all vending machines and indicated EOM for each vending and
ship’s store merchant (parent) in the Disbursing Application.

(b) Coordinate EOM Close-Out. As a part of the EOM process, the Disbursing
Officer is responsible for coordinating all Navy / Marine Cash collections that must be registered
to a Line of Accounting (LOA) through the SF 1219 Statement of Accountability, e.g., sale of
meals in the general mess and sale of merchandise in the ship’s store and vending machines (see
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paragraph 21b(1). The Disbursing Officer, Sales Officer, Food Service Officer, and Marine
Disbursing Officer (when embarked) must coordinate to establish a closeout date and time each
month. Again, the time selected should normally be after all merchants have closed out their
operations for the day, in order to ensure all the transactions for the business day appear on the
shore reports for that business day. For example, the closeout should be initiated after the dinner
meal, so that any sales receipts for the day are reported in that day’s reports.

(c) Prepare and Submit Reports on Time. Disbursing Officer’s SF Form1219
must be prepared and submitted on time at the end of each month, i.e., NLT 1000 ET on the first
calendar day of the following month or, if it falls on a weekend or holiday, on the last business
day of the month. To help ensure the SF Form 1219 is submitted on time, Navy Cash must be
closed out prior to 2100Z on the 27th of each month or, if the 27th falls on a weekend or holiday,
on the business day prior.

(d) EOM Indicators. Completing the “Indicate End Of Day” function (IEOD)
with the “Indicate End of Month” block checked, sends the EOM indicators for disbursing, food
service, and Marine disbursing (when embarked) to the Navy Cash back end ashore and closes
out their Navy Cash business for that month. EOM indicators for the vending machines and
ship’s store are sent at the first IEOD completed after closing out the vending and ship’s store
merchants (parents) in the Disbursing Application (see Section SE). The Disbursing Officer
should notify the Sales Officer, Food Service Officer, and Marine Disbursing Officer (when
embarked) when this step has been completed.

(9) Initiate Indicate End of Day Process. The Disbursing Officer clicks the “Submit”
button to initiate the actual IEOD process.

(a) The Disbursing Officer is then prompted for verification of EOD with the
balance amounts displayed. This gives the Disbursing Officer an opportunity to back out of the
action if necessary.

(b) Once the balances have been verified, the Disbursing Officer will click
“OK” in the verification window. After verification, an EOD completion message is displayed.

(10) If that particular IEOD has been indicated as the EOM close-out, the Disbursing
Officer will zero out the DASR starting balance by entering a “Deposit To Bank™ transaction
type for the total amount being carried on the DASR at the end of the month. This action shall
be done in accordance with paragraph 8, Safe Bank Transactions, to reset the Safe Bank
Transactions functionality for the next month’s reports.

(11) The manual EOD function is normally initiated from the Disbursing
Application on the Navy Cash workstation in the disbursing office. If no one from the
disbursing office will be on duty, the automatic EOD function will normally be activated to
initiate [EOD at a preset time. However, if the Navy Cash server or another Navy Cash
workstation (desktop or laptop) is located outside the disbursing office, a manual EOD can be
run remotely by duty personnel (see paragraph 27, Access Editor—Access Control for Disbursing
Application). When IEOD is run under the duty log-in, it is completed with minimal user
requirements (i.e., double click the IEOD icon on the desktop) and is the only functionality
available.
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e. Post Navy Cash Numbers on Daily Statement of Accountability (DD 2657) for the
Day. The Disbursing Officer will record the total from block 10 (Net Sum for Cash
Transactions) of the Daily Cash Transaction Ledger on the DD 2657 as an increase / decrease to
line 6.2A, U.S. Currency on Hand. The value from block 10 will also be entered on line 6.9,
“Other”, but will have the opposite sign. Remember, when a cardholder is exchanging either a
check or cash to plus up the Navy Cash card (closed- or open-loop account), “Cash” should be
selected as the funding source. Disbursing Agents will record the transaction on the DD 2665 as
an increase / decrease to line 17, US Currency on Hand as appropriate and an opposite entry to
line 31, Other. Sample entries are included in Section 5B, DD 2657, Daily Statement of
Accountability.

(1) Since the entries on the DD 2657 are logged in section II and opposite in value,
there will be no increase in total accountability. However, when the electronic funds are
reported as deposited at the end of the month, the overall accountability will be updated and
correct. All funds that are being carried on line 6.9 can be supported by the Daily Cash
Transaction Ledger(s) and Disbursing Transactions Detail Report, and therefore are auditable. If
required, a detailed report can be generated under the “Ship Reports”, see Section SE. This
report will display every transaction recorded on the server for any given period.

(2) If that particular IEOD has been indicated as the EOM close-out, ensure line 6.9
Month-to-Date column is “zero” on DD 2657 for the day on which Navy Cash is closed out for
the month and for each subsequent day until the actual end of the month. After Navy Cash close
out, any Navy Cash business on the remaining days of the month is reported in the next month.

(3) The completed Daily Cash Transaction Ledger(s) and Disbursing Transactions
Detail Report sorted by operator shall be retained on file with the balanced DD 2657.

f. End of Day (EOD) Report. A shipboard report, the EOD Report tracks the status of
manual IEOD and automated interim round-trip requests (batches) initiated. An EOD Report can
be generated on the ship as needed (see Section 5E). A column in the report identifies the batch
as either an automated interim or manually initiated IEOD batch. If a prior automated round trip
is pending, any subsequent round trips (either automated or manual) will not be processed until
the response files are received from the shore for the prior round trip. At any time, a ship can
have only one pending automated round trip or any number of pending manually initiated [EOD
round trips. If a current automated round trip is pending and the Disbursing Officer initiates a
manual IEOD round trip, the pending automated round trip will be converted into a manually
initiated IEOD round trip.

17. SHORE REPORTS

a. Successful processing of the IEOD batch (round trip), either manually or
automatically, sends a series of reports to the ship from the shore side. These shore reports
include all the round trips (automated interim) that were created since the last IEOD was
initiated, either manually from the Disbursing Application or automatically when the automatic
EOD function is selected. Shore reports are generated automatically, and, when they are
received, the Navy Cash system places them into a shore reports directory by date, with one sub-
directory for each report date. On the Disbursing Application workstation or laptop, the shore
reports can be found in the S:\files\navydata\report directory, which maps to the
Q:\files\navydata\report directory on the Navy/Marine Cash server. The “Shore Reports” folder
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(icon) on the Disbursing Application desktop provides a short cut to the reports directory. In
Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)).

(1) Reports have been named using the following convention:

<UIC> <REPORT TYPE> <REPORT
NAME> <D/M> yyyymmdd HHMMSS.txt, where:

UIC = Ship’s Unit Identification Code

Report Type = TRAN — Transaction Report, FRAU — Fraud Report,

OPER- Operational Report, SETT — Settlement Report
Report Name = Name of report
D/M = Daily or Monthly
Yyyymmdd = year/month/day report generated (GMT)
Hhmmss = hour/minute/second report generated (GMT)

txt = Text file

Example:

R21452 TRAN Ship Merchant Settle D 20041209 000736.txt

R21198 TRAN ShipStore D 20010828 171708.txt
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(2) Transaction Reports. Available for all ship merchants, for example:

(a) Wardroom

(b) CPO Mess Dues

(c) General Mess

(d) Flag Mess

(e) Commanding Officer’s Mess

(f)  First Class Petty Officer Association
(g MWR

(h) Post Office — Metered Mail

(1)  Ship’s Store
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(j) Foreign Vendors

(k) Vending Store Items (Snack, Phone Cards, Soap)
(I)  Vending Soda

(m) Transaction Summary

(n) Negative Balances

(o) Returned Items

(3) Merchant Settlement Reports. Merchant settlement reports are generated for all
merchants, whether they settle to bank or credit union accounts ashore or to merchant open-loop
accounts. Generally, private merchants have the option to settle to a bank or credit union
checking account or to the merchant open-loop account. . By default, private merchants are set
up to settle on a daily basis. . Funds are normally available the next business day after the
transactions are posted. Generic private, Staff, Air Wing, and Squadron merchants settle only to
the merchant open-loop account.

(4) Reconciliation Reports. Reconciliation reports, which are generated for all
merchants, segregate transactions that were collected in the offline mode but were not processed
on the same day they were collected. Reported separately, these collections can then be added to
the totals for the appropriate day if desired.

(5) Print Reports. Disbursing Officer can view and print reports at any time by
accessing shore report directories and sub-directories. Reports should be printed in “Landscape”
format using WordPad™ software. A printer is not provided with the Navy Cash system. The
Disbursing Officer must print reports sharing an already existing printer local to the server or
workstation in the disbursing office. Reports can also be saved electronically and sent via email.

(6) Review Reports. The Disbursing Officer and other responsible individuals,
such as the Sales Officer, MWR Officer, and Chiefs’ Mess Treasurer, should compare the daily
reports with reports from their existing accounting systems, for example, the Sales Officer with
ROM for ship’s store, to verify accuracy. Reconciling collections and sales at the end of each
day simplifies reconciliation at the end of the month. For example, the Sales Officer or
designated assistant should compare the ROM daily transaction reports (sales) and the Merchant
Sales by Operator Detail Report (collections). The totals from each report should match. Any
differences should be reviewed and reconciled so ROM and Navy Cash agree. The Food Service
Officer should compare recorded sales and surcharges (cash meals and bulk food) totals for the
day from DD 1544s, NS 1046s, and DD 1149s, less any refunds, to Navy Cash collection totals
shown on General Mess Food and General Mess Surcharges Daily Transaction Detail Reports
plus any checks or cash (currency) collected. A Navy Cash generated report states the
collections that have been recorded to any particular activity. Therefore, the report serves the
same function for an accountable officer as a signed page in the NS 470 or a deposit ticket.

(7) Negative Balances. The Disbursing Officer shall review the Negative Balance
Report and the Returned Items Detail Report on a daily basis. Guidelines for handling negative
balances are in , Part 1, Section 4, paragraph 2.2.2.
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(8) Daily Blocked Account Report. The Disbursing Officer should review the
Daily Blocked Account Report on a daily basis. The report lists all cardholders whose access to
their linked bank or credit union account is blocked. The report includes cardholders’ first and
last name, the last four of their SSN, their account number, and their decline count. The Daily
Blocked Account Report will make it easier for disbursing personnel to research the cause when
cardholders find that they do not have access to their linked bank or credit union account at the
Kiosk (see Section 5B for a sample report). Cardholders who appear on the report because of
unacceptable or invalid account information (decline counts 96 or 98) should be contacted so
they can update their home bank or credit union account information (see , Part 1, Section 4,
paragraph 2.2.3.8, Blocking and Unblocking Access to Home Accounts).

18. SHIP REPORTS

a. Disbursing Officer can select the “Reports” pull-down menu to display the reports
that can be generated as needed on the ship. To select, generate, view, and print a report, click
on the report desired, fill in the start and end dates for the inclusive period, and click the
“Generate” button. Some of the reports can be generated using one of a selection of preset
sorting criteria (see table of report descriptions below). Sample reports are shown in Section 5B.

b. Review Reports. The Disbursing Officer and other accountable individuals, such as
the Sales Officer and Chiefs’ Mess Treasurer, are responsible for comparing the daily reports
with reports from their existing accounting systems to verify accuracy. Reconciling collections
and sales at the end of each day simplifies reconciliation at the end of the month. This review is
normally done with the shore reports, which are generated automatically by the EOD process and
sent to the ship when the EOD round trip is completed. For example, the Sales Officer or
designated assistant should compare the ROM daily transaction reports (sales) and the Merchant
Sales by Operator Detail Report (collections). The totals from each report should match. Any
differences should be reviewed and reconciled so ROM and Navy Cash agree. The Food Service
Officer should compare recorded sales and surcharges (cash meals and bulk food) totals for the
day from DD 1544s, NS 1046s, and DD 1149s, less any refunds, to Navy Cash collection totals
shown on General Mess Food and General Mess Surcharges Daily Transaction Detail Reports
plus any checks or cash (currency) collected. However, to check total sales figures for a
particular day before the shore reports are received on the ship, a Merchant Sales Summary
Report can be generated by entering the correct start and end dates. In Navy Cash, all dates and
times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTC)). The more detailed Merchant Transactions Report can be generated in the same way.

c. Printing Reports. Reports must be printed sharing an already existing printer local to
the server or workstation in the disbursing office.
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Transactions Report

bank (withdrawals), deposits to safe (deposits),
funds transfers to closed loop, and funds
transfers from closed loop

Report Purpose Sort Capability
Disbursing Office Reports
Tracks all changes to Navy Cash funds in the
Safe Bank Disbursing Office that result from deposits to Transaction Date or

Transaction Type

SPO Payroll Report

Lists cardholders in SPO and the last payroll
amounts credited to their open-loop accounts

Cardholder Name
or Last Pay Date

Disbursing Accountability
Detail Report

Lists disbursing transactions—cash and check to
closed loop, deposits to safe and bank, and
closed loop to cash

Transaction Date or
Transaction Type

Disbursing Accountability
Summary Report

Summary of transactions shown in Disbursing
Accountability Detail Report

None

Disbursing Transactions
Detail Report

Lists all transactions by disbursing personnel—
to facilitate audit of Disbursing Office

Operator, Date, or
Transaction Type

Disbursing Transactions

Summary of transactions shown in Disbursing

Operator, Date, or

Transactions Report

number (last 5 digits) for both vending and non-

Summary Report Transaction Detail Report Transaction Type
Replication Provides details of any replication conflicts in None
Conflict Report updating a cardholder’s account information
Provides cardholder name and SSN (last 4
. digits), Navy Cash cardholder account number,
Ship Roster Report and date of last closed-loop transaction on the None
ship for all cardholders checked in to the ship.
Sales Reports
Merchant Sales Summqry of total sales and t.ransactlon counts Merchant Name
Summary Report shown in Merchant Transactions Report—used - Merchant ID
u Ty Bepo for EOD and EOM merchant sales receipts or vere
Lists all sales, refunds, and correction Merchant, Operator,
Merchant transactions and cardholder name and card Date, Transaction

Type, or Event

vending merchants—includes summary section Description
Operations Reports
Operator Status Report Lists operators currently logged on to POSs None
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Tracks the status of end-of-day requests

Chip-to-Chip Report

transactions—used to research unmatched
closed-loop-to-closed-loop transfers

EOD Report (batches) initiated and check and cash balances None
at EOD
Unmatched Lists all failed closed-loop-to-closed-loop Cardholder Name,

Date, or Card Number

cardholder name and SSN (last 4 digits).

Navy Cardholder Tracks cardholder name, date, and card number Cardholder Name,
Issued Card Report (last 5 digits) for all instant issue cards issued Date, or Card Number
Indicates possible fraudulent ACH activity on
Fraud Detection Report | ship. Lists questionable transactions by None

NavyCASH

Safe Bank Transactions Report
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19. SAFE BANK TRANSACTIONS

a. The “Safe Bank Transactions” functionality enables the Disbursing Officer to make
adjustments to the cash amount reported by the Disbursing Application (Navy Cash system on
the ship) in the Disbursing Accountability Summary Report (DASR).

(1) This functionality will be used primarily during the “End-of-Month” process to
reset the DASR to a zero balance, as described in the sample Internal Procedures and Controls
Instruction in Section 5B.

(2) In addition, this functionality can be used to make adjustments to the DASR
when the cash amount reported in the DASR does not agree with the cash amount recorded in the
Daily Cash Transaction Ledger, the amount shown on line 6.9 of the Daily Statement of
Accountability (DD 2657), or the amount of Navy Cash cash on hand. Reconciliation
procedures are included as of part of the manual end-of-day procedures. When an actual out-of-
balance condition cannot be resolved, this adjustment procedure can be used, but only as a
temporary fix to continue with the “End-of-Day” process (the Disbursing Officer can contact the
NAVSUP FLC Fleet Support Group (FSG) points of contact in Section SA for assistance in
clearing the discrepancy). The Disbursing Officer must go back and complete all required
actions for an out of balance condition, as stated in Chapter 6 of the DoD FMR Volume 5 to
report any overage or underage.

b. To initiate the adjustment transaction, the Disbursing Officer or Deputy selects “Safe
Bank Transaction” in the “Operations” pull-down menu.

c. The Disbursing Officer enters the amount of cash that would be needed to zero out or
“balance” the system and selects the appropriate “Transaction Type.” The “Transaction Type”
drop down menu lists “Deposit to Bank”, which subtracts the designated amount from the
Disbursing Officer account to balance the total if the DASR amount is positive, and “Deposit to
Safe”, which adds the designated amount to the Disbursing Officer account to balance the total if
the DASR amount is negative.

d. After the adjustments are completed, the Disbursing Officer clicks the “Submit”
button to adjust the system value.

e. The Disbursing Officer then returns to the “Indicate End-of-Day” function to
complete the process for that particular day. All Safe Bank transactions will be identified on the
DASR for that day.

20. OPERATOR ID MAINTENANCE

a. Within Navy Cash, each operator, e.g., in the ship’s store, CPO mess, MWR,
wardroom, or disbursing office, must be identified by a unique operator ID number and must be
registered at the disbursing office. Once ship’s store operator IDs are established in Navy Cash,
they must be entered into the ROM back office. To be assigned an operator ID, an individual
must be a Navy/Marine Cash cardholder and must sign the Navy Cash Rules of Behavior.
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b. Rules of Behavior for Users of Navy Cash System. The Disbursing Officer must

ensure every Navy Cash operator assigned an Operator ID has signed the Rules of Behavior.
Navy Cash is a U.S. Government information system that is provided for authorized use only.
Navy Cash operators must only conduct official business on the Navy Cash system. They must
not introduce or use any unauthorized software or hardware. By their signature, individuals
indicate they have read, understand, and agree to abide by these rules of behavior. Generally, the
rules of behavior are signed electronically in the disbursing office. A copy of the Rules of
Behavior for Users of Navy Cash System is included on page S5B-79.

c. Current Disbursing Application Users. When the "Rules of Behavior" functionality is
first implemented on the ship, current users of the Navy Cash Disbursing Application will not be
able to log in to the Navy Cash system until they have signed the rules of behavior form.

(1) If they have signed a rules of behavior form electronically on a previous ship,
they will not be required to sign the form again and will be able to log in to the system without
taking further action. An indication that the rules of behavior form has been signed
electronically is retained permanently as a part of an individual's member profile and is sent with
the profile to each new ship when an individual does a "Ship Check In" at a Kiosk.

(2) If they have not signed a rules of behavior form electronically, the following
message will be displayed when they attempt to log in.
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(3) To sign the rules of behavior form in the disbursing office (or in the Sales
Office) where the Disbursing Application workstation / laptop is connected to a POS device,
click the "Sign Form" button.

(4) The "Rules of Behavior Form" screen will be displayed, pre-populated with the
user's name and current date.

(5) If the information on the form is not correct, click the "Cancel" button, and
report the error to the Disbursing Officer.

(6) If the information on the form is correct, click the "Capture Signature" button.
The main screen of the POS device connected to the Disbursing Application workstation / laptop
will display a signature pad.
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I have read the above Rules of Behavior for the Navy Cash System. By my signature bedow, |
acknowledge and agree thal my access 1o the Navy Cash syslem i covened by, and subject bo,
such Rules Further, | acknowledge and accept that any violaton by me of these Rules may
subject me 1o sdministrative of oivil and/'or cimnal actons and may resull in the temanaton of
suspension of my access to the Navy Cash system at any tme without notice

ACCEPTANCE

User's Name: ‘SECRGE K ALEXANDER
SIGMN HERE
Liser's Signature
2012 Jul 28
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Pt Cocumant

NavyCAsSH

Please Sign

(7) If you have read and agree to abide by the
rules of behavior, use a stylus (provided with each POS device)
on the signature pad on the POS to sign the rules of behavior
form electronically.

(8) If the signature is not satisfactory, touch the
“Clear” button on the POS device to discard the signature.
Uses the signature pad to re-sign the rules of behavior form.

(9) If the signature is satisfactory, touch the “I
Accept” button on the POS device to actually sign the rules of
behavior form electronically.

(10) The rules of behavior from is now signed
cryptographically, and the operator’s signature is embedded
into the rules of behavior document, which is then encrypted
separately. Once an electronic signature has been embedded,
the document is sealed and can no longer be altered.
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(11) If the signature is not satisfactory, click the "Re-Capture Signature" button on
the "Rules of Behavior Form" screen to discard the signed rules of behavior form, return to the
"Capture Signature" screen, and recapture the operator's signature.

(12) If desired, a copy of the signed rules of behavior form can be printed at this time
by clicking on the "Print Document" button.

(13) Once the electronic signature process
is complete, click the “Submit” button. The Disbursing
Application returns to the “Operator ID Maintenance”
=] screen, and a “Rules of Behavior Form submission
completed successfully” message is displayed to
indicate the process is complete.

Ees of Beharvor Form submesuon comgisted saceifuly.
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(14) When the next round-trip is completed between ship and shore, the signed Rules
of Behavior will be transmitted ashore, the rules of behavior form with embedded signature will
be filed electronically in the document storage system ashore, and the operator's member profile
will be updated ashore and on the ship to include a permanent indication that the rules of
behavior form has been signed electronically.

d. Current Navy Cash Operators Who Are Not Disbursing Application Users. The Navy
Cash POS device will not be able to determine if a Navy Cash operator has signed the rules of
behavior form when the operator logs in to a POS using his / her Operator ID. When the "Rules
of Behavior" functionality is first implemented on the ship, the Disbursing Officer must ensure
every Navy Cash operator who is not a Disbursing Application user reports to the disbursing
office to sign a rules of behavior form electronically.

(1) To enable a current Navy Cash operator to sign a rules of behavior form, the
Disbursing Officer selects "Operator ID Maintenance" in the "Operations" pull-down menu.

(a) Click the "List Configured Operators" button to display all operators within
the ship's Navy Cash system, and select the correct name in the list of configured operators.

(b) Or, enter the First Name, Last Name, and/or Social Security Number of the
operator; click the "Search" button; and select the correct name in the list of currently configured
operators (if multiple names appear).

(2) Rules of Behavior Not Signed

(a) If the operator has not signed a rules of behavior form electronically, the
“Sign ROB” button is displayed (ROB = Rules Of Behavior). The Disbursing Officer clicks on
the “Sign ROB” button.

S5E-273



Section 5E — Disbursing Application User Guide NAVSUP Pub 727 Part 2

NavyCAsH

Operator ID Maintenance

Cistit erihy Corfigor o Oped alsd &
L Contgpared Cparalor |
™ ‘rer Gy Dosisbed Cperabirs

[Gpmmater i T LadMawm “FratMaee [T

1

1x0

0 BACHAL MANGESH T

Fi] BUTTA MAHE SH TELESS

S0 CHAMBERS EATR™NA Ta0E51

xo CLEVELAND SMES s

e ) [H580 KB

nm DR&AD AAHLIL R

1e0 EVERETT JR ALTOM e

&) LAKSHMBARATAN BaLAT N

| ) MOSANTY RUPESH TIEST

| 500 SMITH ALTON TIaE

€ ¥
o IOt Merchart O | =]

Wi ix I:I 1™ Cosietie in Copewniior ™ il ey D mire Uies
Pt e R D e—
Lusi bowme. [ALEXANDER ] Lamch
S PO | Lidatr | Rired |

(b) The "Rules of Behavior Form" screen will be displayed, pre-populated with
the user's name and current date.

(c) Follow the steps in paragraph c.(4) through (13) above to review the
information on the form, sign the rules of behavior form electronically, and complete the process
of submitting the electronic rules of behavior form with embedded signature.

(3) Rules of Behavior Signed

(a) If the operator has signed a rules of behavior form electronically on the
current ship, the "View ROB" button is displayed. The Disbursing Officer can click on the
"View ROB" button to retrieve and view or print a cardholder's rules of behavior form with
embedded signature (but only after a round trip has been completed between ship and shore).

(b) If the operator has signed a rules of behavior form electronically on a
previous ship, the "View ROB" button is grayed out and cannot be used.

S5E-274



NAVSUP Pub 727 Part 2 Section 5E — Disbursing Application User Guide

(c) In either case, the operator's member profile includes a permanent indication
that the rules of behavior form has been signed electronically, and they do not need to sign the
form again.
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(d) The rules of behavior form with embedded signature will be retained in the
document storage system ashore. All rules of behavior forms will be retained ashore for seven
years past the termination of the Agency Agreement with the Treasury Agent for Navy Cash.
The electronic image shall be considered the legal equivalent of the original. The rules of
behavior form cannot be viewed on the Navy Cash Disbursing Website, but the Disbursing
Officer can contact the CSU and request a copy.

e. Add New Navy Cash Operator. The Disbursing Officer enters the first and last name
of the new operator and assigns a four-digit number.

(1) The four-digit Operator ID must be unique within the Disbursing Application on
each ship. Once a number has been assigned to an operator on a ship, it cannot be reused on that
ship even if that operator is deleted. However, the number can be duplicated on different ships.

(2) The four-digit Operator ID must not begin with zero (0).
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(3) Disbursing Application User. If a person is to be added to the Disbursing
Application user list, the “Add as Disbursing User” block must be checked.

(4) Upon clicking “Submit”, the Disbursing Officer will be prompted to verity
information for the operator being added. Click the “Yes” or “No” button as appropriate.

(5) Rules of Behavior Not Signed. The "Rules of Behavior Form" screen will be
displayed, pre-populated with the user's name and current date. Follow the steps in paragraph
c.(4) through (13) above to review the information on the form, sign the rules of behavior form
electronically, and complete the process of submitting the electronic rules of behavior form with
embedded signature.

(6) Rules of Behavior Signed. If the operator has signed a rules of behavior form
electronically on a previous ship, they do not need to sign the form again and will be added as a
new Navy Cash operator on the ship and assigned an Operator ID without taking further action.
An indication that the rules of behavior form has been signed electronically is retained
permanently as a part of an individual's member profile and is sent with the profile to each new
ship when an individual does a "Ship Check In" at a Kiosk.

f. Forward Any Manual Rules of Behavior Forms to Treasury Agent. If for any reason
a Navy Cash operator signs a hardcopy rules of behavior form, the original hardcopy form,
signed by the individual operator, must be sent to the Treasury Agent, where they will be
digitally scanned and stored electronically in the document storage system ashore (the last four
digits of the user’s SSN required on the form will be used to help with the indexing and retrieval
of the scanned forms).

(1) Rules of behavior forms shall be forwarded to the Treasury Agent at least once
every 30 days. Rules of behavior forms, enrollment forms for individual cardholders (2887s) and
contractors (2889s), and enrollment forms for accountable officials (2888s) must be sent in
separate packages. Rules of behavior forms must be sent via traceable means, e.g., FedEx, UPS,
registered mail. Do not send rules of behavior forms via fax, digital sender, or email.

(2) Double-pack all rules of behavior forms, with the Treasury Agent address below
on each envelope / package, to protect against possible damage during shipping and handling.

FRB-KC Omaha Branch
Attention: Forms

2201 Farnam St.
Omaha, NE 68102

(866) 662-8922

(3) Send Email Notification to Treasury Agent. Send an email notification to the
Treasury Agent Scanning Operations Center at navycashcenter@frb.org for each package of
rules of behavior forms sent. This email notification enables the Treasury Agent to verify that
every package sent and all the rules of behavior forms have been received. Include the following
information in the email: date package was sent, number of rules of behavior forms in package,
carrier name (e.g., FedEx, UPS, registered mail, etc.), tracking information, and the ship’s name
and Point Of Contact (POC) on the ship (phone number and email address). A sample
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memorandum is included in Section 5B. To report all of the required information, fill out the
memorandum, and send it as an attachment to the email notification. Include a copy of the
memorandum in the package with the rules of behavior forms. Finally, retain a copy of each
email and memorandum sent on file for inspection.

(4) Retain Copies of Signed Rules of Behavior Forms On Board. Copies of signed
hardcopy rules of behavior forms shall be maintained on board ship for reference. Rules of
behavior forms can be purged three years from the date of signature, unless the Navy Cash
system user is still on the ship. The rules of behavior forms must be kept in the safe.

g. Delete an Operator. The Disbursing Officer selects the correct name in the list of
configured operators and clicks in the “Delete This Operator” box. There will be a prompt to
verify this is the operator to delete, which is done by clicking the “Yes” or “No” button. Navy
Cash operators must be deleted upon relief, transfer, separation, or discharge.

h. Reactivate an Operator. The Disbursing Officer selects the correct name in the list of
configured operators and clicks in the “Delete This Operator” box. This removes the check mark
in the box. There will be a prompt to verify this is the operator to re-activate, which is done by
clicking the “Yes” or “No” button. The Disbursing Officer can narrow the list of configured
operators to search by clicking in the “View Only Deleted Operators” box.

Operator Update >

Pleade verify that you wash to re-actrvate the operastor 7777

.

(1) Review List of Configured Operators Monthly. The list of configured operators
must be reviewed at least once a month. Navy Cash operators who are no longer involved in
Navy Cash operations, e.g., individuals who have been relieved, transferred, separated, or
discharged, must be deleted. Click the "List Configured Operators" button to display all
operators within the ship's Navy Cash system, and select the correct name in the list of
configured operators. Or, enter the First Name, Last Name, and/or Social Security Number of
the operator; click the "Search" button; and select the correct name in the list of currently
configured operators (if multiple names appear).

S5E-277



Section 5E — Disbursing Application User Guide NAVSUP Pub 727 Part 2

NavyCAsH

Vending and Ship's Store

T
B

Bhorchanis and Vending Machines,
= ! BONO0000TESA - VIENDING SO0 - 0750 15 18 89
WIMGSODNDO00OR000 - Tomeds Tube #3 - CAD & OOCOON 74550000 - 0TS0 165 1843
WMECDMDO0O0000CS - Tarpads Tube &) « CAD & GOOOTRCAESHN0000 - OMN SN0 1598 &3
= 1§ SOn0M0s4E4 - VENGIG STORE TEMS . 0TASAD 151029
WMCAND Y ONG00001 - infrmary - CAD & DDOEEF 001 CI5S0000 - 07ASA0 151801
WMCAHD VOOOM000C - Welrmary « CAD £ 00000 TURSABDOO0 - O7A SN0 151009
WM AN OOO0D00 - infirmeary - CAD & D023 CON DEDUAD0ND - DTASAD 15 180
WMCAND 0000006 - infwmary - CAD & D000 J349670007 - 07ASAD 151524

| sl Erad f Pethiad S Wermieg Bies cliatd

Versirg Machien O | ]

ALY Tornared D1 _I

| e Verndrg Mat fine |

Procedure

O o more of ed Serchanls vending machines have ol yel nocsled 0P Plasds
compiste BOP for o) versing machines (efors rocabing EOF for e mevchant

eychaid This mescPand i resdy or ks BOF
Werding Machine This vesling machine is resdy for s EOF

g Tris mercharl and o of B3 vending machines, @ afy, have dcaled ther BOPS

21. VENDING AND SHIP’S STORE—VENDING MAINTENANCE AND END OF
MONTH

The “Vending and Ship’s Store” function in the Disbursing Application is used to:

e Add, change, or remove a CAD or vending machine or modify the description of a
vending machine, actions which are described under “Vending Maintenance” below.

e Close out the vending machines and the ship’s store at the end of the month or at the end
of a specified period, actions which are described under “End of Month” below.

a. Vending Maintenance

(1) Navy Cash “ties” or “links” specific CADs to specific vending machines in the
Navy Cash system database so that sales transactions are credited to the correct merchant. The
Disbursing Application requires that each CAD be identified by a unique CAD Terminal ID
number. Whenever a CAD is added, changed, or removed, it must be linked within the
Disbursing Application as discussed in the following subparagraphs.
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(2) To display all operating CADs within the Navy Cash system, the Disbursing
Officer or Sales Officer selects “Vending and Ship’s Store” in the “Operations” pull-down menu.
The “Vending and Ship’s Store” screen displays all the merchants, all the vending machines
associated with each merchant, and the Terminal ID numbers for the CADs “tied” to each of the
vending machines.
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VR AN RN - irafiemenry - CAD i OIS COE DRG0 - O SHE 15 180
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(3) Adding a Vending Machine and CAD

(@) To add a new vending machine and CAD to the Navy/Marine Cash system,
the Disbursing Officer or Sales Officer first highlights (selects) the appropriate merchant in the
“Merchants and Vending Machines” window on the “Vending and Ship’s Store” screen.

(b) A description of the new vending machine, for example, Candy #3, is
entered in the “Vending Machine ID” box, and the location of the new machine on the ship is
entered in the “Machine Location” box.

(c) The Disbursing Officer or Sales Officer then selects (highlights) the
appropriate 16-digit alphanumeric CAD Terminal ID number for the new CAD from the “CAD
Terminal ID” drop-down box.
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When a CAD is installed in a vending machine, the CAD Terminal ID number is transmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed.

If there are multiple unassigned CADs, the correct 16-digit CAD Terminal ID numbers can
be verified at the CAD itself. The Terminal ID is the first item in the list of the “Network”
group’s diagnostic information, and ‘“Network” is the second of the five groups in CAD
diagnostics. The diagnostic menu can be accessed when the CAD is in an idle state with no
card inserted and the “Welcome Screen” is displayed. To access the diagnostic menu, press
and hold the center (SELECT) “hidden” button for three seconds. The CAD will display the
“CAD Diagnostics” screen. Press the center (SELECT) button to “Start” the diagnostic
menu and continue to the next screen. The CAD will display the first diagnostic group, i.e.,
“General.” Press the right (NEXT) button until the “Network”™ group is displayed. To select
the “Network” diagnostic group, press the center (SELECT) button. The CAD will then
display the Terminal ID, the first item in the list. After determining the Terminal ID, press
the left (DONE) button to return to the diagnostic group selection screen. Press the left
(DONE) button again to “Exit” and return to the “Welcome Screen”.

(d) Once all the information is entered or selected, the Disbursing Officer or

Sales Officer clicks the “Add Vending Machine” button to update the system. At this time the

Disbursing Officer or Sales Officer will be prompted to verify information for the CAD and
vending machine being added, which is done by clicking the “OK” or “Cancel” button as
appropriate. If the “Cancel” button is clicked, the change is not made, and the Disbursing

Officer or Sales Officer either exits this portion of the application or re-enters the information for

the change desired. No transactions can occur at the vending machine until the CAD is
associated with the vending machine in the Disbursing Application.

(e) Itis the responsibility of the ship to install any new vending machine and
pull the cabling from the nearest Navy Cash router to the new machine. The Navy Cash depot

and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the

equipment, or come on board after the installation is complete to set up the new machine in the

Navy Cash system configuration.

(4) Updating Vending Machine Information, Changing a CAD, or Removing a
Vending Machine

(a) To update vending machine information, change a CAD, or remove a
vending machine from the system, the Disbursing Officer or Sales Officer first highlights

(selects) the appropriate vending machine in the “Merchants and Vending Machines” window on

the “Vending and Ship’s Store” screen.

(b) To remove a vending machine, the Disbursing Officer or Sales Officer
clicks the “Remove Vending Machine” button. At this time the Disbursing Officer or Sales

Officer will be prompted to verify removing the vending machine, which is done by clicking the
“OK” or “Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not
made, and the Disbursing Officer or Sales Officer either exits this portion of the application or
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re-enters the information for the change desired. If the “OK” button is clicked, the vending
machine and associated CAD are removed from the system.

(c) To update vending machine location, the Disbursing Officer or Sales Officer
selects (highlights) the entry in the “Machine Location” box and enters the new location
information.
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(d) To change a CAD, the Disbursing Officer or Sales Officer selects
(highlights) the appropriate 16-digit alphanumeric CAD Terminal ID number for the new CAD
from the “CAD Terminal ID” drop-down box.

e When a CAD is installed in a vending machine, the CAD Terminal ID number is
transmitted automatically from the CAD to the system and listed as unassigned until it is
assigned to the appropriate vending machine when the next step is completed.

e [fthere are multiple unassigned CADs, the 16-digit CAD Terminal ID numbers can be

verified at the CAD itself (see paragraph (3) directly above, Adding a Vending Machine
and CAD).
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(e) Once the updated vending machine information is entered or the new CAD
Terminal ID is selected, the Disbursing Officer or Sales Officer clicks the “Update Vending
Machine Data” button to update the system. At this time, the Disbursing Officer or Sales Officer
will be prompted to verify the updated information, which is done by clicking the “OK” or
“Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and
the Disbursing Officer or Sales Officer either exits this portion of the application or re-enters the
information for the change desired. When changing the CAD, clicking the “OK” button removes
the previous (old) CAD from the system.
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b. End of Month for Vending Machines and Ship’s Store

(1) Prepare and Submit Reports on Time. The Disbursing Officer’s Statement of
Accountability (SF Form 1219) must be prepared and submitted on time at the end of each
month, i.e., NLT 1000 EDST on the first calendar day of the following month or, if it falls on a
weekend or holiday, on the last business day of the month. In order to make certain that the
1219 is submitted on time, Navy Cash must be closed out prior to 2100Z on the 27th of each
month or, if the 27th falls on a weekend or holiday, on the business day prior. Each month, the
Disbursing Officer, Sales Officer, Food Service Officer, and Marine Disbursing Officer, if one is
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embarked, should coordinate to establish a closeout date for the month. The EOM process
generally begins in the Sales Office with the EOM for vending machines and ship’s store as
much as five days before the 27th of the month (see , Part 1, Section 3, para 9.4). At the same
time the Sales Office begins to close out the vending machines, disbursing (including Marine
disbursing if embarked) and food service should begin to pull together the Navy Cash figures
needed to meet their own reporting responsibilities.

(2) It is common practice, especially on larger ships, to specify different EOM or
End-of-Period (EOP) closing dates for different vending machines. To assist in closing out each
month, the Disbursing Application allows different closing dates for each vending machine.

(3) Navy Cash enforces a sequence of steps for closing out each month or period.

(a) First, all the vending machines for the particular merchants must be closed
out at the vending machines themselves (see Section 5D).

(b) Second, all the merchants must be closed out, to include both vending and
ship’s store(s), at the Disbursing Application.

(c) Third, an EOM close-out can be performed as a part of the Indicate End of
Day (IEOD) function at the Disbursing Application. Food service is closed out at the same.

(d)  Successful processing of the IEOD round trip sends the EOM shore reports,
which include the Navy Cash End Of Month Summary Report ( Part 1, Section 3, para 9.4.1.3B)
that will be used to prepare the required EOM reports (see sample report in Section 5B).

(4) The “Indicate End of Month” field on the “Indicate End of Day” screen (see
NAVSUP Pub 727, Part 2, Section 5B paragraph 15d) will remain grayed out until all vending
machines and merchants are closed out in the proper sequence. In this way, an EOM cannot be
initiated before all the vending machines and merchants are closed out.

(5) The EOM process for vending and ship’s store is performed in two phases.

(a) Phase one is performed at the vending machine using the appropriate
vending merchant card to activate the CAD EOM function (see Section 5B, Vending Sales End
of Month) and includes a physical inventory for each machine. This is the first step in the
sequence for closing out each month, and all vending machines for a particular merchant must be
closed out before proceeding to phase two.

(b) Phase two is performed at the Sales Office or Disbursing Office using the
Disbursing Application to activate EOM for each merchant (parent). This is the second

(¢) step in the sequence for closing out each month, and all the merchants,
including both vending and ship’s store, must be closed out before the actual end of month can
be performed.

(6) To initiate EOM for each merchant (parent) (phase 2), Sales Officer selects
“Vending and Ship’s Store” in the “Operations” pull-down menu. “Merchants and Vending
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Machines” box displays all merchants, all vending machines associated with each merchant (if
any), and Terminal ID numbers for the CADs “tied” to each of the vending machines.

e A yellow traffic sign next to a vending machine indicates that an EOM
must be performed at the vending machine (see Appendix A, Vending
Maintenance).

e Ifan EOM has been performed at a vending machine, a green traffic light
will be displayed next to the vending machine. 8

e [fan EOM has been performed on all vending machines associated with a
merchant (parent), a yellow traffic sign will be displayed next to the
merchant.

¢ A red warning sign indicates that one or more of a merchant’s vending
machines have not indicated EOM. EOM must be completed at all a
vending machines before EOM for the merchant can be initiated.

e A green traffic light icon displayed next to a merchant indicates that the
merchant and all of its vending machines (if any) have indicated their
EOM:s.

(7) After all the vending machines for a particular merchant display the green
traffic light icon, a yellow traffic sign will be displayed next to the merchant, and the Sales
Officer can initiate an EOM for that merchant (parent).

(a) Highlight specific merchant in “Merchants and Vending Machines” box.
(b) Click the check box next to “Indicate End of Period for Merchant”.

(c) Verity the “End of Period Month” and “End of Period Year” by scrolling
down the respective menus.

(d) Click on the “Indicate EOP” button.

(¢) When the prompt is displayed, verify that EOM is desired for the specified
merchant by clicking the “OK” or “Cancel” button as appropriate.

(f)  Print the screen to record the vending EOM date and time. In Navy Cash, all
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).

(8) The procedure in paragraph (5) above is followed until all merchants, including

ship’s store are closed out. A green traffic light icon displayed next to a merchant indicates that
the merchant and all of its vending machines (if any) have indicated their EOMs.
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(9) The EOM indicators for the vending machines and ship’s store are sent to the
Navy Cash back end ashore whenever the Disbursing Officer performs the next “Indicate End of
Day” function.

(10) Once the EOM process has been completed for all vending and ship’s store
merchants, the Sales Officer should notify the Disbursing Officer. Once all vending and ship’s
store merchants have been properly closed out, the “Indicate End of Month” field on the
“Indicate End of Day” screen (see Section 5D) will no longer be grayed out. The Disbursing
Officer can then complete the third step in the sequence for closing out each month at the next
appropriate end of day. If ROM II inventories do not balance with Navy Cash collections, any or
all machines can be re-inventoried by simply restarting the inventory process at Phase 1 Step 2
(see Appendix A). When the vending machine operator inserts the Merchant Card into the CAD
and presses the right-hand button on the CAD to activate the EOM function, the date and time
stamp in the Navy Cash system will be reset to the new date and time. If a recount is necessary
after the Disbursing Officer has completed the EOM, the Disbursing Officer must reinitiate the
EOM in order to incorporate the new numbers.

(11) EOM reports will not be available until the Disbursing Officer completes the
EOM process by clicking the “Indicate End of Month” check box at the next appropriate IEOD.

(12) Status of Vending and Ship’s Store Merchant Closeout. The Disbursing Officer
can check the status of the vending and ship’s store EOM or other EOP process for the current
and the previous month.

(a) In the first sample screen below, selecting the previous month, “4/2020”, in
the “Display Status for Period” drop-down box indicates that each merchant and all of its
vending machines (if any) have indicated their EOMs.
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Funds Transfe Operations  Utilities  Reports  Logout

NAvYCASH
Vending and Ship's Store

Display Status for Period |yl -

Merchants and Yending Machi

g S00000M73204 - SHIP STORE - 04/24/20 19:52.23
=] 800000173208 - VENDING STORE ITEMS - 04/24/20 19:51:25
H g WMCANDY 000000002 - 1_78_01_L - CAD # FEDCTADOOIEENNO0 - 04/24/20 17:26:56
| WMREDBULLOODO0D4 - MESS DECKS - CAD # FEDCTAQG26800000 - 04/24/2017.31:26
= 3 S00000M73210 - VENDING SODA - 04/24/20 19:51:06
VMSODA000000007 - PASSAGEWAY (1_78_01_L) - CAD # FEDCT A0B26350000 - 04/24/20
g WMSODA0000000005 - PASSAGEAAY (1_78_01_L) - CAD # FEDCT ADB263A0000 - 04/24720

« | 2

™ indicate End of Period for Vending Merchart

Vending Machine ID: |

Machine Location |

CAD Terminal I |<HONE= =]

Remove Yending Machine I

Procedure

One or more of this merchant’s vending machines have not yet indicated ECP. Please
complete EOP for all vending machines before indicating EOP for the merchant

'! Merchart: This merchant is ready for its EOP.
“ending Machine: This vending machine is ready for iz EOP.

s This merchant and &l of its vending machines, if any, have indicated their EOPs.

& GoToAssist

(b) In the second sample screen below, selecting the current month, “4/2020”,
in the “Display Status for Period” drop-down box indicates that each merchant and all of its
vending machines (if any) have not yet completed their EOMs.
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Funds Transfer  Card Maii nt Maintenance  Operations  Utilities  Reports  Logout

NAvYCASH
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Remove Yending Machine [

Procedure
One or more of this merchant’s vending machines have not yet indicated ECP. Please
complete EOP for all vending machines before indicating EOP for the merchant

" Merchart: This merchant is ready for its EOP.
“ending Machine: This vending machine is ready for iz EOP.

s This merchant and &l of its vending machines, if any, have indicated their EOPs.

&) GoToAssist

(13) Multiple EOMs for Turnover Closeout

(a) Current Month. The Disbursing Officer can do multiple EOM close-outs
within the current month, for example, at Disbursing Officer turnover (see Section 3, para 9.4),
by selecting the current month in the “Display Status for Period” drop-down box. The
Disbursing Officer cannot close out Navy Cash (step three in paragraph (10) above) until all
vending and ship’s store merchants have been properly closed out (steps one and two in
paragraph (5) above). At true EOM, the same steps are followed, and the EOM numbers will
start from the previous month end, not the midmonth closeout, and include the full month’s
receipts. When indicating EOP for the vending machines for the second time in the same month,
the indication must be via the Navy Cash DISAPP and not the vending machine cards. The
reports will include numbers for the entire month, but the new Disbursing Officer will only be
responsible for the latter part of the month.

(b) Previous Month. The Disbursing Officer can do an EOM close-out for the
previous month (steps one, two, and three) by selecting the previous month in the “Display
Status for Period” drop-down box as long as no other close-out was completed in that month.
Once the month changes, multiple EOMs are no longer possible for the previous month. If
necessary the CSU can assist the ship in recovering the numbers for previous month.
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NavyCAsH

Ewvent Maintenance

Listing of Existing Events 1o b Updated

NAVSUP Pub 727 Part 2

Ak of Uipdate an Bwenl

* berchant

Merchant . & | Evert | Event Dosc Everd Exp Daie
£ BOOKS HUMANTES FOR THOSE THATFA_, 12252010

OO BOOHS FRESHMAN SEMNAR  ORENTATION 1 T4

0 BN FEYCHOLOGY 1010 FRESHMAN iy e ]

0 BOOHS SOCIOLOGY 1010 YRR 1 D
COHBOOHS MLMAMTES d FORTHE SECCMDSE 1 MM/000

: A 7, .

Dntgiiny Eapor a8 Euerde r

* Event

® Everd Dentraphorns

* Expraten Date
i I

Prncedin e
To Update a0 oxislng Bl

From the Listng of easting Events o be

updsied box

1. Choose an exisiing Everd by uang e sonol
bar or fyping thee meschand nere

2 Simgle Thok an Event you weart fo updiabe:
Firoem fre "Aaid or Lipdabe an Event’ o

1 Crewrape arvy of the Seids s chol Lipdabe

22. EVENT MAINTENANCE

Rese|

To Add m rerer Eeart

From B "Aaid or Lipdate s Bverd bow

1. Choome & berchant

2 Erier m short descrpion of e Event for
promobon (Fequined)

3 Entey & jong description of the Everd 1o
PR [F eguieed)

4 Peass shier an mapration dals o Fa
Everil {vbamns S proenolaon ends | {recgusnesd)

= recpar e Fadcl

#

When a large number of cardholders need a refund, handling the refunds individually would be
time consuming. For example, MWR may sell a significant number of tickets to a concert or
sporting event or series of tours that must be cancelled at the last minute because of operational
requirements or a change in the ship’s schedule. Event processing allows a merchant to make
sales collections for specific events, report transactions by event, and request a refund through
the Disbursing Officer for everyone who purchased the event if a bulk refund should become
necessary (see Section 5D, para 3.2). Event maintenance allows the Disbursing Officer to
establish and update event processing for any merchant on the ship. To enter the “Event
Maintenance” function, the Disbursing Officer selects “Event Maintenance” in the “Operations”

pull-down menu.

a. Adda New Event

(1
field by using the scroll bar.
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(2) Enter a short description of the event in the “Event” field and a long description
of the event in the “Event Description” field. The short description will be what is displayed on
the POS screen as the “Event Code” during sales transactions, and the POS screen is limited to
20 characters (including spaces). Therefore, the short description, or event code, should be
generated accordingly. For example, a series of tours sponsored by MWR on one particular day
of an extended port visit might be indicated simply as TOUR A 040211, TOUR B 040211, and
TOUR C 040211, where “A”, “B”, and “C” distinguish the three tours and “040211” indicates
the year, month, and day of the tours. The long description can be used to provide a more

detailed explanation of the events.

(3) Enter an estimated expiration date for the event in the “Expiration Date” field
and click the “Update” or “Reset” button to save the new event. The default date displayed in
the “Expiration Date” field is 30 days from the current date. After the expiration date, the event
will no longer be sent to the POS by the Navy / Marine Cash server.
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(1) In the “Listing of Existing Events to be Updated” box, choose an event by using
the scroll bar or by typing or selecting the merchant name in the “Merchant” field in the “Add or
Update an Event” box.

(2) Click on the event to be updated. This will populate the fields in the “Add or
Update an Event” box.

(3) Change any of the fields in the “Add or Update an Event” box, and click the
“Update” or “Reset” button to save the changes.

c. Event Codes Are Not Reusable. Each event code must be unique within the
Disbursing Application on each ship. Do not reuse event codes; event codes can only be used
one time. This becomes especially important if an event is canceled and the Disbursing Officer
performs a bulk refund. To ensure the correct amount for a particular event is refunded to the
correct cardholders who participated in that event, event codes must be unique. For a repeating
function, each instance must be renamed as a new event with a new event code.
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23. VIEW LOG

The “View Log” function in the Disbursing Application provides access to both current and
historical records of system actions and error conditions. It is used primarily for troubleshooting
problems with the Disbursing Application. To enter the “View Log” function, the Disbursing
Officer selects “View Log” in the “Utilities” pull-down menu.

a. To view the current log, click on the “View Current Log” button.

b. To view a past log, highlight the desired log in the “Past Logs” window and then
click on the “View Past Log” button.
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24. VIEW DISK USAGE

The “View Disk Usage” function in the Disbursing Application displays the current state of disk
storage use within the system. It is used primarily for troubleshooting problems with the
Disbursing Application. To enter the “View Disk Usage” function, the Disbursing Officer
selects “View Disk Usage” in the “Utilities” pull-down menu.
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25. COMMUNICATIONS TROUBLESHOOTING.

The disbursing officer should check the status of round trips on a regular basis via the navy cash
website (see section 5b, paragraph 16, indicate end of day, for an explanation of manual EOD,
automatic EOD, and automatic interim round trips). If a pending batch is not completed within
24 hours, engage a ship’s it and, together with the it, go through the troubleshooting steps in the
communications troubleshooting guide included at Section 5I.

a.  Navy Cash Access Control List (ACL) statements must match the statements
provided in the troubleshooting guide. In addition, verify that a// NOC selections (paths) are
responding to the FTP test instructions in the troubleshooting guide. If one of the NOCs times
out or the connection closes at the remote host when performing the test, the IT should contact
the NOC to find out why that IP is not connecting. A successful connection is indicated when
the FTP test returns a prompt for a user name and password for that I[P address.

b.  To monitor the round-trip process, log on to the Navy Cash server and check the
most current batch process summary.log file located in the Q:\files\navydata\log directory. If
the batch is continuing to fail at Step 7 or Step 11, check the batch_process_details.log for timed-
out or decrypt errors. If these errors exist, the ship’s IT should open a COMSPOT with the
UARNOC or PRNOC, i.e., per the IP address the Disbursing Application is displaying at the top
of the “NOC Selection” screen (see paragraph b above), along with the NOC the ship may
currently be termed with due to location. Look for Navy Cash traffic, and see if there are errors
or TCP resets causing the file to terminate transmission.

c.  The key to resolving communications issues is to work with the ship’s ITs.
SPAWAR Systems Center Atlantic sent a NAVCYBERFOR, NAVSUP, PEO C4I, and SSC
ATLANTIC coordinated message reiterating the responsibility of the ship’s ITs for supporting
Navy Cash (SPAWARSYSCEN ATLANTIC CHARLESTON SC 231102Z Feb 16). Ships
whose ITs are engaged get communications issues and problems resolved more quickly, which
ultimately affects customer service to the crew. The ITs are aware of LAN issues on the ship or
fleet advisories sent by the NOCs. If the NOC:s state there are no issues and no errors
transmitting Navy Cash files, the Disbursing Officer should then contact the CSU via email at
navycashcenter@frb.org. The CSU will assign a case number and engage the Navy Cash
Technical Support team for further troubleshooting.

26. SPLIT PAY

Individuals who elect the Split Pay Option (SPO) have a portion of pay sent directly to Navy
Cash open-loop accounts each payday. Enrolling in Navy Cash and signing up for SPO are two
separate actions. Signing up for SPO does not automatically enroll someone in Navy Cash (see
NAVSUP Pub 727, Part 2, Section 2, para 4.22); conversely, enrolling in Navy Cash does not
automatically sign someone up for SPO. To avoid failed SPO payroll payments, ensure a
person’s enrollment in Navy Cash is completed and their Navy Cash account is actually opened
before signing them up for SPO.

a. Navy Split Pay

(1) To sign up for split pay, an individual must sign a locally generated form to
authorize SPO (see Section 5B for a sample SPO Enrollment/Disenrollment Form), and the PSD
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must generate an HM series FID in the Defense MilPay Oftfice (DMO) system. Under Navy
Cash, SPO payroll functions are completed between DFAS Cleveland and the Treasury Agent.
The SPO payroll dollars appear on the pay message, but require no action by the ship.

(2) Failed Navy Cash SPO Payments. Currently, when DFAS Cleveland forwards a
SPO payroll file, the Treasury Agent credits payroll payments to individual accounts by name,
SSN (last four), and ship. Individual payments fail when someone does not have an open Navy
Cash account or when the name or SSN in the payroll file from DFAS does not match the name
or SSN in Navy Cash or when the Navy Cash backend ashore does not know that someone is
assigned to a particular ship.

(3) Ifan Individual’s Payroll Payment Has Failed

(a) Before Contacting the CSU

((1)) Check the Navy Cash Payroll Report. The report is sent to the ship as a
part of the next EOD round trip after the Navy Cash backend posts the split pay payroll amounts
to the individual accounts. In the report, “CLOSE_PND” or “CLOSED” indicates the Navy
Cash account has been closed, and “Account Invalid” indicates the Navy Cash backend ashore
could not match the person’s name, SSN, or ship to a Navy Cash account.

((2)) Verify the person is enrolled in Navy Cash. Or, if the person
transferred from another Navy Cash ship and was already enrolled in Navy Cash, verify the
person completed a “Ship Check In” at the Navy Cash Kiosk. When the next round trip is
completed, the “Ship Check In” will notify the Navy Cash backend ashore that the person is
assigned to the ship.

((3)) Verify the person’s name in her / his Navy Cash account matches the
name in the Master Military Pay Account (MMPA), e.g., a person’s name may have been
changed in MMPA but not in Navy Cash.

((4)) Verify the person’s SSN, which is probably correct in MMPA, is
correct in Navy Cash.

((5)) Verify the HM FID to start split pay was posted by PSD by checking
its status in MMPA. A “-" (dash) next to the FID entry means the FID is closed, and the person
is not in the split pay master payroll file.

((6)) Verify when the FID was posted by PSD Afloat. If it does not make the
DMO cycle cut-off date, it will take effect the next pay period. Verify the start date in MMPA if
the HM FID is open (no dash).

((7)) Verify any pay being held in MMPA.
(b) Contact the CSU

((1)) Contact the CSU, preferably via email, and get a case number assigned
so problems with split pay can be tracked. Keep the distribution of this initial email to a
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minimum. By policy, the CSU must hit “Reply to All”, and having too many addressees creates
confusion as to who is responsible for resolving the problem.

((2)) Be prepared to tell the CSU what troubleshooting steps you have taken
and what you were able to discover during troubleshooting.

((3)) If an error was detected by going through the troubleshooting steps
above, provide the correct SSN, name, ship, or enrollment status to the CSU.

((4)) If it becomes necessary to send a follow-up email to DFAS Cleveland
(Ms. Ronnie Ruff at ronnall.m.ruff.civ@mail.mil or (216) 204-4411), a brief description of the
issue, member’s name, and what troubleshooting steps the ship and CSU have already taken to
isolate and resolve the issue.

(c) Otherwise, CSU Will Email Ship a Failed Split Pay Notice

((1)) If the likely error was detected by going through the troubleshooting
steps above, Disbursing Officer should respond by providing the correct SSN, name, ship, or
enrollment status to the CSU.

((2)) If the CSU does not hear from the ship or if the individual is not going
to enroll in Navy Cash, the Treasury Agent must return the funds to DFAS Cleveland to be
credited back to the individual’s MMPA.

(4) If a Squadron or Staff Element Doesn’t Receive Their Split Pay

(a) Verity squadron or staff element UIC is located under the ship’s UIC in
Table 133 in MMPA via the Navy Cash Team at the appropriate FLC. Squadron or staff element
SPO payroll files must be associated with the ship they are stationed on.

(b) If the squadron or member’s UIC is not under the ship’s UIC, a table request
update to DFAS Cleveland (Ms. Ronnie Ruff at ronnall.m.ruff.civ@mail.mil or (216) 204-4411)
can help ensure that Table 133 is updated.

(5) Split Pay Roles.

(a) Ship

((1)) Submit SPO enrollment forms to the PSD . SPO is a pay function, and
the PSD is responsible for entering the Format Identifier (FID) into DMO.

((2)) Troubleshoot split pay failures using the recommended steps above
prior to contacting the CSU.

o PSD will process the HM13 to release funds back to member’s account and funds
will be included to the next available DDS payday.

(b) DFAS Cleveland
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((1)) DFAS Cleveland (Ms. Ronnie Ruff at ronnall.m.ruff.civ@mail.mil or
(216) 204-4411) uses MMPA to find out why a person was not in the split pay master payroll
file.

((2)) Although DFAS Cleveland cannot update Table 133, they coordinate
the initial changes required.

((3)) DFAS Cleveland makes sure that, when a ship transitions to PSD Afloat
or comes on line with Navy Cash, updates are made to the applicable systems and tables.

(c) Treasury Agent

((1)) Posts the split pay payroll amounts from DFAS Cleveland to the
appropriate Navy Cash open-loop accounts.

((2)) Monitors failures from payroll file and contacts DFAS Cleveland to
have money put back into proper accounts.

((3)) The Treasury Agent cannot access DMO or MMPA.
(d) NAVSUP

((1)) NAVSUP notifies DFAS Cleveland of any upcoming changes for ships,
e.g., changes in ADSN, transition dates to PSD Afloat (which are set by the ship), and go-live
dates for Navy Cash.

((2)) When contacted by CSU, NAVSUP helps troubleshoot split pay
problems using MMPA records or Navy Cash transaction history on the Navy Cash website.

((3)) NAVSUP cannot update systems or tables in DMO or MMPA.
26.1. PROVISIONAL SPLIT PAY

a. In the event of a communications interruption around payday, which is normally held
on the 1st and the 15th of the month, the Disbursing Officer has the option to run a provisional
Split Pay Option (SPO) payroll on the ship. Cardholders who are enrolled in SPO can be given a
“provisional credit” in the amount of their SPO payroll amounts. The Navy Cash system on the
ship keeps the previous SPO payroll amounts as a part of each cardholder’s profile information
and provides the Disbursing Officer the ability to update the SPO payroll amounts. The SPO
Payroll Report can be generated on the ship and lists cardholders who have participated in SPO
and the amount of the last payroll payment credited to their open-loop accounts (see Section 5B
for sample reports).

b. Even when the Navy Cash system cannot communicate with the shore side, DFAS
Cleveland will still send the actual Navy split pay file to the Navy Cash back end ashore for
processing. When communications are restored, the Navy / Marine Cash system synchronizes
Navy Cash accounts between ship and shore and reconciles Navy Cash accounts on the ship so
they reflect the correct balances.
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c. The “Provisional Split Pay” function consists of two basic parts, updating previous
split pay information and running provisional split pay, each of which will be discussed in turn.
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d. Update Previous Split Pay Information. If communications have been a problem and,
as payday approaches, it appears that a provisional split pay request may be necessary, the
Disbursing Officer can update a cardholder’s SPO information in the Navy Cash database on the
ship to reflect any changes entered into DMO since the last SPO payroll file was posted, to
include adding a Navy Cash cardholder who was not previously receiving split pay. This
capability helps to ensure that the proper SPO amount is credited to a cardholder’s Navy Cash
account should a provisional split pay request become necessary. The Disbursing Officer should
refer to the SPO message received from DFAS Cleveland for that particular payday if at all
possible.

(1) To update the previous split pay information, the Disbursing Officer selects
“Provisional Split Pay” and “Provisional Split Pay Amount Editing Screen” in the “Utilities”
pull-down menu. The Provisional Split Pay Amount Editing screen is then displayed.
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NavyCAsH
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(2) Filter Options.

(a) To view only the Navy Cash cardholders on the ship who are participating in
the Split Pay Option (SPO), click on the “Show Only Split Pay Cardholders” check box to insert
the “check” mark, and click the “Refresh’ button.

(b) To view all Navy Cash cardholders, click on the “Show Only Split Pay
Cardholders” check box to remove the “check” mark, and click the “Refresh” button.

(c) To view a single Navy Cash cardholder, enter an SSN in the “Social
Security Number” box, and click the “Refresh” button.

(3) Update Payroll Amount. To update the payroll amount for an individual Navy
Cash cardholder:

(a) Click on the cardholder whose payroll amount is to be updated; or enter an
SSN in the “Social Security Number” box, and click the “Refresh” button.
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(b) Change the dollar amount in the “Payroll Amount” box, and click the
“Submit” button to save the change.

(c) This change updates the Navy Cash database on the ship only and is
normally used to reflect any changes entered into DMO since the last SPO payroll was posted.
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(d) Run Provisional Split Pay. If the Navy Cash system cannot communicate
with the shore side on or just before payday, the Disbursing Officer has the option to submit a
provisional split pay request. Before submitting a request, the Disbursing Officer should update
cardholder SPO information in the Navy Cash database on the ship to reflect any changes
entered into DMO since the last SPO payroll was posted to ensure that the proper SPO amount is
credited to each cardholder’s Navy Cash account.

(1) To run provisional split pay, the Disbursing Officer selects “Provisional Split
Pay” and “Provisional Post Split Pay Screen” in the “Utilities” pull-down menu. The Provisional
Post Split Pay screen is then displayed.

(2) View Split Pay Requests.

S5E-299



Section 5E — Disbursing Application User Guide NAVSUP Pub 727 Part 2

(a) To check the status of a provisional split pay request, look at the appropriate
split pay request in the “Previous Split Pay Requests” box. If there is no “Status Date” provided,
then the request has not been processed.

(b) The status displayed only represents the status of processing the provisional
split pay request on the ship. It does not represent the status of synchronization with the back
end ashore. A status of “Processed Successfully” indicates that provisional split pay has been
successfully applied to Navy account balances on the ship.

(3) Submit Split Pay Request. To submit a provisional split pay request:

(a) After ensuring cardholder SPO information in the Navy Cash database on
the ship has been updated as necessary to reflect any changes entered into DMO since the last
SPO payroll file was posted, enter the date of the payday being requested for provisional split
pay, and click the “Submit” button. The default date displayed is always the date of the previous
payday from today’s date.

(b) There cannot be more than one pay request for a pay date that is in a “Not
Yet Processed” status. A request for the same pay period cannot be submitted until the
processing of that request has been completed. A provisional split pay request might be
submitted a second time to credit the Navy Cash account of a cardholder who was added to split
pay through the “Provisional Split Pay Amount Editing” screen after the request was run
initially.

(¢) A pay date cannot be skipped. Requests for provisional split pay must be
run in date order. If the last successfully processed provisional split pay request displayed in the
“Previous Split Pay Requests” box was 15 September 2019, the Disbursing Officer could first go
back and run the 15 September 2019 provisional split pay request again to pick up any
cardholders who were not paid for that pay period. Once the 1 October 2019 provisional split
pay request has been submitted and processed successfully, the previous 15 September 2019 pay
period cannot be run again.

(d) There can only be one future pay date. Continuing the example above, once
the 15 October 2019 provisional split pay request displays a status of “Processed Successfully”,
the Disbursing Officer could submit a provisional split pay request for 1 November 2019 but
could not submit a request for another future date after 1 November 2019.

e. Reconciliation and Reporting. When communications are restored and the
provisional split pay file is received ashore as a part of the normal end-of-day processing, it is
posted to cardholder Navy Cash accounts and reversed immediately. The cardholder accounts
will already reflect the actual split pay payroll from DFAS Cleveland. Any differences will be
reflected in the Provisional Split Pay Exceptions Report. This detailed report, and other
summary reports, will be placed in the provisional split pay option log files in the
“Q:\files\navydata\report\ship\spso\by date” directory. On the Disbursing Application
workstation or laptop, the report can be found in the S:\files\navydata\report directory, which
maps to the Q:\files\navydata\report directory on the Navy Cash server. The “Shore Reports”
folder (icon) on the Disbursing Application desktop provides a short cut to the reports directory.
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27. ACCESS EDITOR-ACCESS CONTROL FOR DISBURSING APPLICATION

a. The Disbursing Officer controls who has access to the various functions within the
Disbursing Application. Individual Disbursing Application users are assigned to one of six
“User Groups.” These user groups represent six levels of access rights: Navy Disbursing Office,
Marine Disbursing Office, Agent Cashier, Duty Personnel, Refunds, and Duty ADP. The access
rights within each user group cannot be modified or tailored for an individual user.

b. To access the access editor functions, the Disbursing Officer selects “Access Editor”
in the “Utilities” pull-down menu. A window is then displayed that presents the access editor
options that are available to the Disbursing Officer, each of which will be discussed in turn.

e Assigned Access Rights Editor
e User Account Operations
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Assigned Access Rights Editor
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c. Assigned Access Rights Editor

(1) The Disbursing Officer selects “Access Editor” and “Assigned Access Rights
Editor” in the “Utilities” pull-down menu.

(2) Group Membership. A Navy Cash Disbursing Application user can be added to
or removed from a User Group by selecting the appropriate group in the “Select Group” drop-
down list, highlighting the individual’s user name in the “Available Users” or “Users in Group”
list box, using the scroll bar if necessary to find the user name, and selecting either “Add” or
“Remove” as appropriate. The application will ask the Disbursing Officer to verify that they
want to add or remove the indicated user. When the Disbursing Officer clicks the “OK” button,
the application then displays a status box to indicate that the operation was successful. Clear the
status box by clicking the “OK” button.

NOTE: User names are assigned by the Disbursing Application when a new Disbursing
Application user is added.

(3) Group Access. The access rights within each Disbursing Application user
group cannot be modified or tailored for the individual user.
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d. User Account Operations

(1) The Disbursing Officer selects “Access Editor” and “User Account Operations”
in the “Utilities” pull-down menu.

(2) Click on the “List Active Users” button to display all currently active
Disbursing Application users.

(3) The status of each account, for example, locked, open, expired, is listed in the
“Status” column on the far right. Use the scroll bar to view the “Status” column.

(4) Unlock Account. A user account is automatically locked if the password is
entered incorrectly three times.

(a) To unlock a locked user account, the Disbursing Officer specifies a user
by clicking on the user name and then clicking on the “Unlock” button. The application will ask
the Disbursing Officer to verify that they want to “Unlock” the specified account by clicking the
“OK” button. When the “OK” button is clicked, the application displays a status box that
indicates the operation was successful. Clear the status box by clicking the “OK” button.
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(b)  For Disbursing Officers or Navy Cash Deputies who are locked out of their
Disbursing Application user account, one can normally unlock the other; however, they may
need to open a case with the Navy Cash CSU to get their account unlocked.

MNavyCash Disbursing Application @

Please verify that you wish to Unlock the specified account.

0K Cancel

(5) Lock Account. To lock a user out of the Disbursing Application, for example, if
a user will be on temporary duty away from the ship for an extended period, specify a user by
clicking on the user name and then clicking on the “Lock” button. The application will ask the
Disbursing Officer to verify that they want to “Lock” the specified account by clicking the “OK”
button. When the “OK” button is clicked, the application displays a status box that indicates the
operation was successful. Clear the status box by clicking the “OK” button.

MavyCash Disbursing Application @

Please verify that you wish to Lock the specified account.

QK Cancel

(6) Reset Password. In order for an individual to change his/her password, the
Disbursing Officer must first verify the individual’s identity. Once this is established, the
individual can then enter a new password into the system. To reset the password on a user
account, the Disbursing Officer specifies a user by clicking on the user name and then clicking
on the “Reset Password” button. The application will ask the Disbursing Officer to verify that
they want to reset the password for the specified account by clicking the “OK” button. The user
is then prompted for a new password, which becomes effective upon the next log on.

-

MavyCash Disbursing Application @

Please verify that you wish to Reset the Password for the specified account,

QK Cancel

NOTE: After the new password is set, the Disbursing Application may display an error
and terminate. Simply restart the Disbursing Application and log on.
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Password Control. Access to the Disbursing Application is controlled by password.
By policy and procedure, passwords must be a minimum of 15 characters and less
than 16 characters in length and must begin with an alphabetic character and should
use three of four character sets, that is, upper-case letters, lower-case letters,
numbers, and special characters. Passwords should be changed every six months.
The Disbursing Officer shall record password changes in a locally generated and
maintained log.

Each operator should log off when they are through working on the system. The next
operator can then log on the system by entering his or her own password. Each operator
must use his or her own user ID and password when operating the Navy Cash system.

(7) Change Password. In order for an individual to change his/her password, the
Disbursing Officer must first verify the individual’s identity. Once this is established, the
individual can then enter a new password into the system. To change the password on a user
account, the Disbursing Officer specifies a user by clicking on the user name and then clicking
on the “Change Password” button. The user is then prompted for a new password, which
becomes effective upon the next log on. Again, the Disbursing Officer shall record password
changes in a locally generated and maintained log.

s )

Password Editor

Please Enter a new Password: | |

=6t Password Exit ‘

Please make sure new password meels below criteria

1. Min password length & characters

2.Password should contain at least two DIGITS

3.Password should contain at least two LOWERCASE characters.,

4 Password should contain at least two UPPERCASE characters.

5 Password should contain at least two SPECIAL characters from @"%85%i()
Ty Lfe=eT )

6.0ld and New password should differ by more than 4 characters.

7. New password shouldn't have been used since last 365 days.

4

NOTE: Again, by policy and procedure, passwords must be a minimum of 15 characters
and less than 16 characters in length and must begin with an alphabetic character.
Passwords should use three of four character sets, that is, upper-case letters, lower-case
letters, numbers, and special characters, and should be changed every six months.

S5E-305



Section 5E — Disbursing Application User Guide NAVSUP Pub 727 Part 2

Each operator should log off when they are through working on the system. The next
operator can then log on the system by entering his or her own password. Each operator
must use his or her own user ID and password when operating the Navy Cash system.

NavyCASH

User Account Operations
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(8) Add New Navy Cash Application User

NOTE: An individual must be a Navy Cash cardholder and have an Operator ID assigned
with the “Add as Disbursing User” block checked (see paragraph 20, Operator ID
Maintenance) in order to be added to the Disbursing Application user list.

(a) Inthe “First Name” and “Last Name” text boxes, Disbursing Officer enters
the individual’s first and/or last name. Click on the “Search” button and select the desired
individual by clicking on the appropriate name in the adjacent list box. If no entries are found,
the list box will be empty, and the specified individual is probably not a Navy Cash cardholder.

(b) Click on the “Add User” button. The application will ask the Disbursing
Officer to verify that they want to create a new user account for the specified individual by
clicking the “OK” button. A successful operation will be indicated by a status box that displays
the username and password created by the system for the new user. Before clicking the “OK”
button, which will clear the status box, write this information down for the new user. The user
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should destroy this written note once they have changed the password (see paragraph (d) below.
If an error message is displayed, write down the displayed message and contact the CSU (see
Section 5A).

MavyCash Disbursing Application @

The following legon information

username: SMITHR
password: HRcs+"67

has been created for

SMITH, ROBERT A

OK

(c) Add the new user’s username to the appropriate user group through the
Disbursing Application “Access Editor” screen and the “Assigned Access Rights Editor”
functionality (see paragraph 27).

(d) Once the new user account has been established and his or her username has
been assigned to the appropriate user group, the password assigned by the Disbursing
Application must be changed by the user.

(e) The Disbursing Officer must let each new Disbursing Application user
know that, as a matter of policy, any Disbursing Application user who wants to perform any
personal Navy Cash transactions in the disbursing office, for example, to add or cash out value or
change a PIN, must contact the Disbursing Officer or Navy Cash Deputy. For any funds
transfers, the Disbursing Officer or Navy Cash Deputy must initial in the Cardholder Signature
block on the Navy Cash Daily Cash Transaction Ledger to indicate the transaction was approved.

(f) Similarly, each calendar quarter, the Cash Verification Team will generate
card reports for all Navy Cash Disbursing Application users to verify no unauthorized deposits or
other unauthorized transactions were made to their accounts since the last cash verification.

28. INSTALLATION ALERTS: INSTALLING IAVA AND OTHER SOFTWARE
PATCHES

a. Information Assurance Vulnerability Management (IAVM) is an important step in
maintaining the security posture of the Navy Cash system. To effectively safeguard the Navy
Cash system against internal and external cyber threats, all known vulnerabilities must be
patched effectively in a timely manner.

b. Installation alerts provide an automated mechanism for applying software updates to
the Navy Cash system on the ship. These software updates include Information Assurance
Vulnerability (IAV) patches to address applicable Information Assurance Vulnerability Alerts
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(IAVAs) and Bulletins (IAVBs), DMLs (data fixes) applied to the ship-side Navy Cash database,
and application patches applied to the Navy Cash system.

(1) Updates generally occur automatically without any action by the Disbursing
Officer, but some updates require a reboot or other intervention, so the Disbursing Officer must
be proactive and verify the installation process was completed. When IAV and Navy Cash
application patches have been pulled to the ship as a part of a round-trip, the “Installation Alert”
pop-up window appears the next time an authorized user logs in to the Disbursing Application.
The Installation Alert window notifies the Disbursing Officer to initiate the installation process
by clicking on “Install Now” or delay the installation by clicking on “Install Later”.

(2) DML patches will generally be transmitted to the ship and applied automatically
without any action required by the Disbursing Officer.

The Disbursing Officer must install IAV and Navy Cash application patches as soon as
practicable. Ideally, patches should be installed after the end of the business day, when retail
outlets have closed out for the day and retail operations are at a minimum.

(3) Ifupdates have not occurred for a while, reboot the system to attempt to force
the update to restart, as there may have been an issue with the update script.

(4) The status of each patch will be transmitted back to shore automatically via a
log file as a part of the next ship-initiated round trip. These log files will show a summary of the
activity that occurred during the installation of a patch.

(5) TAV patches in particular require Navy-wide compliance monitoring to ensure
mitigation of security vulnerabilities. For each IAVA/B, the Navy Cash team ashore must report
compliance to meet established deadlines using the Vulnerability Management System (VMS) to
document and track compliance status for all Navy assets.
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c. Ensure Laptops Connected to Ship’s Network. The Disbursing Officer must ensure
the spare laptop (and the Marine Disbursing laptop on LHA / LHDs) is powered up and
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connected to the ship’s network on a permanent basis using the Digital Sender LAN drop in the
disbursing office to make certain the laptop stays up to date with security updates and other
software patches. Connecting the laptop on a permanent basis will also ensure the laptop is
included in the required monthly vulnerability scans conducted by the ship’s ITs. If the drop has
not been used for an extended period, it may need to be reconfigured by the ITs. If there is no
Digital Sender or other dedicated LAN drop for the laptop, Disbursing Officers may need to
disconnect the workstation to connect the laptop to the network. If that is the case, NCAO must
ensure the laptop is connected to the ship’s network and powered up at least once each week,
preferably near the end of the week (Thursday), for at least 48 hours each time, to make certain
the laptop stays up to date with security and any other patches. One recommendation is that the
laptop be connected to the network every Friday and left on over the weekend. The laptop
should be powered up and remain on the log-in screen. Updates will generally occur
automatically, but some updates will require a reboot, so the Disbursing Officer must be
proactive and verify that the reboot process was completed. With regular updates, the spare
laptop will be ready if it is ever needed as a backup and will not spend the first few hours
updating anti-virus definitions and other security and software patches.

d. Verify Update Process Completed.

(1) IAYV and Other Software Patches. To better maintain IAVM compliance of
Navy Cash servers, workstations, and laptops on board ship, Navy Cash has implemented
Windows Server Update Services (WSUS) to enable IAV and other software patches, such as
bug fixes and new functionality, to be provided remotely and applied automatically.

(a) After a patch or update has been reviewed, tested, and approved by the
Navy Cash Technical Support group (NCTS), it is placed on a server and waits for the Navy
Cash computers on each ship to check-in with the server. The server lets the computer on the
ship know which patches and updates have been approved but not yet installed.

(b) When a Navy Cash computer downloads a software patch or update, the
computer determines if the item can be installed immediately without adversely affecting
operations, i.e., the computer will not require a reboot. Otherwise, the computer queues the
patch or update for installation at a scheduled timeslot.

((1)) For Server Node-1, installation begins each Friday at 0300 GMT.
((2)) For Server Node-2, installation begins each Saturday at 0300 GMT.

((3)) For workstations / laptops, installation begins each Friday at 1000
GMT.

(2) Anti-Virus Definitions. McAfee Antivirus patch 11 or higher should be loaded
on all Navy Cash systems (servers, workstations, and laptops) by the ship IT. Definitions should
be updated daily automatically by the McAfee Enterprise agent, and should be pointed to the
centralized Navy ePO server. Weekly fully systems scans should be configured to run on the
weekends (typically Saturday) and not exceed 5 hours of execution.
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(a) If the automated update function does not appear to be running, or the
update is older than seven days, contact the Navy Cash Central Support Unit (CSU) at 1-866-
662-8922 or navycashcenter@frb.org and request assistance.

e. IT-21 Security Practices. NCAO should follow IT-21 security practices, e.g.,
auditing event logs, physical security, etc., in addition to all Navy Cash information security
requirements, Navy Cash Custodial Responsibilities; and para 27 in this Section - Access Editor—
Access Control for Disbursing Application.

(1) Monthly Vulnerability Scans. The ship’s ITs are now responsible for scanning
the Navy Cash system as part of their required monthly vulnerability scans and entering the
results in VRAM each month. It is important that all Navy Cash system assets are scanned each
month to help ensure that a 100 percent integrity scan has been achieved in VRAM.

(a) Retina Vulnerability Scanner. Retina is an enterprise vulnerability
scanning tool approved for use by DoD. Ships' ITs use Retina to remotely scan all computer
networks and assets on the ship to help track IAVM compliance. Navy Cash is an approved
afloat system, and the Retina scanner is approved for use in scanning the Navy Cash system.

(b) Assured Compliance Assessment Solution (ACAS) Scanning Tool. The
new ACAS scanning tool is replacing the old Retina scanner. A set of instructions on how to do
ACAS scans of the Navy Cash system can be found on Node 1 of the Navy Cash server.

(2) Occasionally, a scan conducted on the ship may reveal a security vulnerability
on the Navy Cash system that requires a patch or update. As described above in paragraph e.(1),
the Navy Cash Program Office at NAVSUP manages all vulnerabilities and patches with the
assistance of NCTS and SAIC. Security vulnerability patches and updates are reviewed, tested,
and approved in the Navy Cash lab to ensure that any patch or update applied will not damage
the operation of the Navy Cash system on the ship. Approved patches and updates are provided
remotely and applied automatically. At no time should a patch be applied to an afloat Navy Cash
system without the direct assistance of NCTS or SAIC.

(3) Any patch or update applied to the Navy Cash system without NCTS or SAIC
assistance is considered unauthorized and may be subject to investigation. The Navy Cash
Program Office understands that Navy organizations inspecting afloat systems may insist that
patches be applied immediately, but doing so would represent a departure of the Navy Cash
system on the ship from the approved baseline of its ODAA type accreditation.

(4) If the ship's ITs or other personnel have questions regarding this matter or a
Disbursing Officer is notified by ship ITs or other personnel that a patch or other software
(HBSS, etc.) must be installed on the Navy Cash system, please contact the NAVSUP Navy
Cash Program Office Information Assurance Officer (IAO) (phone (757) 443-0348) or the CSU
to coordinate the technical details, since any new, untested software install like this may
adversely affect Navy Cash operations on the ships if it is configured incorrectly in any way.

f. SAILOR 2.1. The SPAWAR Acquisition Integrated Logistics Online Repository
(SAILOR) is an easy-to-use tool designed to deploy logistics, configuration, and technical
documentation and provide a single location to obtain systems support information for programs
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of record, including Navy Cash. Ship’s ITs supporting Navy Cash operations can find
configuration and troubleshooting documents, ACAS scanning instructions, and other supporting
documents for the Navy Cash system on SAILOR 2.1. The link for SAILOR 2.1 is https://sailor.
navy.mil/sailor/Home.cfm (use email PKI certificate).

29. NAVY CASH SYSTEM ADMINISTRATION PASSWORD CONTROL

a. Passwords are an important aspect of security for the Navy Cash system and must be
controlled and protected. Any list of passwords and operating system user profiles, whether in a
handwritten or printed document, must be stored in a safe at all times. When no longer needed,
the list of passwords and user profiles must be properly destroyed.

b. When responding on site to trouble calls that cannot be resolved by phone, e-mail, or
other distance support troubleshooting efforts like remote access, Navy Cash technical support
personnel may require access to system administration (sys admin) passwords in order to access
the system to troubleshoot, identify, and correct any problems. The easiest way for technical
support personnel to obtain these passwords is directly from the Navy Cash Manager or Navy
Cash Deputy when they report to the ship.

c. Administration Password Change Requirements

(1) Every 60 Days. To comply with Navy Information Assurance (I1A)
requirements for local administrator accounts, Navy Cash sys admin passwords must be changed
every 60 days. A warning banner that a sys admin password change is required in x days will be
displayed on Navy Cash servers, workstations, and laptops.

(2) AsRequired. The Navy Cash sys admin passwords must also be changed
immediately upon the relief, transfer, separation, or discharge of the Navy Cash Manager or
Navy Cash Deputy or whenever Navy Cash or other technical support personnel have been
provided access to the passwords during on-site visits or remote-access sessions to troubleshoot,
identify, and correct any problems with the Navy Cash system.

d. Automated Password Change Tool. To facilitate changing sys admin passwords,
Navy Cash has been equipped with a password rotation tool that shows the due date for the next
required password change and provides a single button that can be used to generate and change
all sys admin passwords automatically.

e. Protect System Passwords. Any list of passwords and operating system user profiles,
whether handwritten or printed Word document, must be stored in a safe at all times. If
generated electronically, the electronic file for the list must be deleted immediately and must not
be stored electronically on any hard drive or other storage media. When no longer needed, the
list of passwords and user profiles must be properly destroyed.

f. LogOut. For security purposes, you are required to logout after every session. Never
leave a server or workstation unattended while logged in.
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30. NAVY CASH MERCHANTS, VENDORS, AND FOREIGN CONCESSIONAIRES

A detailed discussion of Navy Cash merchants is included in , Part 1 - Section 3. Merchants
are accountable officials authorized to use Navy Cash in an official capacity. As accountable
officials, Navy Cash merchants must complete and sign an FS Form 2888 accountable official
enrollment form prior to being issued a Navy Cash merchant card.

30.1. TRANSIENT MERCHANTS—VENDORS AND FOREIGN
CONCESSIONAIRES

a. Transient merchants are generally used when Navy Cash transactions must be settled
on an as-needed basis to pay a vendor or concessionaire without delay for goods or services
provided. The transient merchants are usually only needed for a short time and are commonly
settled to a different vendor each time they are used. Transient merchants are designed to settle
to the Disbursing Office merchant open-loop account on a daily basis and not to a bank or credit
union account. The Disbursing Officer then provides an ex-cash-remittance check or cash to the
vendor in the amount of the Navy Cash transactions collected by the vendor. Within Navy Cash,
the standard transient merchants are: Husbanding Agent, Foreign Concessionaire, College
Courses, College Books, and Miscellaneous Events. While the other transient merchants were
set up for fairly specific purposes, “Miscellaneous Events” was established to handle fund-
raising and other events, like a Navy Wives’ bake sale or a Chief’s Mess special function.

b. The procedures below were written for currency exchange and foreign
concessionaires, but they apply to transient merchants in general. Specific differences for
individual transient merchants are noted where necessary.

30.2. CURRENCY EXCHANGE BY VENDORS IN A FOREIGN PORT

Navy Cash can be used in exchange for foreign currency on board ships during a port visit.
When needed, currency exchange is generally arranged through the husbanding agent as part of
the Logistics Request (LOGREQ) prior to a port visit.

a. Preparation

(1) Before the sale of currency begins, an exchange rate that will remain in effect
throughout the port visit will be agreed upon with the currency exchange vendor. Once
established, the exchange rate will not be changed.

(2) The vendor will maintain a currency exchange log and record each transaction.
A sample “Currency Exchange Log” is included in Section 5B. The vendor may use his or her
own log as long as the information recorded includes the basic information in the sample log.

(3) When a ship pulls into a port, the Disbursing Officer will provide the vendor
with sufficient copies of the Currency Exchange Log and issue each operator a battery-operated
POS device. POSs checked out for these periodic functions should be signed out on a locally
generated and maintained custody log. Following the procedures in Section 5D, each POS will
be set to one of the transient merchants (Husbanding Agent is generally used for the currency
exchange vendor) and each operator will be assigned a separate operator ID number so the Navy
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Cash detail reports can be separated by operator. The vendor will use the POS(s) to record
transactions and collect value from the cardholders using their Navy Cash cards to exchange for
foreign currency. If the POSs are expected to be used remotely for an extended period, the
Disbursing Officer should provide the operator with additional batteries.

b. Closeout

(1) Closeout Day Prior to Payment. At the end of each day or, more commonly, at
the end of the port visit, the vendor will bring the POS and the currency exchange logs back to
the disbursing office for closeout and payment.

(a) Generally, the vendor must close out at the end of the business day prior to
the day that payment is desired.

(b) Navy Cash transactions collected by transient merchants are settled to the
disbursing office merchant open-loop account, but the amount is not actually transferred to the
account or the new balance reflected until an Indicate End Of Day (IEOD) function and
subsequent round trip between the ship and the shore are completed.

(2) Download POS and Copy Logs. The Disbursing Officer or Deputy shall make
copies of the logs and then plug the POS into an available “download box” or LAN drop, e.g., in
the Disbursing Office or Sales Office. When the POS comes on line with the Navy Cash server,
the sales information contained on the POS will be uploaded to the Navy Cash server
automatically.

(3) Generate Ship Report. As soon as the sales information on the POS is uploaded
to the server on the ship, the Disbursing Officer shall use the Disbursing Application to generate
and print a Merchant Sales Summary Report that shows the total amount of Navy Cash
transactions collected by the vendor.

(4) Reconcile Navy Cash Report and Vendor Logs

(a) If the Merchant Sales Summary Report generated by the Navy Cash system
and the vendor’s currency exchange logs agree, the Disbursing Officer is ready to pay the vendor
for the amount of the Navy Cash transactions collected by the vendor. If they do not agree, the
Disbursing Officer must reconcile the differences. To simplify settlement and payment, this
reconciliation should be completed before initiating the IEOD function.

(b) The Disbursing Officer shall use the Navy Cash system to generate a
Merchant Transactions Report for the period covered by the logs presented by the vendor and
using the merchant and operator ID number that was assigned to the POS used by the vendor.

(c) There are two primary out-of-balance conditions that can occur. It is
possible, however, to experience combinations of these two basic error conditions, and this must
be considered when conducting the investigation.

((1)) Shortage. The total sales amount on the vendor’s currency exchange
log is greater than the total amount collected on the Merchant Sales Summary Report. Sales are
overstated, or collections are understated. This condition occurs when a currency exchange sale
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was recorded but the currency or electronic cash was not collected, for example, an individual
could have removed his or her Navy Cash card before the transactions was completed, or the
amount collected was less than the amount of the sale. If cash (currency) is involved, it is
possible that a cashier made change incorrectly during the transaction or that money was
miscounted, misplaced, lost, or stolen.

((2)) Overage. The total sales amount on the vendor’s currency exchange log
is less than total amount collected on the Merchant Sales Summary Report. Sales are
understated, or collections are overstated. This condition occurs when currency or electronic
cash was collected but a sale was never recorded or was recorded at an amount less than the
currency or electronic cash collected. If cash (currency) is involved, it is possible that the cashier
made change incorrectly or that the money was miscounted.

(d) For either out of balance condition, the Disbursing Officer must compare the
Navy Cash Merchant Transactions Report for the currency exchange vendor, which lists every
Navy Cash transaction the vendor performed that day, and the vendor’s currency exchange log to
determine, through a process of elimination, which transactions are missing or were recorded at
incorrect amounts. Probable error conditions and corrective actions:

((1)) Condition 1: The Merchant Transactions Report shows a Navy Cash
collection transaction but a corresponding entry in the vendor’s currency exchange log does not
exist. Corrective Action: Disbursing Officer will first confirm that the collection reported on the
Merchant Transactions Report is correct. If correct, the vendor will make a corresponding entry
in the currency exchange log. If incorrect, the Disbursing Officer will reverse the Navy Cash
collection by issuing a refund to the member in the amount of the original erroneous collection in
Navy Cash or currency as appropriate.

((2)) Condition 2: The Merchant Transactions Report shows a collection
transaction but recorded at an amount different than what is recorded in the currency exchange
log. Corrective Action: Disbursing Officer will determine the correct amount for the transaction
and, if the correct transaction amount is greater than the amount collected, the currency exchange
log will be corrected and the Disbursing Officer will contact the member and request payment of
the difference in Navy Cash or currency as appropriate. If the correct transaction amount is less
than the amount collected, the currency exchange log will be corrected and the Disbursing
Officer will refund the difference to the member in Navy Cash or currency as appropriate.

((3)) Condition 3: The currency exchange log shows a collection transaction
occurred on the day of reconciliation but a corresponding transaction was not been recorded in
the Merchant Transactions Report. Corrective Action: Disbursing Officer will confirm that the
collection entry in the currency exchange log is correct. If correct, payment was never made,
and the Disbursing Officer must contact the cardholder and request payment in Navy Cash or
currency as appropriate. If incorrect, the currency exchange vendor will reverse (cancel) the
entry in the currency exchange log.

(e) If the investigation reveals that cash (currency) was lost, misplaced, or
stolen, it should be handled in accordance with Chapter 6 of DoD FMR Volume 5 and existing
procedures (which are outside the scope of Navy Cash).
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(f)  Once the Merchant Transactions Report and Currency Exchange Log agree,
the reconciliation is successful, and the Disbursing Officer is ready to pay the vendor with a
check or cash for the amount of the money exchanged using Navy Cash (see paragraph 30.2c
below).

(g) The Disbursing Officer shall maintain any Merchant Sales Summary or
Merchant Transactions Reports and any reconciliation worksheets associated with currency
exchange on file for 12 months.

c. Payment

(1) Once the round trip is completed between ship and shore and the correct balance
is reflected in the disbursing merchant open-loop account and the Daily Transaction Detail
Report—Merchant Settlement from shore (see Section 5B for a sample report), the Disbursing
Officer shall transfer value from the open-loop to the closed-loop account in the amount of the
Navy Cash transactions collected by the vendor using the Navy Disbursing merchant card at the
Kiosk or at the Disbursing Application. On the Merchant Settlement Report, the “Settlement
Type” for Navy Cash transactions collected Shore Reports Available on Navy Cash Disbursing
Website. If there are any problems downloading the EOM Summary Report, or any other shore
reports, one option is to download the report using Navy Cash Disbursing Website
(www.navycash.com) (see Section 5F).

NAVYCASH.
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(1) The “Reports” page is used to manage “Ship Reports.” To locate the EOM
Summary Report, click on the “Reports” tab, and select the appropriate report in the “Report
Name” drop-down list (EOM_VOUCHER _SUMMARY_REPORT M).
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(2) Select the appropriate ship (UIC) from the “Location” drop-down list.

(3) Once an appropriate “Location” has been selected, a batch ID number can be
selected from the “Batch” drop-down list, or, alternatively, an appropriate “Start Date” and “End
Date” can be entered.

(4) Once the appropriate search criteria have been entered, click the “Search”
button.

(5) “Report Name”, “Location”, and “Start Date” are required fields. If a “Please
enter all search criteria” message is displayed, ensure an appropriate value has been entered in
each required field.

(6) Click on the report name to display the report information.

(7) For printing, and to make the report readable and line up correctly without too
many adjustments, we recommend downloading and saving the report file to a folder. Then,
right click the file name, and select “Open with” WordPad or Microsoft Word. Use the “Page
Setup” window to change the “Orientation” to “Landscape” and set all the “Margins” to 0.5
inches. Finally, change the font size to “8”.
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SECTION SF - Navy Cash Web Application User Guide

This section contains screen captures of the Navy Cash Web
Application to orient users of its features.

S5F-317



Section 5F — Navy Cash Web Application User Guide NAVSUP Pub 727 Part 2

Table of Contents

STEP 1. DISBURSING LOGIN ....c..ciiiiiiiiiiiieciee ettt 320
STEP 2. SET SECURITY QUESTIONS ..ottt 321
STEP 3. CHANGE PASSWORD......cccoiiiiiiiiiiiiiiiiiieee e 322
CARDHOLDER PROFILES ...ttt 323
CARDHOLDER ACCOUNTS ...ttt 324
CARDHOLDER TRANSACTION HISTORY .....ccoiiiiiiiiiiiiiiiiiciiciecieteeeeee e 325
CARDHOLDER ACH FUNDING .......ccccoiiiiiiiiiiiiiiiiiieceeecie et 326
CARDHOLDER PERSONAL ..ottt 327
CARDHOLDER LOCATION ..ottt ettt 328
VISITOR CARDS ..ottt e 329
VISITOR CARD ACCOUNTS ...ttt s 330
VISITOR CARD TRANSACTION HISTORY ....cooiiiiiiiiiieeceeeeceeee e 330
BULK TRANSFERS SCREEN (Marines ORly) ...........ccccocceeeviroinieniniiinieieneeneeieneeneeenee 331
ACTIVATE OR SUSPEND MARINE ACCOUNTS IN BULK ........cccceeoviviiiiiiiiiiiiicie 331
SHIP PROFILES .....ooiiiiiiiiiiiiee ettt e 332
SHIP ROUNDTRIPS ...ttt et st 333
SHIP MERCHANTS ...ttt sttt et e 334
SHIP CONTACTS ...ttt 335
MERCHANT PROFILES ..ottt 336
MERCHANT ACCOUNT INFORMATION ..ottt 337
MERCHANT ACCOUNTS . ...ttt s 338
TRANSACTION HISTORY ..ottt 338
MERCHANT ACH FUNDING.......cociiiiiiiiiiiiiiiee et 339

S5F-318



NAVSUP Pub 727 Part 2 Section 5F — Navy Cash Web Application User Guide

MERCHANT SETTLEMENT ..ottt 340
REPORTS ...ttt st 341
CHANGE NAVY CASH SERVICE CENTER ACCOUNT INFORMATION...........ccccueueeee. 342
CHANGE PASSWORD ...ttt 343
CHANGE SECURITY QUESTIONS ...t 343
LOGOUT ...ttt st st s s 343

S5F-319



Section 5F — Navy Cash Web Application User Guide NAVSUP Pub 727 Part 2

STEP 1. DISBURSING LOGIN

«—EI‘ Navy Cash® Service Ce l+ v

<~ =2 {0t {ar & | https://www.navycash.com/#/login 7‘_\( {5 & =g

NAVYCASH

Service Center

Username

Password

LOGIN
Register | Forgot Password

Need a Navy Cash Card? Enroll Here

WARNING WARNING WARNING

You have accessed a U.S. Government informatien system, which indudes (1) this compduter, (2) this network, (3) all computers connected to this netweork, and (4) all devices and storage media attached to this network or to a computer on this network. US.

GOVermnmEnt Information syster ovided for the processing of official U.S. Government information only. Unauthorized or improper use of this information system Is prohib
penalties. All data contained on ment Information systems Is owned by the U.5. Government and may. for the purpase of the rights and property of the U.S. Government. be monitored, Intercepted, recorded, read. searct
«captured In any manner and dise ised for any lawful Eovernment purpose at any time. THERE IS NO RIGHT TO PRIVACY IN T}

. System personnel may give to law enforcement officlals any potential evidence of crime found on LS.
GovernImEnt Informarion systems. USE OF THIS SYSTEM BY ANY USER. AUTHORIZED OR UNAUTHORIZED, CONSTITUTES YOUR UNDERSTANDING AND CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR CAPTURING AND
DISCLOSURE.

and may subject you to disoplinary action. s well as ol and criminal

Contact | Help | Privacy © 2020 Bureau of the Fiscal Service

a. Displayed when you enter www.navycashcenter.com, the login page provides access to the
Navy Cash Service Center website with a link to cardholder self-enrollment.

b. Log in using your user name and password.

c. If you do not have a user name and password, contact the Navy Cash Central Support Unit
(CSU) at navycashcenter@frb.org or 1-866-6NavyCash (662-8922).
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STEP 2. SET SECURITY QUESTIONS
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a. The first time you log in to the new website, you will be asked to select two different security
questions from the questions available in the drop-down lists. You may also type in your own
questions. Enter your answers in the blocks provided. These security questions provide a second
layer of authentication, and you must answer these questions in the future each time you log in to the
new Navy Cash Service Center website.

b. The available security questions are:

'What was the name of your first elementary school?'
'In what city were you living at age 14?'

'What is your mother’s maiden name?"

'In what city were you born?"

'In what city were you at the turn of the millennium?'

'"What is your favorite color?'

c. Remember your answers to the security questions you select. You will be asked these
questions each time you log in to the Navy Cash Service Center website.
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STEP 3. CHANGE PASSWORD

ANGILA MARTINET

NAVYCASH. s

My Account
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a. The first time you log in to the new website, you will be asked to change your password.
b. Enter your current password.

c. Then enter your new password. The new password must be at least eight characters in
length, with at least one uppercase character, one lowercase character, one number, and one special
character.

d. Confirm your new password by retyping it in the box provided.

e. When you have changed your password successfully, you will enter the Navy Cash Service
Center website.
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CARDHOLDER PROFILES

NAVYCASH.

a. The “Cardholders” page is used to manage cardholder accounts.

b. To locate a particular cardholder profile, select the appropriate search criteria in the drop-
down list: First and Last Name, Social Security Number, Card Number, or Open-Loop Account.

c. To narrow the search criteria, select the appropriate “Location” from the drop-down list.

d. To pull up all cardholders with the same last name, enter the last name only in the “First and
Last Name” search criteria.

e. Ifonly one word is entered in the “First and Last Name” search criteria, the site will search
by last name. At least two characters are required to search by last name.

f. If two words are entered in the “First and Last Name” search criteria, the site will treat the
first word as the first name, and the second, as the last name.

g. To pull up all cardholder profiles assigned to a particular ship, leave the “First and Last
Name” search criteria blank, and select the appropriate ship name from the “Location” drop-down
list.

h. Enter the appropriate information, and click the “Search” button.

1. Click on a cardholder’s name to display the cardholder’s profile information.
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CARDHOLDER ACCOUNTS
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Cardholders

a. The “Accounts” tab displays both “Strip” and “Chip” account information (Mastercard®
debit open-loop and Navy Cash closed-loop account information).

b. Enter changes to Navy Cash ACH withdrawal or closed-loop-load limits.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the account update was completed.

d. If an “Error” message is displayed, update any fields highlighted in red.

e. Only the Central Support Unit (CSU) can close or suspend a merchant account.
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CARDHOLDER TRANSACTION HISTORY
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Cardholders

a. The “History” tab can be used to search for closed- and open-loop transaction history. The
dates and duration of the “Transaction History” displayed can be controlled by entering a “Start
Date” and an “End Date.” Transaction history is available for the current month and the past 24
months. If “strip” is selected, only payroll load open-loop transactions are displayed per Navy Cash
privacy policy.

b. The transaction history records displayed are shore-side records and may not include
transactions performed off line, either on the ship or on the shore. Transactions from the current day
will not be displayed until a roundtrip is completed between the ship and the shore.
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CARDHOLDER ACH FUNDING
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a. The “ACH Funding” tab displays “Linked Bank Account” and “ACH Funding History”
information.

b. The dates and duration of “ACH Funding History” displayed can be controlled by entering a

“Start Date” and an “End Date.” ACH funding history is available for the current month and the
past 24 months.
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CARDHOLDER PERSONAL

Cardhalders

a. The “Personal” tab displays a cardholder’s personal information.

b. Enter changes to a cardholder’s personal information, and click the “Save” button to save any
changes. A “Saved Successfully” message is displayed on the page to indicate the account update
was completed.

c. Ifan “Error” message is displayed, update any fields highlighted in red.

d. The “Personal Information” section also displays the status of a cardholder’s Navy Cash
enrollment form (2887).

= “Enrollment Form Not Available” indicates the cardholder’s 2887 is not found in the
document storage system ashore.

= “Enrollment Form” indicates the cardholder signed the 2887 electronically on board ship
and a copy is available in the document storage system ashore. The 2887 can be viewed on

the website, but the Disbursing Officer can also contact the CSU and request a copy.

= “Enrollment Form In iVault (or In FileNet)” indicates the cardholder signed the 2887
manually and a scanned copy is available in either the iVault or FileNet document storage
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system ashore. The 2887 can be viewed on the website, but the Disbursing Officer can also
contact the CSU and request a copy.

CARDHOLDER LOCATION
a. The “Location” tab displays the current location of a cardholder’s member profile.

b. To transfer a cardholder’s member profile from one Navy Cash location to a new Navy Cash
location, select the appropriate new location in the “Location” drop-down list.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the change in location of a cardholder’s member profile was completed. After
making changes on the cardholder profile a “SYNCc” must be done on the accounts tab.

d. Transferring a cardholder's member profile from the shore command to the ship using the
disbursing website automatically unblocks the cardholder’s Navy Cash ACH access to a home bank
or credit union and unsuspends the Navy Cash account. Navy Cash access to a bank or credit union
account ashore will be unblocked automatically only if the ACH Decline Count (NSF Count) in the
cardholder’s member profile is 0,1, or 2 (set to 90, 91, or 92 after being transferred to the Shore
Command from the previous Navy Cash ship).

e. Ifan “Error” message is displayed, update any fields highlighted in red.
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VISITOR CARDS

CSE LESE

NAVYCASH.

By Visitor Cards

a. The “Visitor Cards” page is used to manage visitor cards.

b. To locate a visitor card, enter the “Card ID”” number, and click the “Search” button.
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VISITOR CARD ACCOUNTS

NAVYCASH.

Visitor Cards

15 THARLAL TRCH HELTEMEY S AR

Ty L]

a. The “Accounts” tab displays the “Chip” account summary information.

b. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the change was completed.

c. Ifan “Error” message is displayed, update any fields highlighted in red.

VISITOR CARD TRANSACTION HISTORY

a. The dates and duration of the “Transaction History” displayed can be controlled by entering a
“Start Date” and an “End Date.” Transaction history is available for the current month and the past
24 months.

b. The transaction history records displayed are shore-side records and may not include
transactions performed off line on the ship. Transactions from the current day will not be displayed
until a roundtrip is completed between the ship and the shore.
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BULK TRANSFERS SCREEN (Marines Only)

NAVYCASH.

Bulk Transfers ——
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a. All the Marines assigned to a Marine Expeditionary Unit (MEU) can be transferred off a ship
or ships and transferred to the appropriate Marine Logistics Group (MLG) in bulk.

b. Under the “Marine Expeditionary Unit” drop-down list, select the appropriate MEU.

c. Based on the MEU selected, the “To MLG” box will default to the appropriate MLG to
which the Marines’ member profiles are being transferred. To ensure bulk transfer success, all
members being transferred must have a profile showing their current MEU as the one being
transferred from, (i.e. multiple members in the 31 MEU can be bulk transferred to another MEU
provided each member’s profile currently shows them assigned to the 31 MEU.) If the member’s
profile shows any other MEU than the one selected from the Marine Expeditionary Unit drop-down
listing, transfer for those member’s profiles will fail.

d. Click the “Transfer” button to complete the bulk transfer. A “Transfer Successful” message
is displayed on the page to indicate the bulk transfer was completed.

e. Transferring Marines' member profiles from a MEU in bulk automatically suspends the
accounts and blocks Navy Cash ACH access to banks and credit unions.

ACTIVATE OR SUSPEND MARINE ACCOUNTS IN BULK

a. To activate or suspend the accounts of all the Marines assigned to a MEU in bulk without
transferring their member profiles, —

b. Under the “Marine Expeditionary Unit” drop-down list, select the appropriate MEU.

c. Click the “Activate” or “Suspend” button as appropriate. An “Activated Successfully” or
“Suspended Successfully” message is displayed on the page to indicate the bulk activation or
suspension was completed.
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SHIP PROFILES

(=1}

NAVYCASH.

a. The “Ships” page is used to manage “Ship Profiles” information.

b. To locate a particular ship’s profile, select the ship’s name in the drop-down list, or start
typing the ship’s name beginning with “USS”.

c. Click on the ship’s name to display the ship’s profile.
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SHIP ROUNDTRIPS
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a. The “Roundtrips” tab displays basic “Fleet Information” and a “Roundtrip Overview” and
“Roundtrip History” for each Navy Cash ship.

b. Enter changes to “Fleet Information”.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the update was completed.

d. If an “Error” message is displayed, update any fields highlighted in red.
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SHIP MERCHANTS
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a. The “Merchants” tab displays “Enrolled Merchants” information.
b. Enter changes to “Merchants” information.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the update was completed.

d. If an “Error” message is displayed, update any fields highlighted in red.
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SHIP CONTACTS
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a. The “Contacts” tab displays basic contact information for the “Disbursing Office”, LSR
(Logistics Support Representative) Contact”, and “Ship Address”.

b. Enter changes to “Contacts” information.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the update was completed.

d. If an “Error” message is displayed, update any fields highlighted in red.
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MERCHANT PROFILES

NAVYCASH.

Merchants

a. The “Merchants” page is used to manage merchant accounts.

b. To locate a particular merchant account, select the appropriate search criteria in the drop-
down list: Merchant Name, Merchant Number, Merchant TIN, Card Number, or Closed-Loop
Account.

c. To narrow the search criteria, select the appropriate “Location” from the drop-down list.
d. Enter the appropriate information, and click the “Search” button.

b

e. To pull up all merchant accounts assigned to a particular ship, leave the “Merchant Name’
search criteria blank, and select the appropriate ship name from the “Location” drop-down list.

f. Click on a merchant’s name to display the merchant’s account information.
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MERCHANT ACCOUNT INFORMATION

Merchanis

a. There are three different types of merchants in Navy Cash, “Private Merchants”, “Line of
Accounting (LOA) Merchants”, and “Transient Merchants”. See , Part 1, Section 3 for a more
detailed discussion of Navy Cash merchants.

b. Private Merchants. Only private merchants, like Navy MWR, Wardroom Mess—Food, CPO
Mess—Dues, Private One through Private Fifteen, and SQDN1 MWR Fund, will display the
“Accounts”, “ACH Funding”, and “Settlement” tabs shown above.

c. LOA Merchants. LOA merchants will only display the “Accounts” tab.

d. Transient Merchants. Transient merchants will only display the “Accounts” and
“Settlement” tabs.
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MERCHANT ACCOUNTS
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Merchants

a. The “Accounts” tab displays both “Strip” and “Chip” account information.
b. Enter changes to Navy Cash ACH withdrawal or closed-loop-load limits.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the page to indicate the account update was completed.

d. If an “Error” message is displayed, update any fields highlighted in red.
e. Only the Central Support Unit (CSU) can close or suspend a merchant account.

TRANSACTION HISTORY

a. The dates and duration of the “Transaction History” displayed can be controlled by entering a
“Start Date” and an “End Date.” Transaction history is available for the current month and the past
24 months.

b. The transaction history records displayed are shore-side records and may not include
transactions performed off line, either on the ship or on the shore. Transactions from the current day
will not be displayed until a roundtrip is completed between the ship and the shore.
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MERCHANT ACH FUNDING
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a. The “ACH Funding” tab displays “Linked Bank Account” and “ACH Funding History”
information.

b. The dates and duration of “ACH Funding History” displayed can be controlled by entering a

“Start Date” and an “End Date.” ACH funding history is available for the current month and the
past 24 months.
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MERCHANT SETTLEMENT

B  Merchants

a. The “Settlement” tab displays a merchant’s “Settlement Type” and “Settlement History”
information.

b. To change the “Settlement Type”, select the appropriate type in the drop-down list.

c. Click the “Save” button to save any changes. A “Saved Successfully” message is displayed
on the screen to indicate the account update was completed.

d. If an “Error” message is displayed, update any fields highlighted in red.
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REPORTS
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NAVYCASH.

The “Reports” page is used to manage “Ship Reports”.

SHIP REPORTS
a. To locate a particular ship report, select the “Report Name” in the drop-down list.
b. Select the appropriate ship or shore location from the “Location” drop-down list.

c. Once an appropriate “Location” has been selected, a batch ID number can be selected from
the “Batch” drop-down list. Alternatively, an appropriate “Start Date” and “End Date” can be
entered.

d. Once the appropriate search criteria have been entered, click the “Search” button.

e. “Report Name”, “Location”, and “Start Date” are required fields. If a “Please enter all
search criteria” message is displayed, ensure an appropriate value has been entered in each required
field.

f. Click on the report name to display the report information.
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CHANGE NAVY CASH SERVICE CENTER ACCOUNT INFORMATION

ANGELA MARTINEY

NAVYCASH. -

My Account

LA PALSTCIET)

The “My Account” page is used to change account information.
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CHANGE PASSWORD
a. To change your password, enter your current password.

b. Then enter your new password. The new password must be at least eight characters in
length, with at least one uppercase character, one lowercase character, one number and one
special character.

c. Confirm your new password by retyping it in the box provided.

CHANGE SECURITY QUESTIONS

a. To change one or both of your security questions, select a security question from the
questions available in the drop-down lists. You may also type in your own question(s). Enter
your answer in the block provided.

b. The available security questions are:
'What was the name of your first elementary school?'
'In what city were you living at age 14?'
'What is your mother’s maiden name?"
'In what city were you born?'
'In what city were you at the turn of the millennium?'
'What is your favorite color?'

c. Remember your answers to the security questions you select. You will be asked these
questions each time you log in to the Navy Cash Service Center website.

LOGOUT

a. To prevent others from viewing Navy Cash account information, click on “Logout” in the
upper right corner of the screen to end the current session, and exit your browser when done
using the Navy Cash Center website.

b. For security purposes, you are required to logout after every session. Never leave a
workstation unattended while logged in to the Navy Cash Center website.
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SECTION 5G - Navy Cash Without A Disbursing Officer

This section contains important information for operating Navy
Cash aboard the DDG 1000 Class ships without a Disbursing
Officer on board.
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1.1. NAVY CASH WITHOUT A DISBURSING OFFICER (DDG 1000 CLASS).

1.1.1. NO CASH, CHECKS, OR OTHER NEGOTIABLE INSTRUMENTS. Without a
Disbursing Officer on board, no cash, checks, or other negotiable instruments can be
processed on the ship. The Navy Cash Manager cannot accept cash, checks or other
negotiable instruments to fund Navy Cash cards, clear negative balances, pay the Food
Service Officer for meals, or buy items in the Ship’s Store.

1.1.2. FUNDING NAVY CASH CARDS.

1.1.2.1. LINKED BANK OR CREDIT UNION ACCOUNT IS MANDATORY. On
ships without a Disbursing Officer, everyone will receive a Navy Cash instant issue
card, and everyone must link a bank or credit union account, so they can fund the card
using the Navy Cash Kiosks on the ship.

A. INSTANT ISSUE CARDS. Instant issue cards provide individuals access
to all Navy Cash capabilities. For new enrollees, as soon as the account
information on the ship and shore have been updated with the new account and
new card number, which occurs when a round-trip is completed between ship and
shore (normally within 24 to 48 hours), the card can be used at Navy Cash Kiosks
on the ship to transfer funds to the chip or strip account from bank or credit union
accounts ashore. The card can also be used to access funds in the strip account at
ATMs ashore or to pay for purchases at retail locations ashore.

1.1.2.2.  CIVILIAN RIDERS. All civilian riders must complete an FMS Form
2887 and additional FS Form 2889, Supplemental Enrollment for civilian contractors.
On this class of ship, visitor card issuance is not permitted.

1.1.2.3.  ENROLL PRIOR TO REPORTING TO THE SHIP. Sailors and civilian
riders, who have not been enrolled in Navy Cash before (i.e., new enrollees) must be

enrolled upon arrival to the ship.

1.1.3. END-OF-MONTH PROCEDURES. At the end of each month, the Navy Cash
Manager is responsible for coordinating all Navy Cash collections (electronic sales
receipts) that must be registered to a Line of Accounting (LOA), including Food Service

and Sales (Ship’s Store and vending machines).

1.1.3.1.  CLOSE-OUT ON TIME. In accordance with the Navy Cash SOP, Navy
Cash must be closed out prior to 2100Z on the 27th of each month or, if the 27th falls
on a weekend or holiday, on the business day prior. (Most ships indicate EOM for
Navy Cash between the 20th and 25th of each month.) The Navy Cash Manager,
Sales Officer, and Food Service Officer should coordinate to establish a closeout date
each month. The EOM process generally begins in the Sales Office as much as five
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days before the actual closeout date for the month.

1.1.3.2.  INITIATE END OF MONTH. When the Navy Cash Manager initiates
EOM close-out, the close-out indicators for Sales and Food Service are sent to the
Navy Cash backend ashore. As soon as the EOM close-out indicators are received
and processed by the Navy Cash backend, the SF 215 deposit data and / or SF 5515
debit data for Sales (Ship's Store and vending) and Food Service (food and
surcharges). It is these receipts from sales by Food Service and Ship's Store that need
to be registered to specific lines of accounting (see Part 1, Section 4).

1.1.3.3.  EOM SUMMARY REPORT. Successful processing of the EOM round
trip ashore sends the EOM shore reports to the ship, including the Navy Cash EOM
Summary Report. The EOM Summary Report details the Navy Cash totals for the
receipts from sales for Food Service and Ship's Store and includes the deposit ticket
(SF 215) numbers, dates, and amounts and the debit voucher (SF 5515) numbers,
dates, and amounts.

1.1.3.4.  EOM REPORT NUMBERS MUST MATCH. The Navy Cash Manager,
Food Service Officer, and Sales Officer must validate that the Food Service numbers
reported in FSM and the NAVSUP 1359 and the Ship's Store numbers reported in
ROM and the DD Form 1149 match EXACTLY the numbers reported in the EOM
Summary Report. Food Service and Retail Operations matches Navy Cash. Navy
Cash does not match Food Service and Retail Operations.

A. Any adjustments / corrections necessary must be made in the next month's
business.
B. If adjustments / corrections are necessary, the Navy Cash Manager should

contact the Navy Cash FSG representatives at NAVSUP FLC Norfolk, San
Diego, or Yokosuka as appropriate to alert them about these differences and to
request assistance in resolving the differences before the next month's reports
(contact information listed in Section 5A).

1.1.3.5.  EOM PACKAGE. To report these Sales and Food Service sales receipts,
the Navy Cash Manager on the ship must prepare an EOM package each month and
scan and send the package via e-mail directly to PSD . The EOM package must
include:

A. The Navy Cash EOM Summary Report for the month.

B.  Deposit tickets (or debit vouchers if appropriate) prepared by the Navy Cash
Manager using the PSD San Diego DSSN 8371 and reflecting EXACTLY the
numbers, dates, and amounts reported in the Navy Cash EOM Summary Report
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for the month (for Excel templates for deposit tickets (SF 215s) and debit
vouchers (SF 5515s), contact appropriate FSG representative using contact
information listed in Section 5A).

C. The Food Services Officer's Monthly General Mess Operating Statement
(NAVSUP 1359) prepared by FSM and the Food Service Office. A DD Form
1131 must be prepared by the NCAO as a cover sheet to the NAVSUP 1359.

D. The Cash Sales Memorandum Invoice (DD Form 1149) prepared by ROM
and the Sales Office. A DD Form 1131 must be prepared by the NCAO as a cover
sheet to the DD Form 1149.

1.1.3.6. NO SAFE BANK TRANSACTIONS REQUIRED. For ships without a
Disbursing Officer, there is no need to use the “Safe Bank Transactions”
functionality.

1.1.4. COLLECT ON NEGATIVE NAVY CASH BALANCES. Any negative Navy
Cash account balance represents a debt to the U.S. Treasury funds pool, and the Navy
Cash Manager is responsible for collecting on that debt.

1.1.4.1. REVIEW THE DAILY NEGATIVE BALANCE REPORT. With automatic
representment, the majority of returned ACH transactions and resulting negative
balances will be handled automatically. However, the Navy Cash Manager should
review the Daily Negative Balance Report each day and initiate collection action on
all negative balances for which no details are listed, which means no representments
are pending.

1.1.4.2. SPLIT PAY OPTION (SPO). The primary method to clear negative
balances on ships without a Disbursing Officer is to have a crewmember who goes
negative prepare and sign a split pay request to cover the amount of the negative
balance.

1.1.4.3. PAY ADJUSTMENT. The secondary method to clear negative balances is
to have the Navy Cash Manager on the ship type up a DD Form 139, Pay Adjustment
Authorization, using the correct company code (currently D411179 for PNC) and
forward the form to the PSD (for a sample DD 139, contact appropriate FSG
representative using contact information listed in paragraph 5.b above).

1.1.4.4. CIVILIAN RIDERS. In the event a civilian rider’s Navy Cash account goes
negative, the Navy Cash Manager can use the information in the FS Form 2889 to
contact the individual, or his / her company if necessary, to clear the negative balance
(see paragraph 5.a above).

S5G-347



Section 5G — Navy Cash Without a Disbursing Officer NAVSUP Pub 727 Part 2

1.1.5. DISTRIBUTION OF SHIP’S STORE PROFITS TO MWR. See Section 3, para
9.3 for detailed instructions.

1.1.6. COLLECTING PAYMENTS USING NEXCOM SHIPS STORE SPECIAL
EVENT CREDIT CARD PROGRAM. The Navy Exchange Service Command
(NEXCOM) Ship’s Store Program has received approval, under the umbrella of the
Treasury’s Card Acquiring Service (CAS) program, for ships to accept credit card
payments from the public during special events, like a commissioning ceremony, Fleet
Week, or port visit. Ships will contact the NEXCOM Ships Store Program for details.

1.1.6.1. Ships without a Disbursing Officer shall use the Fiscal Servicing PSD
DSSN 8371.

1.1.6.2. Following the event, the NEXCOM Ships Store Program will obtain a copy
of the SF 215 deposit ticket or deposit report from Treasury’s Collections Information
Repository (CIR) to confirm the deposit of the receipts from credit card sales and
forward it to the Sales Officer. The SF 215 deposit ticket certifies the credit card
sales receipts have been deposited for the ship under the Fiscal Servicing PSD DSSN
8371.

1.1.6.3.  The Sales Officer shall enter the amount of the sales receipts confirmed by
the SF 215 deposit ticket into ROM as a non-EPOS store event in accordance with the
ROM User’s Guide.

1.1.6.4.  The Sales Officer shall enter the amount of the sales receipts confirmed by
the SF 215 deposit ticket into ROM as a non-EPOS store event in accordance with the
ROM User’s Guide.

At the end of the month, the Sales Officer shall include the SF 215 for the credit card sales
receipts in the EOM package with the Cash Sales Memorandum Invoice (DD Form 1149)
prepared by ROM. The DD Form 1149 for the month would reflect the SF Form 215 for the
credit card sales receipts and the SF Form 215 for the Navy Cash sales receipts.
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SECTION 5H - Navy Cash Barge Move User guide

This section contains instructions for Disbursing Officers moving
the Navy Cash system to a Barge who are not approved for support
from SAIC to assist with the move of the equipment.
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1. Overview. Ships undergoing availabilities in shipyards often use barges as temporary offices
and messing and berthing spaces. If desired by the ship, the Navy Cash equipment (such as the
server, workstations, Navy Cash Kiosk and router, and Point of Sale (POS) devices) may be
relocated from the ship to the barge. To accommodate Navy Cash ships when required, selected
barges have been equipped with the basic infrastructure of Serial and LAN drops and equipment
racks / foundations needed to support limited Navy Cash operations. For example, the table
below lays out the typical configuration for YRBM(L) size barges. Note: Barge LAN and
internal Navy Cash Cable configurations will vary.

Barge Configuration — YRBM(L)

Serial/ LAN Drops To Support
3 Vending Machines
2 Server
1 Disbursing Workstation
1 Sales Office
1 Download Box
2 Ship’s Store
1 Post Office
1 K80 and Router
1 Post Office

2. Coordinate with Barge Managers. If it becomes necessary to move Navy Cash to the barge,
this requirement must be communicated to the Barge Managers along with the ship’s other
requirements. Given enough lead time, Barge Managers can match Navy Cash ships to Navy
Cash barges.

3. Relocate Navy Cash Equipment. To relocate Navy Cash equipment from the ship to the
barge, the ship will be responsible for all labor, equipment moves, set up, and bringing the
system up operationally. This includes both physical equipment and electrical/communications
systems availability and operation. When the ship relocates the equipment using ship’s force, the
ship will be responsible for any damages to Navy Cash equipment sustained during the move.

(a) There are two scenarios for relocating the equipment:

(1) Ship to Barge allows ship’s force to perform all of the work necessary to
move the Navy Cash equipment from the ship to the barge without any assistance
from SAIC, and then establish Navy Cash operations on the barge.
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Communications, configuration and operation of the Navy Cash system on the
barge is the sole responsibility of the ship.

NOTE: If the ship experiences challenges moving the Navy Cash operation from
ship to barge, assistance will be provided via Navy Cash Technical Support

(NCTS).

(2) Barge to Ship allows the SAIC to perform all of the work necessary to move
Navy Cash equipment from the barge to the ship, including the configuration and
restoration of the Navy Cash system. Work to restore operations related to the
movement of equipment will likely necessitate a visit from SAIC.

b. Request a Case Number. Each time there is a request for barge support that would
involve work performed by SAIC, the ship should contact CSU (see Section 5A) so that
a case number can be generated for tracking purposes.

4. Ensure Navy Cash is Fully Operational. The ship must ensure that the Navy Cash system is
fully operational prior to the relocation. Any hardware, software, communications, or
operational issues should be reported to the Customer Service Center (see Section SA). It will be
much easier to resolve any issues before an equipment move in either direction has started.

5. Vending Machines. To operate with Navy Cash, any vending machines on the barge must be
compatible with Navy Cash. If soda vending machines are to be installed on the barge, the Coke
and Pepsi distributors need to be aware of the requirement to install “MDB compliant” machines
that will be operating with Navy Cash. To accommodate shipyard, IMF/SIMA, or other short-
term guests during the availability, the ship can set up selected “cash only” vending machines
and/or vending machines that take both coins and Navy Cash by turning on the coin acceptor. If
the Navy Cash server must be relocated from the ship to the barge, the vending machines on the
ship may be turned off or revert to accepting cash by replacing the CAD with a dollar bill
validator and/or turning on the coin acceptor during the availability (see Section SE, paragraph
7.7.3, CAD Failure). Any cash collections will be handled in accordance with existing
procedures.

6. Ship to Barge Checklist. The checklist below has been developed to lay out the ship’s
responsibilities to relocate Navy Cash equipment to the barge.
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Barge

APL 2
APL4
APL5
APL 15
APL 18
APL 29
APL 32
APL 39
* APL 40
APL 42
APL 45
APL 50
APL 58
APL61
APL 62
APL 65
APL 66

* YRB 30
YRB 34

YRBM(L) 20
YRBM(L) 23
YRBM(L) 24
YRBM(L) 26

Homeport

San Diego
Kitsap-Bremerton
San Diego

San Diego

San Diego
Norfolk/Mayport
Norfolk/Mayport
Sasebo

Yokosuka
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
Kitsap-Bremerton
San Diego
Norfolk/Mayport

Yokosuka
Kitsap-Bremerton

San Diego
Norfolk/Mayport
Norfolk/Mayport
San Diego

Barge Listing

Barge

YRBM(L) 27
YRBM(L) 28
YRBM(L) 29
YRBM(L) 30
YRBM(L) 32
YRBM(L) 33
YRBM(L) 34
YRBM(L) 35
YRBM(L) 36
YRBM(L) 37
YRBM(L) 38
YRBM(L) 39
YRBM(L) 40
YRBM(L) 41
YRBM(L) 42
YRBM(L) 43
YRBM(L) 44
YRBM(L) 45
YRBM(L) 46
YRBM(L) 49
YRBM(L) 51
YRBM(L) 52
YRBM(L) 53
YRBM(L) 55

NAVSUP Pub 727 Part 2

Homeport

Norfolk/Mayport
Norfolk/Mayport
San Diego
Kitsap-Bremerton
Pearl Harbor
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
Pearl Harbor

San Diego

San Diego
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
Norfolk/Mayport
San Diego
Norfolk/Mayport
Norfolk/Mayport
Pearl Harbor

San Diego

Pearl Harbor
Pearl Harbor

San Diego

* Two sets of Navy Cash infrastructure on each barge
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CHECKLIST FOR MOVING NAVY CASH

SHIP:

BARGE:

NAVY CASH MOVE ABOARD DATE:

Responsible Task Complet

i Shipboard POC ed

Network Connectivity

Ensure the Local Area Network (LAN) on the barge is
1 up and connectivity is established between all servers
and workstations on the barge.

Ensure that the barge can communicate to shore and
that web browsing is fully functional.

If the barge has a router and the ship’s router isn’t
moving to the barge, ensure that the password to the
router is available, so that the router can be checked/
3 configured with the outbound ACL for Navy Cash if
necessary. If the activity that controls/maintains the
router will not divulge the password, you will then
need a contact to call who can be available quickly.

Physical Access

Ensure access to all necessary spaces on the ship for

4 Navy Cash components that are intended to be moved
to the barge.
5 Ensure access to all necessary spaces on the barge.

Ensure that Navy Cash vending machines are in place
6 on the barge and the vending machine operator is
available to allow access into the machines.

Ensure that network drops for Navy Cash equipment

4 have not been used for other equipment.
Power
8 Ensure power is currently supplied to the barge.
9 Ensure that power outlets for Navy Cash equipment

have not been used for other equipment.
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7. Move Back to Ship. At some point near the end of the availability, the Navy Cash equipment
previously moved to the barge will need to be moved back to the ship. Again, the ship should
work directly with SAIC/ to arrange these services. With some straightforward substitutions, the
Barge Checklist can be used to support the move from the barge to the ship as well.

Ship to Barge Overview

1. Navy Cash Ship to Barge Move Process
a. Read Navy Cash SOP, Section 5H.

2. Prior to Ship’s network is secured:
a. Download all transactions from POS devices and vending CADS

b. Conduct a round trip to transfer transactions, then a Navy Cash EOM if needed.

c. Perform proper shutdown of servers (see Quick Info sheet)

d. Shut down the ATMs

e. Secure power to the Navy Cash switches (typically located behind ATMs in the ATM
rack).

f.  Unplug all POS bases. POS devices, bases and other equipment not being used on the
barge should be removed and safely stored for the duration of the Availability. For
equipment that cannot be removed, steps should be taken to secure and protect in place.

3. Determine equipment to move and install on barge
a. Determine the extent of activity for Navy Cash onboard the barge. Ships will usually
move and install the following equipment:

i. Two Dell Servers and the Overland Snap Server
ii. Associated UPS units,

iii. KVM, keyboard, mouse, and monitor

iv. laptop or workstation (with keyboard, mouse, and monitor)
v. ATM and Cisco switches (which mounts behind ATM and the APC700 UPS that

provides power to this equipment) sufficient for barge operations
vi. Sufficient POS devices and bases to support barge operations
vii. CADs if vending will be operational on the barge

4. Move and install Navy Cash system
a. Install and hook up servers in accordance with provided drawings (your server model will
determine which drawing to utilize)
b. Install switches and ATMS and connect ATMs to switches
c. Install POS devices POS bases, and CADs.

5. Energize and verify equipment is operational
a. Perform proper startup of servers (see Quick Info sheet) and then energize all other Navy
Cash equipment
Verify all devices are logged on and connected
c. Perform an end of day.
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R310 SERVER RACK & DX1/XSR40 STORAGE UNIT
FOR NAVY CASH VERSIONS 1.4.7.1/1.4.7.3

Section 5H — Navy Cash Ship to Barge Move Guide

USB/KVM CABLE >

KVM TO UPS

POWER CABLE

MOUSE TO KVM CABLE

USB/KVM CABLE >

MONITORTO
KVM CABLE

< MONITOR TO UPS

POWER CABLE

KVM SWITCH

KEYBD TO KVM

CABLE

ra SERVER NODE 1
) TO STORAGE
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NAVY CASH R310 SERVER RACK 1.4.7.1/1.4.7.3
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R320 SERVER & DX1/XSR40 STORAGE UNIT
FOR NAVY CASH VERSIONS 1.4.7.1/1.4.7.3

NAVSUP Pub 727 Part 2
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NAVY CASH R320 SERVER RACK 1.4.7.1/1.4.7.3
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R430 SERVER & XSR40 STORAGE UNIT
FOR NAVY CASH VERSION 1.4.7.4
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NODE 1 SERVER NODE 1 POWER CABLE
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NAVY CASH R430 SERVER RACK 1.4.7.4
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Ready. Resourceful. Responsive!

SECTION S5I - Navy Cash Communications
Troubleshooting Guide

This section contains instructions to help Disbursing Officers
troubleshoot Navy Cash systems when experiencing round trip
failures/errors.
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Navy Cash Technical Support
Troubleshooting Guide

Cluster Servers Restart Instructions

One of the most effective methods to get Windows systems back on line is a power
cycle. This is very efficient in getting things back to a correct state and we ask that
you do this before requesting a remote session. We find reboots can be up to 80%
successful in resolving issues.

Note — If you are waiting on an EOM batch to complete, reboots will not speed
up or correct this process. Please be aware it can take Shore a few hours to
fully process an EOM batch.

Instructions for 1471/3 Navy Cash Versions

The following process involves shutting down just the two Navy Cash Servers while
leaving the Storage Array online (Snap Server).

1) Login to Node 1

a. Ifyou are unable to login to Node 1 using any of the 3 server accounts that
you have a password for, perform a hard shutdown by pressing the power
button in for that server until it turns off

2) Once logged into Node 1 perform the following:
Click the Start Button
b. Select Shutdown

c. If prompted for a reason, enter reason (i.e. power loss upcoming/proactive power
cycle).

3) Login to Node 2

a. Ifyou are unable to login to Node 2 using any of the 3 server accounts that
you have a password for, perform a hard shutdown by pressing the power
button in for that server until it turns off

4) Once logged into Node 2 perform the following:
a. Press the Start Button
b. Select Shutdown

c. Ifprompted for a reason, enter reason (i.e. power loss upcoming/proactive power
cycle).

5) Once both Nodes have shutdown, turn on ONLY Node 1.

a. Note — If Snap Server is down, start it up and wait a few minutes before bringing
Node 1 up.

6) Once Node 1 is back up, attempt to login to it as normal and then turn on Node 2.

7) Once Node 2 is back up, attempt to login to it as normal.
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8) If you are unable to login to one or both nodes, contact CSU to have a case opened.

9) Ifyou are able to login to at least 1 node, check the Failover Cluster Manager to see if all
the services are showing as online. If services are still showing as Offline and/or Failed,
proceed to Failover Cluster Issues for All Navy Cash Versions below.

Instructions for 1474 Navy Cash Versions

1474 Shutdown instructions:

1. From Physical Server 1 (MS1)
2. Open Failover Cluster Manager
a. Right click on ncsvr-cl.ncsvr-d.navycash.navy.mil
b. More Actions
c. Shut Down Cluster
3. Open Internet Explorer
a. In address bar type 10.10.10.10 and press enter
b. Login to SNAP Server
c. Maintenance
d. Shutdown/Restart

e. Shutdown

f. Shutdown
4. Open Hyper-V Manager
a. Select DC 1
b. Right click
c. Connect
d. Login

e. Shutdown
5. From Physical Server 2 (MS2)

a. Open Hyper-V Manager
b. Select DC 2

c. Right click

d. Connect

e. Login

f.  Shutdown
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Note if MS 1 is unavailable, do steps 1 and 2 on MS2 using 10.10.11.10 in IE.

You are now clear to shutdown both servers from the windows menu, if prompted for a reason
enter current actions (i.e. preparing for power outage, recycling servers, etc.).

1474 Power up Instructions:

1. Power up Snap Server by tapping power button on front for no more than 1 second

a.

Wait a few minutes for the Snap Server to fully come up before proceeding

2. Power on Physical Server 1 by tapping power button on front

a.

e.
f.

Note — Powering on both servers at the same time will cause issues with Navy
Cash as both servers try to take control of the Navy Cash Cluster, only power on
Server 1.

Login

Open Hyper-V Manager, if virtual server is already running skip to step 3
Select DC1

Right click

Start

3. Power on Physical Server 2 by tapping button on front

a.
b.
C.
d.

C.

Login

Open Hyper-V Manager, if virtual server is already running, skip to step 4
Select DC2

Right click

Start

4. Once everything is powered up completely open Failover Cluster Manager

a.
b.
C.
d.

Check if Cluster came up, otherwise proceed
Right click on ncsvr-cl.ncsvr-d.navycash.navy.mil
More Actions

Start Cluster
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Port 22 Check for All Navy Cash Versions

On the Navy Cash Server perform the following steps to verify that port 22 is open.

1)
2)

3)
4)

5)

6)

7)
8)

9)

Open a command prompt
At the ‘C:\>’ prompt, enter the following line:

a. nslookup gppfts.navycash.fiscal.treasury.gov
You should get a response that indicates 199.169.193.37
At the ‘C:\>’ prompt, enter the following line:

a. telnet gppfts.navycash.fiscal.treasury.gov 22

If you get a response back that looks similar to the following then port 22 is open for the
Navy cash Server:

Bl Command Prompt
SSH-2.8-0penSSH

If you get don’t get a response back that looks similar to one above then port 22 is not
open for the Navy cash Server.

Repeat the process on the other Navy Cash Server.

If you don’t see the results shown in Step 5 on either node, then you will want to get
with the ship ITs to validate the ACL is good on the ship for port 22.

If the ACL is good, then the ship ITs will need to open a BCR/FSR with the NOC
that the ship is connecting to that includes the following information:

Source IP address — External IP addresses for both Node 1 and Node 2
Destination IP address — 199.169.193.37

Port — 22

Protocol — SSH

e o o @

e. Traffic Direction — Two-way (bi-directional)
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ACL Check for All Navy Cash Versions

If round trips have not been going through and you are unable to browse the Internet from the
Navy Cash server, then the issue may be with the ship/barge ACL entries for the Navy Cash
system.

Please have your ITs verify the following entries are in present:

access-list 110 permit tcp host  <navy-cash node #1 IP> any eq 20
access-list 110 permit tcp host  <navy-cash node #1 IP> any eq 21
access-list 110 permit tcp  host <navy-cash node #1 IP> any eq 22
access-list 110 permit tcp host  <navy-cash node #2 IP> any eq 20
access-list 110 permit tcp host  <navy-cash node #2 IP> any eq 21
access-list 110 permit tcp  host <navy-cash node #2 IP> any eq 22
access-list 110 permit tcp  host <navy-cash node #1 IP> any eq 80
access-list 110 permit tcp host  <navy-cash node #2 IP> any eq 80
access-list 110 permit tcp host  <navy-cash node #1 IP> any gt 1023
access-list 110 permit tcp host  <navy-cash node #2 IP> any gt 1023
access-list 110 permit tcp  host <navy-cash node #1 IP> any https 443
access-list 110 permit tcp host  <navy-cash node #2 IP> any https 443

NOTE: When you apply these statements, be sure that they do not get placed below any deny
statements. Also be sure that you use the correct greater than (gt) and equal to (eq) command for
each specific line.

Failover Cluster Issues for all Navy Cash Versions

The following instructions are detailed in nature. If you’re hesitant to perform any of the
following, please consult with your Shipboard IT or open a case with CSU.

If the ATMs and POS devices will not come online and the Disbursing Application and

IEOD application can’t connect, check the following to see if all the cluster items are
online (use the below images as a reference 1471/3 and 1474):
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'ghg Failower Cluster Manager
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1) Open the Failover Cluster Manager
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2) Expand the left side as follows and select ‘Navy Cash’:
a. ncsvr-cl.ncsvr-d.navycash.navy.mil

1) Services and Applications
( pp
(a) Navy Cash

3) Take note of the ‘Current Owner’ as that will determine where you need to check the
Event Viewer and/or perform the COAF Check.

a. Ifnl-xxxxxx is showing as the current owner, be sure you are logged in and
perform the steps below on Node 1 (where xxxxxx is your ship UIC)

b. If n2-xxxxxx is showing as the current owner, be sure you are logged in and
perform the steps below on Node 2 (where xxxxxx is your ship UIC)

c. To validate what server you are on perform the following:

I.  Open a command prompt
II.  When the command prompt box appears, enter the command: hostname

III.  You should get a response of either n1-xxxxxx or n2-xxxxxx (where
xxxxxx is your ship UIC)

4) Check to see if ncsvr-o (top item under Server Name) along with NCP and
NavyCash Messaging Service are online (under Other Resources)

a. Ifncsvr-o, NCP and NavyCash Messaging Service are offline proceed to the
COAF Check_section below

b. Ifncsvr-o is online but NCP and NavyCash Messaging Service are offline,
minimize the Failover Cluster Manager and open the Event Viewer

5) In Event Viewer select Windows Logs on the left hand side and observer the log
sizes displayed in the center panel for Application, Security and System (refer to image on
next page)

6) If none of the log sizes are above 512MB then:

2] Event Viewer
File  Action ‘iew Help

o= =@ B
@l Event Viewsr (Loca)

I+ y Custom Yiews

Mame Type Mumber of Bvents  Size

».—l Anplication Application Administrative 896,564 54570 MB

ity Security Administrative 972,120 590.70 MB

] setup Setup Operational 93,280 50.00 MB
'.—l Systerr System Administrative 33,080 50.7 MB
=] Forwarded Events Forwarded Events Operational 0 0 Bytes

I+ [0 Applications and Services Lo

Fl l_ Windows Logs

- Subscriptions

a. Attempt to transfer control the cluster from the current owner to the other node via the
Failover Cluster Manager
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I.  If the transfer of the cluster was successful and all the services started on
the other node, then perform a controlled restart (Start -> Restart) of the
node that previously had control

I. If the transfer of the cluster failed, then proceed to the ‘Cluster Servers
Restart Instructions’ above

7) If any of sizes are above 512MB then perform the following (this can only be performed on
the Cluster Owner):

a. Minimize the Event Viewer and complete step 2 of COAF Clear instructions on the
next page

b. Go back to the Event Viewer, press F5 to refresh the current view. The file sizes
should have dropped to almost nothing

Minimize the Event Viewer and go back to the Failover Cluster Manager
d. Right click on NCP and select ‘Bring this resource online’

e. Wait for NCP to come online and then right click on NavyCash Messaging
Service and select ‘Bring thisresource online’

I. If NCP and/or NavyCash Messaging Service will still not come online

(a) Attempt to transfer control the cluster from the current owner to the
othernode
((1)) If the transfer of the cluster was successful and all the
services started on the other node, then perform a
controlled restart (Start -> Restart) of the node that
previously had control

((2)) If the transfer of the cluster failed, then proceed to
the ‘Cluster Servers Restart Instructions’ above

II. If NCP and NavyCash Messaging Service have come online, perform a
cluster move to ensure the other node works and all services come online

(a) Repeat the instruction from the ‘Failover Cluster Issues’ section if
needed for the other node
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COAF Check for all Navy Cash Versions
(Crash on Audit Failure)

If you saw the results of 4a from the Failover Cluster Issues section, then there is a chance that
the server stopped certain services due to a ‘Crash on Audit Failure’. In order to check for and
correct this issue, you will need to perform the following actions on the cluster’s Current Owner
(as described in Failover Cluster Issues step 3)

1) Open Event Viewer, select ‘Windows Logs’ on the left hand side and observer the log
sizes displayed in the center panel for Application, Security and System

2) If any of sizes are above 512MB then perform the following:

{2l Event Yiewer
File  Action Wiew Help
= == B

Q Ewvent \iewer {Local) Windows Logs

= \(IZULfs;om V:_EWS Marne Type Murmber of Events  Size

= _in;"‘;isca:g; Bellizziia Administrative 896,564 54570 MB
».—l Sl:r;g,lrity Security Adrninistrative 972,120 590.70 MB
] Setup Setup Operational 93,280 50.00 MB
'.—l Systern Systern Adrninistrative 33,080 507 MB
=] Forwarded Events Foraarded Events Operational 0 0 Bytes

b [0 Applications and Services Lo

,:; Subscriptions

a. Check your server desktop for COAF _CLEAR.bat, if present, skip to step
b. Go to SO.navycashupdate.navycash.fiscal.treasury.gov/rs/scripts webpage

&~ = O (i} sO.navycashupdate.navycash.fiscal.treasury.gov/rs/Scripts/

sO.navycashupdate.navycash.fiscal.treasury.gov - /rs/Scripts/

To Parent Directory

3/7/2019 B:23 AM 425 Clear WSUS.txt (

5/3/2819 11:@5 AM 2747 COAF CLEAR.txt

3/4/2019 4:18 PM 546 Windows Update Client Repair.cmd
11/18/2019 2:12 PM 544 Windows Update Client Repair.txt

c. Download COAF CLEAR.txt to the server desktop

d. On the desktop right click on “COAF _CLEAR.txt” and rename it to
“COAF_CLEAR.bat”

e. Right click on it and run as admin

f.  You will see a command prompt screen pop-up and run some commands, this
will automatically archive all logs and reset the COAF flag. There is no harm in
running this, however if you have to run often, NCTS should be notified to check
your system

3) Go back to the Failover Cluster Manager
4) Right click on NCP and select ‘Bring this resource online’

5) Wait for NCP to come online and then right click on NavyCash Messaging Service and
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select ‘Bring this resource online’

a. If NCP and/or NavyCash Messaging Service will still not come online

i. Attempt to transfer control the cluster from the current owner to the other
node

1. If'the transfer of the cluster was successful and all the services
started on the other node, then perform a controlled restart
(Start -> Restart) of the node that previously had control

2. If the transfer of the cluster failed, then preform the ‘Cluster
Servers Restart Instructions’

b. If NCP and NavyCash Messaging Service have come online, perform a cluster
move to ensure the other node works and all services come online

i. Repeat the instruction from the ‘Failover Cluster Issues’ section if
needed for the other Node

1. Note you might have to login to the virtual(s) if on 1474 and
check/fix COAF there too

Round Trip Restart Aid for all Navy Cash Versions

If your ship has not had a round trip in over 24 hours, please perform the following
troubleshooting steps after restart above:

The following needs to be done from the ACTIVE node. Whichever server you see the "F"
drive on is the ACTIVE server.

1. Check and keep in mind what time the Navy Cash server says itis.
2. On the active server, go to the following location in "My Computer'
a. F:\files\navydata\batproc

3. With this folder open, see what files (if any) are present. Generally speaking, one of the
following scenarios will be what you see (ignore anything that doesn’t match the exact
file names below, i.e. batch process.sta.old doesn’t count):

a. Youdon't see any files.
b. You only see the file named 'batch_process.sta'
c. You see three files named 'batch process.sta', 'file.pid' and 'sqlnet.output’

4. Open the 'Task Scheduler' program on the desktop and expand the left side out until you
can select Navy Cash. Once selected, press the refresh button on the right hand side of
the screen.

5. Look for the task called '"Navy Cash Batch' to see what its status is. If the minutes on the
server are 00, 20, or 40, then the task should be running. Depending on what step it is
on, it could run for a few minutes before it ends.
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6. Based on what you saw in steps 3 and 5 above will determine what action to take.

a. Ifin step 3 you saw the scenario for 3A or 3B and the Navy Cash Batch was
running after refreshing it, then:

(D Click on the 'Navy Cash Batch'
(2)  On the right hand side, press 'End'

(3) Note: Make sure there is no current RT batch file in
F:\files\navydata\Work\ folder before ending the job.

(4)  On the right hand side, press 'Run'

(5) You should now see the files listed in 3C and the round trips should
be good again and will need some time to catch up.

b. Ifin step 3 you saw the scenario for 3C AND the date/time for the file.pid and
sqlnet.output is close to the servers time AND the Navy Cash Batch was running
after refreshing it, then:

Let it continue to run as it is processing something for the round trip.

c. Ifin step 3 you saw the scenario for 3C AND the date/time for the file.pid and
sqlnet.output is over an hour old when compared to the servers time AND the
Navy Cash Batch was running after refreshing it, then:

Click on the 'Navy Cash Batch'
On the right hand side, press 'End’

Note: Make sure there is no current RT batch file in
F:\files\navydata\Work\ folder before ending the job.

Switch back to the window where the F:\files\navydata\batproc directory is
being displayed

Delete the files (if needed)
e file.pid
e sqlnet.output
Switch back to the 'Task Scheduler'
Click on the 'Navy Cash Batch'
On the right hand side, press 'Run'

Both file.pid and sqlnet.output should re-appear. You should now see all
the files listed from 3C and the round trips should be good again and will
need some time to catch up.

7. Once the 'Navy Cash Batch' task is done, you should either see the scenario for 3A or 3B.

a. If you see 3A now, it means that the round trip has completed on the ship
and is either between batches or there are no new batches to process.

b. If you see 3B now, it means that the round trip process has started but has not
completed yet.
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Password Rotation Aid for all Navy Cash Versions
(NEVER use Ctrl-Alt-Del through Windows)
Follow these steps to rotate server/node passwords

NOTE: You need Internet access for password rotation to work, if Ship has an internet outage that
will need to be resolved first. See if you can reach NavyCash.com from Node 1 to verify.

1) Login to Node 1.
2) Check Cluster Manager that Node 1 is in control of the cluster.

3) Ensure Node 2 is up, but not in control of the cluster (note if you are only
running 1 Node due to a hardware/software issue, you will not be able to rotate
your passwords).

4) Open Password Rotation Tool using icon on Node 1 desktop
5) Click on Get Current Status button.

6) If the Processing bar is red, this alerts you that something needs addressed
before rotation can take place. (Some examples are SSL errors, or notice that
Node 2 is not online)

a. Open a case with CSU if an error occurs. Please include error message in your
communication to CSU.

7) If everything connects properly, the processing status bar will be green which
lets you know you can proceed to rotate PW.

STEP 1 STEP 2 STEP 3

Click on "Gt Current Status® to get P Fessword Rotation is due orif Password Rotation Fiecord and SAVE the New Passwords in a secure
current Password Rotation status for - V21400 required then click on *Rotate Password” bution. Iocation.

SHIP PASSWORD ROTATION STATUS

GET CURRENT STATUS ROTATE PASSWORD
V21400 Due in next 47 days.

PHONE SPELLING PHONE SPELLING PHONE SPELLING

PROCESSING STATUS

Getting current Password Ratation status,
Success.

Log File Path ONLY FOR WINDOWS 2003 SERVER

CiProgrem Files (86)\Federal Reserve BankiNC_Passward_Rotate\log
\LDAP_PWD_RESET_132337033158953190.log

F update Both Nodes
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= [= o]

Navy Cash Password Rotation

NAVYCASH.

STEP 1 STEP2 STEP3

Click on "Get Current Status" to get Jp [1Password Rotationis due or fPssaword Rotation Yy, Record and SAVE the New Passwards ina secure
current Password Rotation status for - R68102 requiredthen click on "Rotate Password" button location.

GET CURRENT STATUS ROTATE PASSWORD

PHONE SPELLING PHONE SPELLING PHONE SPELLING

SHIP PASSWORD ROTATION STATUS
R68102 Password rotation past due.

PROCESSING STATUS

Getting current Password Rotation status.
Success

Log File Path ONLY FOR WINDOWS 2003 SERVER

CiProgram Files (x86)\Federal Reserve BankiNC_Password_Rotatellog
\LDAP_PWD_RESET_132337026796971288.log
Update Both Nodes

8) Click Rotate Password button. This process can take a minute or so.

9) Write down and securely store new passwords.

Case Opening Guidance

When opening a case, please include as much information as possible:
-Any conditions leading up to Issue (power outage, network outage or upgrade etc.)
-What device or devices are affected (1 CAD, All POS, Workstationl, etc.)
Note: To find out what the device name for Windows devices, type cmd in start menu, once the
Command prompt window opens, type: hostname
-If account issue, what account:
Server Account — nc-admin, ncinstall, ncship-admin
Workstation account to login to Windows
Disbursing application account

NavyCash.com website account

S51-371
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NAVSUP Publication 727 Navy Cash® Financial System VNS
Standard Operating Procedure NAVSUP.

NAVAL SUPPLY SYSTEMS COMMAND

SECTION 5J — Disbursing/Navy Cash Turnover and
Desktop Guide

This section contains instructions to help guide prospective
Disbursing Officers through the turnover processes upon relief of
the outgoing incumbent.
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1. Introduction

1.1 Purpose

The purpose of this guide is to provide a single source of references a Disbursing Officer can
use to assist in turning over duties for Disbursing and Navy Cash.

1.2 References to locate

(a) Department of Defense Financial Management Regulation (DODFMR), Volume 5

(b) COMNAVSURFOR Instruction 4400.1, Surface Force Supply Procedures
(SURFSUP)

(c) COMNAVAIRFOR INST 4440.2D, Air Force Supply Procedures

(d) NAVSUP PUB 727, Navy Cash Standard Operating Procedure (SOP)

(e) NAVSUP P-485, Navy Disbursing Operations

(f) Field Examination Group Checklist

(g) Navy Cash Communications Troubleshooting Guide

1.3 Relief of Disbursing/Navy Cash Duties

Disbursing Duty. The actions required of the relieved and relieving Disbursing Officers for
transferring Disbursing duties are specified in paragraph 020402 of reference (a) and
paragraph 13500 of reference (b). TYCOM will provide additional guidance not covered in
this guide as necessary.

Navy Cash Accountable Officer. The Disbursing Officer is also the Navy Cash Accountable
Officer. The actions required for transferring Navy Cash responsibilities and custody of
Navy Cash equipment are specified in Ref (s) b and ¢. Navy Cash Fleet Support Group will
provide additional guidance not covered in this guide as necessary.

A pre-audit and turnover checklist is available in , Section 5B, Documentation Resources.

Disbursing and Navy Cash Relieving Letters. A sample of Letters of Authority and DD577s
is available in , Section 5B, Documentation Resources.

1.4 Disbursing/Navy Cash Internal Procedures and Controls

The following instructions are required. A sample Navy Cash instruction is available in ,
Section 5B, Documentation Resources. This instruction is generic and must be tailored to
your Ship.

Ship’s instructions should include:

e  Operating and security procedures.

e Internal procedures and controls.

e Custody of Navy Cash cards.

e Custody of spare POS devices and CADs.
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e Access control for Navy Cash (Disbursing) application.

e Policy on ACH transfer requests returned for NSF or other reasons, to include limits
on the number and size of returned transactions (similar to check cashing policy).

e Policy on proper handling and safeguarding of PII in Navy Cash operations.

1.5 Disbursing and Navy Cash Turnover Tips / Requirements.

As you walk into the disbursing office, take note of the following things:

e  There must be an “Authorized Personnel Only” sign posted on the door.
e The customer service hours must also be posted on the door.
e  Verify the numbers of safes, computers, printers, and any cash counting machines.

e  Make sure there is a record of safe combination changes inside the safe. Treasury
checks, blank Navy Cash cards, and DD2657s should also be in the safe.

e Change all passwords and gain access to the following systems:

e Navy Cash Secured Website. (Outgoing Disbursing Officer opens case with CSU
to create an account)

e  OTCNet (Submit request form to FLC for access)

e Navy Cash Disbursing Application Software (Outgoing Disbursing Officer provides
access).

e Navy Cash Server (Outgoing Disbursing Officer provides access...Operating
system)

e  NFRS (Outgoing Disbursing Officer provides access)
e  Collections Information Repository (Submit access request to DFAS)
e DACS (Submit access request to TYCOM)

e  Outgoing Disbursing Officer should utilize Hands on Checklist and System Admin
guide to cover components of server with relieving Disbursing Officer. Checklist is
available in , Section 5B, Documentation Resources.

Locate the following:

e  The Disbursing Merchant Navy Cash card.
e  The most recent FEG audit.

e Review last audit as part of turnover. Take note of all discrepancies or errors and
corrective action taken. It is very important to rectify all errors before another
inspection. Repeat items of error will result in additional deductions in your score,
even if the initial error happened before your arrival.

e  Copies of last four quarters CVT audit reports.

e Review audit procedures as part of your turnover. A sample of the Navy Cash
Verification Team checklist is available in , Section 5B, Documentation Resources.
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Complete a physical inventory of the following:

e Al U.S. Treasury checks (put an entry in the check log).
e All blank Navy Cash cards (put an entry in the Bulk Card Log).

e All safekeeping deposits on hand (put an entry in the safekeeping deposit log even
if you have no safekeeping deposits).

e All Navy Cash equipment (utilize turnover checklist—attach copy to the relieving
letter).

e All cash on hand

****Complete and submit the Final SF 1219 (Don’t forget to put ‘FINAL’ at the top of the
1219!).

Introduce yourself to the following people either in person, phone or email immediately upon
reporting to your ship (personnel may rotate, but office numbers should remain the same).

TYCOM Representatives:

SURFLANT SURFPAC
Mr. Thomas Cook PSCM John Valentin
thomas.cookl.ctr@navy.mil john.valentinl @navy.mil
(757) 836-3174 (619) 556-5748

AIRLANT AIRPAC
Mr. Kenneth Carter Mr. Noel Del Santos
kenneth.g.carterl @navy.mil noel.delossantos].ctr@navy.mil
(757) 445-6600 ext. 439 (619) 545-1035

Navy Cash Fleet Support Group (NFSG) Representatives:

FLC Norfolk FLC San Diego FLC Yokosuka

Mr. Hugh Chin Mr. Andy Yager Mr. Vicente Cruz
hugh.chin@navy.mil andrew.yager(@navy.mil vicente.Cruz@fe.navy.mil
(757) 443-1189 Comm: 1-619-556-6493 Comm: 011-81-46-816-

DSN 646-7324

Field Examination Group
Norfolk: (757) 443-2306
San Diego: (619) 556-2429

Navy Cash Central Support Unit (CSU)

1-866-662-8922, navycashcenter@frb.org
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1.6 Pre-Deployment Readiness

Contact local NCFSG for pre-deployment guidance 90 days in advance of schedule
deployment.

The Navy Cash Pre-Deployment Checklist is available in , Section 5B, Documentation
Resources. This guide provides basic guidance in getting the Navy Cash system ready for an
extended overseas deployment.

2. Navy Cash Desktop Guide

The Checklist for Recurring Navy Cash Tasks is available in the , Section 5B, Documentation
Resources. This guide provides a tool for the Disbursing Officer to monitor tasks that must be
performed on a regular basis to properly manage Navy Cash operations.

2.1 Open Daily Cash Transaction Ledger

Each day, prepare the Daily Cash Transaction Ledger for the day’s business in the disbursing
office. When not in use, the ledger should be kept in the safe. Use it to record all Navy Cash
card monetary transactions in the disbursing office:

e (Cash-to-chip. When a cardholder presents cash (or check) to add value to
his or her chip, enter date of transaction in column 1 and amount of value
added in column 2.

e Chip-to-cash. When a cardholder converts electronic value from his or her
chip to cash, enter date of transaction in column 1 and amount of value
subtracted in column 3, and have the cardholder print and sign his or her
name for the amount of cash received in columns 5 and 6. A cardholder’s
signature is required only for chip-to-cash transactions.

e (Cash-to-strip. When a cardholder presents cash (or check) to add value to
his or her strip (Navy Cash) account, enter date of transaction in column 1
and amount added in column 4.

2.1.1. Check Negative Balances

Each day, the Disbursing Officer must review the Negative Balance Reports. If
an account is negative, use the options available to collect on that debt. See Ref
(d) for additional guidance.

2.2 Closing Business Each Day

2.2.1. Close Cash Transaction Ledger

At the end of each day, the Daily Cash Transaction Ledger for the day’s business
in the disbursing office should be closed out.

a. Total column 2; enter sum in Total Cash-to-Chip block.
b. Total column 3; enter sum in Total Chip-to-Cash block.

c. Total column 4; enter sum in Total Cash-to-Strip block.
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d. In Net Sum for Cash Transactions block, enter the difference between
the sum of the [Total Cash-to-Chip and Total Cash-to-Strip] and the [Total
Chip-to-Cash].

e Difference value recorded as an increase/decrease to line 6.2A and
an increase/decrease to line 6.9 of the DD Form 2657, Daily
Statement of Accountability.

To document the Disbursing Officer’s Navy Cash accountability each day, a copy
of the completed Daily Cash Transaction Ledger(s) and the Disbursing
Transactions Detail Report sorted by operator shall be retained on file with the
DD 2657, including the 2657 for the day Navy Cash is closed out for the
accounting period (month).

e Unused stock shall be returned to the Disbursing Officer at the end
of each day or at a minimum once a week as specified in
Deputy/Agent DD577.

e The Navy Cash Bulk Card Log contains the card numbers and name,
date, and signature of the person to whom a working stock of Navy
Cash cards is issued.

e The card numbers of returned cards and the name, date, and
signature of the Disbursing Officer, or designated representative,
shall be recorded on the Navy Cash Bulk Card Log.

2.2.2. DD 2657 and DD 2665

These forms must be prepared in accordance with Ref (b) for each day business is
transacted.

a. The Disbursing Officer’s daily accountability is maintained on the DD
Form 2657, Daily Statement of Accountability.

b. Deputies, agents, and cashiers maintain their daily accountability on the
DD Form 2665, Daily Agent Accountability Summary.

c. The Disbursing Officer will record the daily totals on the DD 2657.

e If the cash-to-chip and cash-to-strip transactions for the day were
greater than the chip-to-cash transactions, the Disbursing Officer will
enter an increase in cash on Line 6.2A and a decrease in cash on
Line 6.9.

e If the chip-to-cash transactions for the day were greater than the
cash-to-chip and cash-to-strip transactions, the Disbursing Officer
will enter a decrease in cash on Line 6.2A and an increase in cash on
Line 6.9.
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e Disbursing Agents will record the transaction on the DD 2665 as an
increase to line 17, US Currency on Hand, and an opposite entry to
line 31, Other.

Successful processing of the EOD batch round trip sends a series of reports to the
ship from the shore side.

2.2.3. Access/Verify Server (Ship) Reports.

At the end of each day, the end-of-day Merchant reports should be reviewed by
the responsible individual. The Disbursing Officer may provide reports which
can be printed or emailed and distributed upon request from merchant. See Ref
(d) for sample of reports.

Successful processing of the EOD batch on the ship generates a series of reports
that can be accessed by clicking on the “View Reports” link on the Navy Cash
application menu.

a. Inthe “Application Reports” box, click on the “Merchant Sales
Summary” for total sales figures or the “Non-Vending Sales Report”, “MSO
Summary Report”, or “MSO Detail Report” for more detailed sales
information.

b. Enter the correct start and end dates and click on the “Generate” button
(In Navy Cash, all dates and times are recorded and reported in Greenwich
Mean Time (GMT) (Coordinated Universal Time (UTC)).

e Selected report is displayed for view and print.

e Report will be displayed using WordPad software. Print in
landscape format.

2.2.4. EOM Closeout

Procedures for Navy Cash End-Of-Month (EOM) closeout and reporting for
Disbursing, Sales (Vending and Ship’s Store), and Food Service is available in,
Section 5B, Documentation Resources.

a. The Disbursing Officer is responsible for coordinating EOM for all
Navy Cash operations, including collections that must be registered to a Line
of Accounting (LOA) thru the SF 1219 Statement of Accountability. For
example, the sale of meals in the General Mess and the sale of merchandise
in the Ship’s Store and vending machines, and Marine disbursing operations
(if a Marine Disbursing Officer is embarked).

b. Navy Cash records and reports all dates and times in Greenwich Mean
Time (GMT).

c. Navy Cash must be closed out prior to 2100Z on the 27th of each month
(if the 27th falls on a weekend or holiday, close out the business day prior).

S5J-379



Section 5J — Disbursing/Navy Cash Turnover and Desktop Guide NAVSUP Pub 727 Part 2

d. Each month the Disbursing Officer must coordinate with the Sales
Officer, Food Service Officer (FSO), and Marine Disbursing Officer to
establish a closeout date and time for the month.

e. The EOM process generally begins in the Sales Division as much as
five days before 27th of the month to accommodate the inventory of all
vending machines.

f.  The Disbursing Officer’s 1219, Statement of Accountability, must be
prepared and submitted on time at the end of each month, i.e., the first
business day following the end of the month., in accordance with reference

(a).

g.  An early start in S-2, S-3, and S-4 ensures that the Disbursing Officer’s
monthly returns (SF Form 1219) is submitted on time.

2.2.5. Safe Bank Transaction

Used primarily during EOM process to reset Disbursing Accountability Summary
Report (DASR) to zero balance for next month’s business.

a. Click on the “Safe Bank Transaction” link on the Navy Cash application
menu.

b. Enter amount needed to zero out or balance the system and select
appropriate “Transaction Type”—*“Deposit to Safe” to add an amount and
“Deposit to Bank™ to subtract an amount.

c. Click the “Submit” button to adjust the system value.

d. All Safe Bank transactions will be identified on the DASR for that day.

2.2.6. 'Website IDs

Log in to the CIR, OTCNet, and Navy Cash disbursing websites at least monthly
to keep these accounts active.

227. PMS

a. Preventive maintenance for the Navy Cash system should be performed
in accordance with the Planned Maintenance System (PMS) schedule. PMS
information for Navy Cash is available from the ship’s Maintenance and
Material Management (3-M) Coordinator.

b. Maintenance Index Page (MIP) number 6541 series applies to Navy
Cash.

c. Proper cleaning of the card readers can significantly reduce the
incidence of card readers failing to read the Navy Cash card.
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d. AIll POS devices contain a lithium battery with an estimated life span of
two years. The ship/Disbursing Officer is responsible for replacing these
batteries, which are available through the supply system. If the lithium
battery dies at a time the POS device is holding transactions, those
transactions will be lost and cannot be verified without a written log. A
Maintenance Requirement Card (MRC) has been established.

2.2.8. Distance Support.

When the Navy Cash system experiences a hardware, software, or
communications failure, the Disbursing Officer is responsible for the initial
efforts to troubleshoot, isolate, and correct the problem. This may require a
coordinated effort from Ship Force and Navy Cash Technical Support
(NCTS)/SAIC Personnel.

a. In general, if a device fails, the ship is responsible for installing a spare
in its place.

b. If unable to isolate the problem or affect the necessary repair, the ship
can contact the Navy Cash Central Support Unit (CSU) for technical
assistance. All trouble calls, whether by phone or email, must be directed to
the CSU. The CSU will assign a case number and forward the trouble call to
technical support as appropriate.

c. Prior to calling CSU to report hardware, software, communications, or
operational problems, review Troubleshooting Manual and provide CSU with
details on troubleshooting efforts.

2.2.9. Bulk Card Log

A Navy Cash Card Log shall be maintained for all Navy Cash cards received,
issued, returned, and on hand. See Section 5B for sample of log.

a. All Navy Cash cards shall be individually counted and sequential serial
numbers verified. An initial inventory shall be completed and recorded on
receipt of all Permanent, Instant Issue and Navy Cash Visitor cards, even
single cards.

b. For bulk shipments, any open or damaged container shall be inventoried
by individual count and sequential serial numbers of the cards.

c. All Navy Cash cards shall be inventoried at least once each calendar
month, and an entry made in the Bulk Navy Cash Card Log to document the
inventory.

d. A detailed record of the inventory, to include total cards on hand and
sequential serial numbers, by card type, will be retained in the disbursing
office, and a copy given to the Cash Verification Team (CVT) as an
attachment to their quarterly verification report.
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2.2.10. Card Issue Log

A Navy Cash Card Issue Log shall be maintained for all Navy Cash cards issued
from the disbursing office. When a card is issued, the name and signature of the
Disbursing personnel and of the card recipient should be recorded on the log.
When a card is turned in and cancelled, the card should be destroyed and
signature of the Disbursing personnel should be recorded on the log to document
the destruction of the card.

2.2.11. Quarterly Verification of Cash and Other Assets

In accordance with Ref (s) a thru c, the Cash Verification Team (CVT) will
perform a surprise verification of a Disbursing Officer’s cash and other assets, to
include Navy Cash at least once during each calendar quarter.
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