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Webinar Etiquette
—

Please note that this session will be muted by the host.

Please do not put your phone on hold.

All questions will be addressed at the end of the
presentation.

If you would like a copy of the presentation emailed to
you, please send an email to the Do Not Pay Mailbox
(donotpay@fiscal.treasury.gov). In addition, the
presentation will be posted on the Do Not Pay website.
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What DNP Data Elements are PIlI?

e —————— — T —— -

Name
Social Security Number
” Employer Identification Number
Be the | Taxpayer |dentification Number
shield'that iy Date of Birth
protects iy Date of Death
| Address
IP Address
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Safeguarding PII

S ——

The loss of PIl can result in substantial harm to

individuals, including identity theft or other fraudulent
use of the information.

Safeguarding PII is a top priority for DNP.
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Screenshots

PAYMENTS: FILTER PAYMENTS MATCHED

SENSITIVE BUT UNCLASSIFIED

PAYMENTS MATCHED:
Advanced Filtering Criteria Applied: Adjudication Criteria: NOT ADJUDICATED (PENDING). NOT ADJUDICATED

NOT ADJUDE
NOT ADJUD

Showing 41 to 50 of 3181

Download Results @l Go to Adjudicate Multiple Page
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Be Aware! Forwarding Emails
_

Most agencies have secure firewalls that protect PlI
within intra-agency communications.

Any email is exposed to risk when sent via an unsecure
route to the DNP.

Forwarded emails have a greater risk of containing PlI
of which the sender is unaware.
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Be Aware! Data Files
—

Password-protected encryption fails to reduce risk when
emailing PII.

The only acceptable way to send data files containing
Pll is through an established DNP secure transfer
method.
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Be Aware! Removable Redaction

Match Details

SENSITIVE BUT UNCLASSIFIED

DEPARTMENT OF INTERIOR - DISBURSEMENTS

Received Date/Time: 08/31/2015 06:01 PM Match Date/Time: 02/24/2017 10:10 AM
Whitelist Reason: N/A Business Rules Applied: 0

File Information: SAM EXCLUSION RECORDS - PUBLIC as of 12/16/2015: POSSIBLE/NAME MATCH
Payee Name: WBXXAUJ JWEQWYK NTZFVG Name: WBXXAUJ JWEQWYK NTZFVG

SSN/EIN/TIN: DUNS:

DUNS: City:

Address:

Zip:

Agency Location Code: Country:
Agency Group Code: SAM #:
Agency Specific Identifier: Cage Code:

Exdusion Program: RECIPRUCAL
Exclusion Type: PROHIBITION/RESTRICTION
Exclusion Description: CWJQLQVO FS UOB OSXNIETNLV
GK MUPWGR MUL JYOUD
OUZFXKRE SXKA
MGADVMMMPLVY] SZ ZWJ
NXHWKBN BYRFHZ FHSD

Lol el

s

l BUREAU OF THE

*
LEAD - TRANSFORM - DELIVER {*FiSEﬂ'SEWiC

LEAD. TRANSFORM ELIVER.



DNP Recelves Pll: What’s Next?

The Transmitting and Rec:
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What Can | Do?
e —

Ensure Talk to Transmit
Redaction DNP Securely

If using
emaill, make

sure all Pll 1s

redacted
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Adenc Agency Lead Treasury Agency Specialist FRB STL
gency Fiscal Service Email Address FRB STL Email Address

Department of Agriculture
Department of Commerce
Department of Defense
Department of Education

Department of Energy

Department of Health and
Human Services
Department of Homeland
Security

Department of Housing and
Urban Development

Department of Justice

Department of Labor

Department of State

Department of the Interior

Angélique Bridges
Jon Ortiz
Angélique Bridges
Jon Ortiz
Jon Ortiz
Angélique Bridges
Angélique Bridges

Angélique Bridges

Lori Makle-Sellman

Angélique Bridges

Lori Makle-Sellman

Jon Ortiz

LEAD

angelique.bridges@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov
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Drew Hubbard
Shannon Alkhalaf
Kristofer Klette
Kristofer Klette
Kristofer Klette
Josh Stegemann
Shannon Alkhalaf
Josh Stegemann
Kristofer Klette
Shannon Alkhalaf
Shannon Alkhalaf

Kristofer Klette

drew.hubbard@stls.frb.org

shannon.alkhalaf@stls.frb.org

kristofer.klette@stls.frb.org

kristofer.klette@stls.frb.org

kristofer.klette@stls.frb.org

joshua.p.stegemann@stls.frb.org

shannon.alkhalaf@stls.frb.org

joshua.p.stegemann@sils.frb.org

kristofer.klette@stls.frb.org

shannon.alkhalaf@stls.frb.org

shannon.alkhalaf@stls.frb.org

kristofer.klette@stls.frb.org
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Department of the Treasury

Department of
Transportation
Department of Veterans'
Affairs

Environmental Protection
Agency

General Services
Administration

National Aeronautics and
Space Administration

Agency Lead
Fiscal Service

Angélique Bridges
Lori Makle-Sellman
Angélique Bridges
Jon Ortiz

Jon Ortiz

Angélique Bridges

National Science Foundation Lori Makle-Sellman

Nuclear Regulatory
Commission

Office of Personnel
Management

Small Business
Administration

Social Security
Administration

United States Agency for
International Development

Jon Ortiz

Lori Makle-Sellman

Lori Makle-Sellman

Lori Makle-Sellman

Lori Makle-Sellman

LEAD

Treasury
Email Address

angelique.bridges@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov

angelique.bridges@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

jon.oritz@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov

lori.makle-sellman@fiscal.treasury.gov
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Agency Specialist
FRB STL

Josh Stegemann
Drew Hubbard
Shannon Alkhalaf
Kristofer Klette
Drew Hubbard
Kristofer Klette
Shannon Alkhalaf
Kristofer Klette
Drew Hubbard
Shannon Alkhalaf
Josh Stegemann

Shannon Alkhalaf

FRB STL
Email Address

joshua.p.stegemann@stls.frb.org

drew.hubbard@stls.frb.org

shannon.alkhalaf@stls.frb.org

kristofer.klette@stls.frb.org

drew.hubbard@stls.frb.org

kristofer.klette@stls.frb.org

shannon.alkhalaf@stls.frb.org

kristofer.klette@stls.frb.org

drew.hubbard@stls.frb.org

shannon.alkhalaf@stls.frb.org

joshua.p.stegemann@stls.frb.org

shannon.alkhalaf@stls.frb.org
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L Questions?

Need More Information?

DNP Agency Support Center
1-855-837-4391
donotpay@fiscal.treasury.gov
or
visit https://fiscal.treasury.gov/dnp/
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