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What is CAIA?

Common Approach to Identity Assurance:

» Fiscal Service-led initiative focused on standardizing the way users register and log in to
applications.

« Allows users to authenticate to the DNP Portal using PIV/CAC/LincPass, Login.gov, or
ID.me.

« DNP will integrate the DNP Portal with CAIA on March 25, 2023.

« CAIA will replace IBM Security Identity Manager (ISIM) as the authentication service for
the Portal.

PIV/CAC/LincPass/3"
Party Credential
Service Providers

PIVV/CAC/LincPass/
User ID & Password

Users Authenticate via
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ISIM/Single Sign On Authenticate via CAIA
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When will CAIA be Implemented for DNP?

02/28/2023
&
03/02/2023 03/02/2023 03/21/2023 03/25/2023 03/27/2023
DNP CAIA _ Pre- Post-Release
Implementation Post-Spotlight Implementation CAIA
Spotlight Training Reminder Implementation
Treining for Materials for All Announcement Confirmation
State/Contractor
Usors Attendees Sent Sent Sent
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What are the Impacts of CAIA to Agencies?

1) Changes to the DNP Portal Login Page

2) Suspending User ID and Password Login

3) User Account Registration with Login.gov or ID.me

4) New User Enrollment Requirements
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1) Changes to the DNP Portal Login Page

Original DNP Portal Log-In Page

SINGLE
&) SIGNCON

Forgot Password Change Password

Forgot User ID Contact

By logging in with PIV , SecurlD, or User ID/Password, you acknowledge that you have read, understand, and agree to abide by the Rules of BEehavior

PIV Card or iKey €©  SecurlD O ﬁser ID & Password
Please make sure your card/iKey is plugged into User ID User ID (ITIM)
the reader
Passcode Password
D =

i LOGIN WITH YOUR
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=i LOGIN ‘

LOGIN
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1) Changes to the DNP Portal Login Page (cont'd)

New DNP Portal Login Page

BE An official website of the United States government Here's how you know ~

|
\ Do Not Pay

Telephone: 1-855-837-4391 = E-Mail: donotpay@fiscal.treasury.gov

T PIV | CAC Who is ID.me?
- N\ ID.me is a trusted provider specializing in digital
ID.m identity protection, providing users with secure
\ J access to applications.
( | By selecting ID.me, you will be redirected to ID.me's website.
o L o G I N 'G ov ID.me is not a government entity. You consent to the privacy and
\ - - ) security policies for identity and access management through
ID.me = Terms of Service | Privacy Policy. | EAQ
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2) Suspending User ID and Password Login

| User ID & Pas

_User ID

* User ID/Password
users will no longer be
able to log in to the
Portal using the User
ID and Password
method after March
25, 2023.

BU

REAU OF THE
Fiscal Service
L DEPARTMENT OF THE TREASURY

s

o |
Page 7 LEAD - TRANSFORM - DELIVER \l"



TREASURY UNCLASSIFIED // EXTERNAL

3) User Account Registration with Login.gov or ID.me

ID.me

Create an ID.me account

Already have an ID.me account?
Sign in to ID.me

* Indicates a required field

Email *

Enter your email address

1) Create an account with
Login.gov or ID.me

* Follow the instructions
provided by each site.

* Ensure your official work
email is included as the
primary or alternative email
address in your profile.

U LOGIN.GOV

Create your account

Enter your email address

Select your email language preference
Login.gov allows you to receive your email communication in
English, Spanish or French.

O English (default)
O Espanol

O Frangais

[ I read and accept the Login.gov Rules of Use &4

Cancel

Security Practices and Privacy Act Statement 3

Privacy Act Statement 2
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3) User Account Registration with Login.gov or ID.me (cont’'d)

|Dme U LOGIN.GOV

Signin toID.me 2) Use your QXiSting
T account with Login.gov
or ID.me —

°°°°°°°° « Ensure your official work
email is included as the S N

primary or alternative

e m a i I a d d reSS i n yo u r Sign in with your government employee 1D
(o [¢ [m . |
v ptions p rOfI | e . Fie;iivmp652:2rd.
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4) New User Enrollment Requirements

* Only official work email addresses can be used to authenticate your
identity for logging in to the DNP Portal.

* The official work email address provided on your DNP User
Enrollment Form must match the emall address registered with your
_ogin.gov or ID.me account.

« Personal email addresses are not permitted for DNP User Enrollment
Forms.
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Help Options for Login.gov and ID.me

Login.gov Help Center ID.me Help Center

ULOGIN.GOV | Helpcenter ® Language v Contact us

How can we help?

How can we help?

Q I'm looking for...

Top searches:  IRS Change phone D0200 error Change mailing address Unemployment

H Get started with Login.gov Trouble signing in?
U Create your account. Learn about Q Forgot your password? Locked out of
authentication options and more account your account? We'll help you resolve Trou bles hooting topics

features. access Issues.

Manage your account [ ~ ] Help with specific agencies Lo
& & ~anage your account o p P g lcan't signin to my My documents were Icant upload photos of
Change your account settings including Get help with Trusted Traveler Programs account rejecled my documents
your password, phone number, email, and (TTP) and SAM.gov.
more.
Verify your identity I'm having trouble I have a duplicate

My selfie didn't work

Learn about options for verifying your claiming a discount account

identity.

*Note: Contact the Login.gov or ID.me help desk for assistance with your account.
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https://help.id.me/hc/en-us
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Next Steps for User ID and Password Users

« Create an account with Login.gov or ID.me or use an existing
Login.gov or ID.me account.

* Ensure your official work email address is included with the provider
of your choice.

« Contact your agency IT resources to confirm that your AuthentXware
version is 3.01.48 or higher.

* Log in to the DNP Portal using your Login.gov or ID.me account
credentials after March 25, 2023.
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http://www.xtec.com/media/AuthentXware.pdf
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Questions

e ——.
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Contact Information

Agency Lead Agency Specialist
Name: Jon Ortiz Name: Josh Stegemann
Title: Agency Lead, States Title: Agency Specialist, States
Phone: 202-874-9579 Phone: 314-444-4731
Email: jon.ortiz@fiscal.treasury.gov Email: joshua.p.stegemann@stls.frb.org

General Inquiries
Email: donotpay@fiscal.treasury.gov
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